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Summary 

With the introduction of cybersecurity in its 2010 Strategic concept and its 2011 Policy on 

Cyber Defence, the North Atlantic Treaty Organisation (NATO) has implicitly introduced this 

aspect on the international agenda as an essential security issue. Since the creation of the 

Internet in the late 1960s, cybersecurity gradually sparked peopleôs interest for concerns 

regarding the development of cyberspace activities. However, it is only recently that this 

complex field has been extensively analysed and debated by scholars, policy makers, think 

tanks and international organisations.  

 

The present thesis argues that NATOôs narratives on cybersecurity are representing something 

more than an abstract buzzword: their content illustrates security practices constitutive of the 

Allianceôs identity formation. In this regard, it is argued that the transatlantic partnership might 

be transforming into an enlarged security organisation through its engagement in cybersecurity. 

To study this possibility, discursive practices of different NATO sources are examined through 

content analysis. 

 

Building on the Copenhagen Schoolôs approach to security, the present study endorses the view 

that cybersecurity is theorised as a sixth sector of security, which frames particular referent 

objects, threats, key actors of security and the specific functions performed by these actors. We 

argue that mapping these different units in NATOôs discourse demonstrates that the Alliance is 

expanding the perimeter of its security activities.   

 

Following a thorough evaluation of the results obtained, the present research highlights that 

NATO, through its cybersecurity speech act, is remodelling its identity and maturing into a 

greater collective security organisation without militarising the ñfifth battlefieldò.  
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Introduction  

On the 16th of March 2014 the NATO spokesperson Oana Lungescu announced on the social 

networking website Twitter that the Alliance had been hit by a Distributed Denial of Service 

(DDoS) attack2. This cyberattack was launched in the context of the 2014 Crimean crisis and 

was described as one of the most recent and serious attacks on NATO. Events like these reveal 

that cyberspace is a new, developing and complex environment to manage that is sometimes 

used as means of waging war. After different cyber incidents such as the DDoS attacks on 

Estonia in 2007 or the Stuxnet worm in 2009, cyberspace began to be increasingly synonym of 

cyberthreat landscape. This comprises activities that are potentially menacing the national 

security of the states. Envisioned as a new security environment, cyberspace is also being highly 

publicised. Discussions and questions relative to cybersecurity are not only relevant to 

computer scientists alone anymore, since governments, private businesses, individuals and 

many other actors now have a direct interest in this issue. Not only is cyberspace seen as a 

recent security challenge, it is also often advocated that ñthe advent of the ófifth domainô ï the 

rise of cyberspace as a field of human endeavour ï is probably nothing less than one of the 

most significant developments in world historyò3. 

 

With Information and Communication Technologies (ICT) and the rate of technological 

change, states and people rely more and more on information technologies. Societies are 

experiencing the age of information revolution, thereby making cybersecurity a concern of 

utmost importance4. In NATOôs case, the advent of its cyberhistory goes back to the end of the 

Cold War period in the 1990ôs, a period where the organisation saw the emergence of a new 

security environment5 . After the turn of the millennium, preoccupation relative to data 

protection and cyberdefence became tangible on the part of the transatlantic partnership 

members. The escalation of conflict in cyberspace in the Crimean crisis is a good illustration 

of NATOôs henceforth interest and concern for cybersecurity. Next to on the ground operations, 

the organisation thus now deals with cyberattacks and potential cyber conflicts. The very first 

                                                 
2 CROFT, Stuart, HOWORTH, Jolyon, TERRIFF, Terry, WEBBER, Mark, « NATOôs Triple Challenge », 

International Affairs, vol.76, no. 3, 2000, pp. 495ï518, available at: http://www.jstor.org/stable/2625951 

(consulted: 1 July 2014). 
3 KLIMBURG, Alexander (dir.), National Cyber Security Framework Manual, Tallin, NATO CCD 

COE, 2012, p. 194. 
4 ERIKSSON, Johan, GIACOMELLO, Giampiero, « The Information Revolution, Security, and International 

Relations: (IR) Relevant Theory? », International Political Science Review, vol.27, no. 3, 2006, pp. 221ï

244, p. 222, available at: http://www.jstor.org/stable/20445053 (consulted: 6 April 2014). 
5 DUNN CAVELTY , Myriam, Cyber-Allies: Strengths and Weaknesses of NATOôs Cyberdefense 

Posture, Rochester, NY, Social Science Research Network, 2012. 
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North Atlantic Council (NAC) meeting on cybersecurity issues took place in December 2013, 

demonstrating the importance conferred to what has been qualified as an emerging threat by 

the Alliance6.  

 

In light of the growing importance of cyberspace, and based on the fact that NATO remains the 

major security organisation in Europe responsible for defence and hard security, it seemed 

interesting to expound on NATOôs involvement in cybersecurity in the context of this thesis. 

Hence, the aim of this research is to analyse how one of the most studied organisations in the 

world addresses this much discussed subject of todayôs information age: cybersecurity. If 

cyberspace has existed for many years, its extensive and systematic analysis in the academic 

world has risen recently7. This research aims to contribute to the deepening and broadening of 

our knowledge on NATOôs identity in this specific domain. Many grey areas remain in the 

study of these fields and there is an absence of unanimous definitions of cyberspace and roles 

herein. For more than 20 years now, the defence alliance has transformed in order to adapt to 

the evolving security environment, including the cyber environment8. According to many 

scholars, NATO has expanded its mission further than just collective defence by integrating 

collective security into its sphere of responsibility9. What is then the status of NATOôs identity 

with regard to this current security environment? How is the Alliance dealing with 

cybersecurity issues, what is it stance towards its role in this domain? Is the organisation taking 

on more and more responsibilities, gradually expanding its mission? All these preliminary 

questions and thoughts led us to formulate a research question that would depict the 

transatlantic partnershipôs vision of cybersecurity:  

 

Whilst addressing cyberdefence, is NATO transforming into an enlarged security 

organisation or is it rather advocating a militarisation of cybersecurity? 

 

This question is twofold. It entails to understand NATOôs perception of cybersecurity, as well 

as the conception of its mission in this domain. How the Alliance sees itself and the role it 

                                                 
6 SMITH , Julianne, « NATO Must Get More Serious on Cyber Security », Chatham House, 6 February 2014, 

available at: http://www.chathamhouse.org/media/comment/view/197236 (consulted: 10 April 2014). 
7 KALLBERG, Jan, THURAISINGHAM, Bhavani, « Towards Cyber Operations The New Role of Academic Cyber 

Security Research and Education », Proceedings from the 2012 IEEE International Conference on Intelligence 

and Security Informatics (ISI 2012), 2012, p. 4, available at: http://works.bepress.com/jan_kallberg/9 (consulted: 

12 May 2014). 
8 « Active Engagement, Modern Defence - Strategic Concept for the Defence and Security of the Members of 

the North Atlantic Treaty Organisation adopted by Heads of State and Government in Lisbon », NATO, available 

at: http://www.nato.int/cps/en/natolive/official_texts_68580.htm (consulted: 6 April 2014). 
9 DANNREUTHER, Roland, International Security: The Contemporary Agenda, Cambridge, Polity, 2013, p. 125. 
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should play provides means for understanding a large part of the formation of its identity. The 

research question is connected to our theoretical framework, the Copenhagen Schoolôs 

approach to security (further developed below), and based on the methodology of content 

analysis. Indeed, ñidentities need to be articulated in language to have political and analytical 

presenceò10. The potential enlargement of NATO will thus be studied through its discursive 

productions and narratives on cybersecurity. The selected theoretical approach encompasses 

discursive constructions on cybersecurity as a successful speech act, which provides an 

understanding of what cyber menaces are and of whom they threaten11. In other words, 

analysing NATOôs particular way of framing cybersecurity issues in its narratives allows 

answering the above-mentioned research question.  

 

To carry out this research, it is argued that cybersecurity constitutes a new security sector as 

theorised by proponents of the Copenhagen School of security studies: Lene Hansen and Helen 

Nissenbaum12. The impact of the information revolution on security is not very much discussed, 

since ñgenerally, past research on this topic has been idiosyncratic and policy oriented, with 

little or no effort made to apply or develop theoryò13. Exploring NATOôs position vis-à-vis 

cybersecurity through the application of the Copenhagen Schoolôs sectoral approach to security 

will, in turn, enable us to enquire about NATOôs role-conception and identity. The aim of this 

research is thus not to explain how cyberspace has been securitised, but our objective rather 

consists in ï with regard to the argument of Lene Hansen and Helen Nissenbaum ï considering 

cybersecurity as new sector with its own discursive productions. This led us to hypothesise that 

the Alliance is expanding its mission beyond purely military concerns by approaching 

cybersecurity through a constellation of referent objects (ie. a characteristic feature of the 

cybersecurity sector). This hypothesis constitutes an anticipated response to our research 

question. 

 

The theoretical framework and the methodology will be further elaborated upon in the first 

chapter. However, it is necessary to mention that our study will adopt a very practical approach 

                                                 
10 BUZAN, Barry, WAEVER, Ole, DE WILDE, Jaap, Security. A New Framework for Analysis, London, Lynne 

Rienner Publishers, 1998, p. 21. 
11 BUZAN, Barry, WÆVER, Ole, Regions and Powers: The Structure of International 

Security, Cambridge, Cambridge University Press, 2003, p. 491. 
12 HANSEN, Lene, NISSENBAUM, Helen, « Digital Disaster, Cyber Security, and the Copenhagen School », 

International Studies Quaterly, no. 53, 2009, pp. 1155ï1175, p. 1156, available at: 

http://www.nyu.edu/projects/nissenbaum/papers/digital%20disaster.pdf (consulted: 23 September 2013). 
13 ERIKSSON, Johan, GIACOMELLO, Giampiero, « Introduction. Closing the gap between international relations 

theory and studies of digital-age security », in Giampiero ERIKSSON, Giampiero GIACOMELLO  (dir.), 

International Relations and Security in the Digital Age, New York, Routledge, 2007, pp. 1ï29, p. 2. 
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based on NATO official documentation and NATO personnel interviews. It is important to 

underline that access to information relative to cybersecurity and cyberdefence is being highly 

protected and often kept secret. This is why this thesis necessitated the combination of textual 

and oral sources in order to extract enough material and relevant data for this analysis. It is 

argued that an empirical approach of NATO speeches and documents through content analysis 

is indispensable and that this technique can be applied to a myriad of sources14. The objective 

here is mainly to deepen the existing knowledge on the transatlantic partnership through its 

cyberthreat and cybersecurity representations. The research is intended for neophytes and 

International Relations (IR) specialists alike. 

 

In order to cover the subject of this thesis efficiently and analytically, the research question was 

constructed following the scientific approach described by Quivy and Van Campenhoudt15. I 

applied the essential steps they described to write a well-developed research question in 

political sciences. First of all, clarity is the first feature of the scientific issue to be focused on, 

for the questioning is precise, unequivocal and concise: we want to understand the evolution of 

NATOôs identity with regard to cybersecurity. This type of inquiry leads to specific answers, a 

defined problematisation by avoiding ambiguous and obscure conclusions. Secondly, the 

research question is feasible as the time and resources required to empirically address the topic 

were materially, personally and technically available. Indeed, NATO headquarters and the 

Supreme Headquarters Allied Powers Europe (SHAPE) are both located in Belgium, which 

facilitated the interview process. Most of the sources needed for the analysis were available on 

the Internet or in the libraries. Lastly, the question is pertinent since the aim here is not to make 

a descriptive account of NATOôs identity and its policies in the field of cybersecurity, but rather 

to critically analyse and test a hypothesis in a coherent scientific way. 

 

The first chapter aims to provide the reader with a better understanding of the definitions, 

theories and methodology necessary for the comprehension of this thesis. The framework of 

analysis laid out in this part will serve for the empirical testing of our hypothesis. In this 

research, a state of the art will be carried out. I will first outline the contextual elements relative 

to NATOôs post-Cold War evolution and explain how the Alliance gradually seized the issue 

of cybersecurity and envisioned it as an area of utmost concern in the context of its new security 

environment. Second, we deemed also necessary to explain the ins and outs of cyberspace, as 

                                                 
14 WEBER, Robert Philip, Basic Content Analysis, 2nd ed., London, Sage Publications, 1990, p. 5. 
15 QUIVY , Raymond, VAN CAMPENHOUDT, Luc, Manuel de recherche en sciences 

sociales, Paris, Dunod, 2006, p. 28. 
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the subsequent explanations will be based on relating concepts. Third, a literature review will 

be conducted, which will focus on the key IR theories on NATOôs post-Cold War identity. 

Further to the state of the art, the second section will expose the core theoretical bases by 

outlining the chosen theoretical framework constructed on the basis of Copenhagen Schoolôs 

approach, cybersecurity will then be identified as a new sector of security before concluding on 

the limitation of this approach. The last section focuses on the the methodology adopted: 

content analysis will be briefly discussed, the indicators for this research detailed and the 

empirical material shall be explained.  

 

The second chapter will analyse NATOôs conception of cybersecurity. What is advocated and 

recommended by the Alliance in terms of cybersecurity will be closely examined. In order to 

do so, content analysis of our sources will  be carried out. The typology to be followed will be 

organised according to the different types of sources analysed. A first subpart will focus on the 

official documentation of the Alliance, which is available to the public and can be found online; 

a second subpart will rely on interviews of NATO officials from the Emerging Security 

Challenges Division (ESCD)16, a body concerned with the strategic and political implications 

of cyber menaces; another part will see through (again) a number of in-person interviews what 

the discourse of the technical experts from the NATO Incident Response Capability (NCIRC) 

and from the NATO Communication and Information Agency (NCI Agency) is; the last 

subsection will draw the conclusions and results from this first chapter, learn the main lessons. 

Analysing these different categories of narratives will provide the reader with a global overview 

of how NATO, through its different communication means and components, conceives what 

cybersecurity should be.   

 

The third chapter studies how NATO perceives its role in the domain of cybersecurity by 

empirically testing through content analysis. The objective is to understand how the 

conceptions of what cybersecurity should be (chapter 2) and of what implication the 

organisation should have in this field (chapter 3) differ. This section will be organised in an 

identical manner as the previous chapter insofar as it will be structured according to the four 

same subparts: key official documentation, politico-strategic sources, the point of view of 

technical cyber-experts and lastly, the results obtained and outcomes of this typology. The 

reason behind this decision is to provide a coherent framework of analysis and develop a 

                                                 
16 « International Staff », NATO, available at: http://www.nato.int/cps/en/natolive/topics_58110.htm (consulted: 

7 April 2014). In NATOôs civilian structure, the ESCD is a division of the International Staff. It is an advisory 

body facilitating the political consultation process. 
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defensible line of reasoning to assist the readerôs understanding.  

 

I conclude my thesis by drawing the teachings of the analysis made in the previous parts and 

by comparing how the NATO technical-expert, NATO politico-strategic and official NATO 

discourses frame cybersecurity. The results will be presented in a summary table. This two-step 

questioning ï the conception of what cybersecurity is and what NATOôs role in it consists in ï 

allows drawing conclusions on NATOôs relationship to cybersecurity and the global degree of 

the organisationôs enlargement as a security organisation. The structure also enables to conclude 

on the testing of our hypothesis. In essence, this thesis is thus constructed in such a way that it 

respects the guidelines outlined by the research question and the hypothesis.   
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1 Methodological and theoretical framework 

For a proper understanding of the topic and concepts addressed in this research, this chapter 

first showcases a state of the art of scholarly contributions on cybersecurity, an overview of 

NATOôs transformation and a discussion on the relevant IR theories. The theoretical framework 

will be developed in the second subpart of this chapter. Finally, to conclude this chapter, the 

methodology applied will be detailed and its suitability discussed. 

1.1 State of the art  

A brief historical overview and analysis of the main developments of this organisation will be 

carried out in order to grasp the gist of its experience and evolution. Afterwards, an explanation 

of how cyberspace gained in importance will be discussed, focusing on ICT development and 

the increasing interconnectedness that provided NATO with a reason to take cybersecurity and 

cyberdefence into consideration. Finally, and prior to any analysis of NATOôs discourse on 

cybersecurity, it is important to focus on its identity, on the norms and values behind this 

institution. This aspect has unfortunately been less studied than NATOôs missions and policy-

making, but is nevertheless a highly debated topic. For the proper understanding of this work, 

it is hence important to expose the main contributions that have been made on NATOôs identity 

in the post-Cold War era and see how differently this identity is being conceived and theorised 

among IR theorists.  

 

1.1.1 Contextualising NATO’s transformation: an historic overview  
 

NATOôs creation in 1949 originates from the bipolar context of the Cold Ward confrontation 

between the two world superpowers, the United States and the Soviet Union. In its wake, in 

1955, the Warsaw Pact was created by the USSR as a response to NATOôs establishment. These 

entities institutionalised and systematised the conflict between the two blocks. In other words, 

these organisations were military alliances of nations, sharing a mutual perception of threats 

and military action. Their primary objectives were to serve as a shield from the enemy, as well 

as to oppose each other. The end of the Cold War with the fall of the Berlin Wall, the 

reunification of Germany and the dissolution of the Soviet Union should have meant the 

disbanding of NATO. For many scholars, the transatlantic partnership should never have been 

extended but dissolved just like the Warsaw Pact was in 199117. The disintegration of NATO 

                                                 
17 HUNKER, Jeffrey, « NATO and cyber security », in Graeme P. HERD, John KRIENDLER  (dir.), Understanding 

NATO in the 21st Century: Alliance Strategies, Security and Global Governance, New York, Routledge, 2013, 

p. 288, p. 89. 



 8 

as predicted by many scholars such as Mearsheimer or Walt however never occurred18.  

 

After the Cold War, due to the collapse of its enemy ï the Soviet Union ï NATO lost its main 

raison dô°tre, its mission, purpose and legitimacy that served as a basis for the Alliance. As a 

matter of fact, the dissipation of the Soviet threat ï the glue that held allies together ï did not 

prevent the advent of a multipolar world in which NATO had its own role to play. Two 

approaches were possible: either the organisation remained the same and unable to cope 

adequately with a number of new security issues, or it had to adapt and find a new place in this 

world of rapid changes. This is how the organisation chose to undergo the complex process of 

redefining its tasks and missions. It became apparent that the Alliance wanted to be tomorrowôs 

answer: ñNATO, which may have formed initially as an alliance with the expectation that it 

would be temporary, but seems to have become a collective security system with an expectation 

of performance »19. Hence, NATO carried out internal reforms and tried to adapt to a new 

international environment.  

 

The Rome Summit of November 1991 saw the adoption of the Allianceôs New Strategic 

Concept that redefined the political objectives of the organisation and institutionalised the 

transatlantic partnership20 . Prior to this document, the Strategic Concepts were mainly 

composed of classified texts that dealt only with military strategy21. From that perspective, the 

creation of a public and new Strategic Concept was a strong statement of how NATO 

envisioned its new role in the evolving security environment:  

But what is new is that, with the radical changes in the security situation, the 

opportunities for achieving Alliance objectives through political means are greater than 

ever before. It is now possible to draw all the consequences from the fact that security 

and stability have political, economic, social, and environmental elements as well as the 

indispensable defence dimension. Managing the diversity of challenges facing the 

Alliance requires a broad approach to security22. 

                                                 
18 MEARSHEIMER, John J., « Back to the Future: Instability in Europe after the Cold War », International 

Security, vol.15, no. 1, 1990, pp. 5ï57, p. 52, available at: 

http://www.jstor.org/discover/10.2307/2538981?uid=3737592&uid=2129&uid=2&uid=70&uid=4&sid=211038

84375543 (consulted: 30 March 2014); WALT, Stephen M., « Why alliances endure or collapse », 

Survival, vol.39, no. 1, 1997, pp. 156ï179, p. 167, available at: 

http://www.tandfonline.com/doi/abs/10.1080/00396339708442901 (consulted: 30 March 2014). 
19 WENDT, Alexander, Social Theory of International Politics, Cambridge, Cambridge University 

Press, 2003, p. 302. 
20 CROFT, Stuart, HOWORTH, Jolyon, TERRIFF, Terry, WEBBER, Mark, « NATOôs Triple Challenge », op. cit., 

p. 496. 
21 NECAS, Pavel, TEREM, Peter, KELEMEN, Miroslav, « From Washington to Lisbon: A new NATO strategic 

concept », Obrana a strategie, vol.9, no. 2, 2009, pp. 49ï60, p. 50, available at: 

http://www.defenceandstrategy.eu/redakce/tisk.php?lanG=en&clanek=38821&slozka=17481&xsekce=37970& 

(consulted: 31 March 2014). 
22 « The Allianceôs New Strategic Concept », NATO, 8 November 1991, available at: 

http://www.nato.int/cps/en/natolive/official_texts_23847.htm (consulted: 30 March 2014). 
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This enlarged security agenda was a first for NATO. The organisation started to take into 

account new threats and planned on retaining ñflexibility to reflect further developments in the 

politico-military environmentò23  even though its core values ï defending freedom and 

safeguarding security ï remained identical. The Strategic Concept was revised only eight years 

later, in 1999, in order to continue the redefinition of its new essence and tasks. This was 

facilitated by the rapidly changing international context, which allowed for greater involvement 

of NATO in its periphery through, for example, peacekeeping operations or new partnerships. 

Instability arising from the dissolution of the Soviet Union, with the proliferation of Weapons 

of Mass Destruction (WMD) for instance, and the war in Kosovo had precipitated the adaptation 

of its agenda24. However, the changes did not reflect a whole different perspective as collective 

defence still remained at the core of the Allianceôs objectives.  

 

By the beginning of the 21st century, the Alliance had thus transformed into a political-

bureaucratic interface, a cooperative-security structure, in search of a new international role in 

the post-Cold War world25. However, the turn of the century also brought new threats to the 

fore that were addressed during the ñTransformation summitò of November 2002 in Prague26. 

The declaration issued thereafter, conceived in a post-9/11 environment, mainly focused on the 

terrorist menace and WMD27. The terrorist attacks worked as a catalyst for the involvement of 

NATO in new partnerships, as well as in a broad range of operations and new sectors of 

security. The Alliance adapted its narrative on security to its new concerns: the focus was 

further placed on the institutionalisation of collective security and crisis management. Scholars 

are investigating if these dramatic events may or may not have induced a paradigm shift for 

NATO28. Furthermore, it was also the very first time that cybersecurity was being formally 

addressed as a policy concern and laid down in an official NATO document29. 

 

Four years after this first written statement, the Riga Summit of 2006 called for the 

improvement on information systems. It was a very simple statement reiterating a newborn 

                                                 
23 Ibid. 
24 « The Allianceôs Strategic Concept », NATO, 24 April 1999, available at: 

http://www.nato.int/cps/en/natolive/official_texts_27433.htm (consulted: 31 March 2014). 
25 « North Atlantic Treaty Organization (NATO): NATO in the post-Cold War era », Encyclopedia Britannica, 

available at: http://www.britannica.com/EBchecked/topic/418982/North-Atlantic-Treaty-Organization-

NATO/218592/NATO-in-the-post-Cold-War-era (consulted: 31 March 2014). 
26 « Déclaration du Sommet de Prague », NATO, 30 January 2008, available at: 

http://www.nato.int/docu/pr/2002/p02-127f.htm (consulted: 31 March 2014). 
27 NATO, Active Engagement, Modern Defence: Strategic Concept for the Defence and Security of the Members 

of the North Atlantic Treaty Organisation, 20 November 2010. 
28 HALLAMS , Ellen, RATTI, Luca, ZYLA , Ben, NATO beyond 9/11: The Transformation of the Atlantic 

Alliance, Palgrave Macmillan, 2013. 
29 PUHL, Detlef, « EU-NATO: What complementarities? ». 
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concern30. The wake-up call to look at this new issue was experienced in 2007 with the DDoS 

cyberattack on Estoniaôs public and private institutions (a NATO member state) and the 2008 

war in Georgia where cyber means were used as a major component for waging war31. The 

Defence Ministers of NATO member states agreed that these events reflected a sense of 

urgency necessitating ñspecific roles for the Alliance as well as the implementation of a number 

of new measures aimed at improving protection against cyber attacksò32. The 2008 Lisbon 

Summit defined the lines of action to be pursued taking into account the increased costs and 

damages induced by the frequent cyberattacks.  

 

Everything went on very fast after 2007-2008. The Alliance became wary of its new e-security 

environment and begun to centralise its networks by coordinating activities at NATO 

headquarters and signing memoranda of understanding with its member states to implement 

cyberdefence measures33 . In this dynamic, a training centre in Tallinn, Estonia ï the 

Cooperative Cyber Defence Centre of Excellence (CCD COE) ï was created in 2008 based on 

a decision by the Allied Command Transformation (ACT). We shall analyse the CCD COE in 

the following chapters. The revelation in 2009 of the complex computer malware called the 

ñStuxnetò was another cause of deep concern to the International Community. The International 

Group of Experts (ie. scholars that were commissioned by the CCDCOE to write the Tallinn 

Manual on the International Law Applicable to Cyber Warfare) defined it as a serious incident 

that could have triggered an international armed conflict34. All these events led to the 

elaboration of an increased political and global strategic policy.  

 

The 2010 Strategic Concept was however a historic landmark as for the first time it included 

the notion of ñcyberò in an unclassified strategic concept35. In this document, cooperative 

security and crisis management were deemed equally important as collective defence and it was 

mentioned that the organisation would defend against the emerging security challenges if they 

threaten the security of its Allies36; cyber incidents are considered to be part of these threats. 

Subsequently, a Cyber Defence Policy and an Action Plan relating to it were adopted in June 

                                                 
30 Ibid. 
31 « NATO and cyber defence », NATO, available at: http://www.nato.int/cps/en/natolive/topics_78170.htm 

(consulted: 5 April 2014). 
32 Ibid. 
33 SHEA, Jamie, « Interview at NATO HQ on NATOôs engagement in cybersecurity ». 
34 International Group of Experts, Tallinn Manual on the International Law Applicable to Cyber 

Warfare, Cambridge, 2013, p. 84. 
35 « Active Engagement, Modern Defence - Strategic Concept for the Defence and Security of the Members of 

the North Atlantic Treaty Organisation adopted by Heads of State and Government in Lisbon », op. cit. 
36 Ibid. 
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2011, whereby ñAll NATO structures will be brought under centralised cyber protection to deal 

with the vast array of cyber threats it currently faces, integrating these defensive requirements 

into the NATO Defence Planning Processò. For NATO, the most recent achievements in 

cyberdefence were the creation of Rapid Reaction Teams (RRT) in charge of responding in the 

event of an attack and the very first meeting of NATO Defence ministers entirely dedicated to 

cyberdefence37.  

 

This first section argued that NATOôs evolution and past experience tended towards an 

increased role conception and threat perception. In this context, its last Strategic Concept is 

considered as having strengthened NATOôs narrative and to have further enhanced its self-

perception as a collective and cooperative security organisation. There are also objections to 

this affirmation, since ñthe Alliance remains both in reality and in the minds of most of its 

member states (especially the newer ones) in essence a body geared to (é) collective 

defenseò38. So has NATO become a global security actor yet? The degree of this enlargement 

will be analysed through the lens of its engagement in cybersecurity, an emblematic issue of 

these new ñthreatsò and the current object of our study. In this regard, the following section will 

first touch upon the link between cyberspace and cybersecurity and the current state of these 

notions.  

 

1.1.2 From cyberspace to cybersecurity 
 

Cyberspace is an integral part of the security landscape nowadays. In this context, it has become 

difficult to avoid making use of IT tools and services. Technology has facilitated 

communication like never before and allowed for greater connectivity39. As a consequence, 

security issues and concerns surrounding this increasing network interdependence and 

cyberspace expansion also emerge around the world. As mentioned earlier, NATO is one 

organisation among many others to be proactively involved in cybersecurity. The prominent 

place occupied by cyberspace and the development of cybersecurity as a top priority have 

gathered great attention, triggered very different reactions. They bear questions that need to be 

tackled for a more comprehensive understanding of NATOôs functioning and implication in 

this field.    

                                                 
37 « NATO and cyber defence », op. cit. 
38 HOWORTH, Jolyon, « NATO and ESDP: Institutional Complexities and Political Realities », Politique 

étrangère, vol.Hors série, no. 5, 2010, pp. 95ï106, p. 12, available at: 

http://www.cairn.info/article.php?ID_ARTICLE=PE_HS3_0095 (consulted: 29 March 2014). 
39 DEIBERT, Ronald, ROHOZINSKI, Rafal, « Liberation vs. control: the future of cyberspace », Journal of 

Democracy, vol.21, no. 4, 2010, pp. 41ï57, p. 44, available at: 

http://www.journalofdemocracy.org/articles/gratis/Rohozinski-21-4.pdf (consulted: 25 January 2014). 
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Pointing this out necessitates making sense of the concept of cyberspace and what lies behind 

it. This is however not an easy task. According to Ronald Deibert, director of the Canada Centre 

for Global Security Studies, cyberspace is a major policy field and also ñthe strategic 

communications environment in which we all liveò40. Nevertheless, the cyberspace is still 

conceived as an ambiguous and controverted concept. Historically, it is the novelist William 

Gibson who first coined this term in the 1980ôs41. At that time, this neologism did not seem to 

be much of a linguistic breakthrough. Yet, it is now deeply rooted in the general popular 

vocabulary and political discourse. If there is a great amount of debate about the nature of 

cyberspace and its adjoining security implications, it is also because the cyber environment is 

an interdisciplinary field. The nature of the topic necessitates taking into account different 

facets of the cyber phenomenon as it can be analysed by and brings together several academic 

disciplines such as Information Technology (IT) security, IR theory, economy, etc. Talking 

cyberspace or cybersecurity thus means addressing broad-ranging and often cross-cutting issues 

such as technical change and national security. This is also true for NATO. It is thus 

understandable that the prefix ñcyberò may sometimes appear to be a rather obscure term to the 

laymen, especially seeing the technical jargon that refers to it.  

  

Until recently, in the IR discipline, there have been few theoretical productions on 

cybersecurity, cyberspace and IT in general. Overall, the number of contributions in these fields 

has significantly increased since a few decades42. We are not claiming that these topics have 

never been discussed, but that they have drawn a great amount of interest lately. It can be argued 

that the technology boom of the 1990ôs precipitated the development of political interest in 

cyberspace as « the cyber domain is both a new and a volatile manmade environment. »43, 

perceived as vulnerable and potentially harmful or threatening. For Leon Panetta, the former 

Director of the Central Intelligence Agency (CIA) and current US Secretary of Defence, 

cyberthreats are very real. In the past years, Mr. Panetta has repeatedly warned about the 

possibility of a ñcyber Pearl Harborò44. If IT security threats are evident for many actors and 

usually popularised by mainstream media coverage, others find that there is no real danger in 

                                                 
40 DEIBERT, Ronald, « Militarizing Cyberspace », MIT Technology Review, 22 June 2010, available at: 

http://www.technologyreview.com/notebook/419458/militarizing-cyberspace/ (consulted: 16 April 2014). 
41 ERIKSSON, Johan, GIACOMELLO, Giampiero, « The Information Revolution, Security, and International 

Relations », op. cit., p. 223. 
42 DEIBERT, Ronald J., ROHOZINSKI, Rafal, CRETE-NISHIHATA, Masashi, « Cyclones in cyberspace: Information 

shaping and denial in the 2008 RussiaïGeorgia war », Security Dialogue, vol.43, no. 1, 2012, pp. 3ï24, p. 42, 

available at: http://sdi.sagepub.com/content/43/1/3 (consulted: 6 April 2014). 
43 NYE, Joseph, « Cyber power », Belfer Center for Science and International Affairs, 2010, p. 24, p. 1, available 

at: http://belfercenter.ksg.harvard.edu/files/cyber-power.pdf (consulted: 18 March 2014). 
44 BERNARD, Philippe, « Washington veut ®viter un ócyber Pearl Harborô », 19 February 2013, available at: 

http://www.lemonde.fr/ameriques/article/2013/02/13/washington-veut-eviter-un-cyber-pearl-

harbor_1831869_3222.html (consulted: 17 April 2014). 
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cyberspace. Proponents of this argument draw attention to the ñelusive and unsubstantiated 

nature of cyber threatsò45. Obviously, the Alliance does not belong to the latter category since 

NATO elaborates cyberdefence and cybersecurity policies. 

For Hansen and Nissenbaum, cybersecurity is ña concept that arrived on the post-Cold War 

agenda in response to a mixture of technological innovations and changing geopolitical 

conditionsò46. In this regard, one of the first and most powerful political move worldwide in 

this field was brought about by the United States of America (USA) in the aftermath of the 

September 2001 terrorists attacks with the formulation of its National Strategy to Secure 

Cyberspace. This document produced by the Department of Homeland Security was officially 

released in 2003 and asserts that, in view of protecting the Nation, « the purpose of this 

document is to engage and empower Americans to secure the portions of cyberspace »47. Since 

then, many countries in Europe and in the world have developed National Cyber Security 

Strategies. Currently, 35 countries are listed as having elaborated and made available to the 

public (or in the process of doing so) such a document48. The most recent publication was the 

document produced by Belgium in 2014. It is along these same lines that, today, cyberspace 

and cybersecurity are deeply recognised in the strategic doctrine of the Alliance. For Myriam 

Dunn-Cavelty, the cybersecurity phenomenon is well-established in our societies:  

Whether the damage inflicted by cyberattacks is becoming more frequent, more 

organized, and more costly or if our perception has merely changed is unimportant. The 

outcome is clear: cyberattacks are considered one of the top security threats and have 

been anchored firmly in national strategy documents all over the world49. 

 

As a new security environment, cyberspace is sometimes referred to as a war-fighting domain. 

Of course, this designation is not universally popular but is pertinent for this research. Indeed, 

NATO Secretary-General Anders Fogh Rasmussen expressed that ñit is no exaggeration to 

state that cyber attacks have become a new form of permanent, low-level warfareò50 and the 

Tallinn Manual, ordered by NATO CCD COE, was written with the purpose of codifying the 

laws applicable in case of a war in cyberspace. Originally, wars were waged on land and at sea, 

                                                 
45 CAVELTY , Myriam Dunn, Cyber-Security and Threat Politics: US Efforts to Secure the Information Age, New 

York, Routledge, 2007, p. 8. 
46 HANSEN, Lene, NISSENBAUM, Helen, « Digital Disaster, Cyber Security, and the Copenhagen School », 

op. cit., p. 1155. 
47 « The National Strategy to Secure Cyberspace », US-CERT, February 2003, available at: https://www.us-

cert.gov/sites/default/files/publications/cyberspace_strategy.pdf (consulted: 14 March 2014). 
48 « National Cyber Security Strategies in the World », 7 February 2013, available at: 

http://www.enisa.europa.eu/activities/Resilience-and-CIIP/national-cyber-security-strategies-ncsss/national-
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50 « Meeting Future Challenges Together - Speech by NATO Secretary General Anders Fogh Rasmussen at the 

Bucharest University », NATO, 7 May 2010, available at: 

http://www.nato.int/cps/en/natolive/opinions_63307.htm (consulted: 17 April 2014). 



 14 

but today things have changed. With technology (such as the invention of aviation) came air 

and space, and more recently ñcyberspace became so vital to the war-fighters it was declared 

a domain. It is a global domainò51. It is in this regard that this thesis addresses the engagement 

of NATO in cybersecurity by referring to cyberspace as the fifth domain ï the fifth battlefield 

ï from which threats are emanating. In current debates however, ñunderstanding how the cyber 

domain does or does not integrate into the domains of land, air, sea and space is a persistent 

challengeò52. 

 

If the rhetoric on cyberwar is often exaggerated, cyberspace still has been an important feature 

of some conflicts, such as in the Russia-Georgia conflict53. Concerning NATO, one of the most 

cited case-study is the Estonian one. The attacks were launched in Tallinn in 2007 after the 

Estonian government decided to move a statue from the Soviet-era representing a Russian 

soldier. The DDoS attack prevented the online access to government services, banking 

institutions and many other services, thus obstructing the functioning of the state. To date, the 

perpetrators of the attack are not known although it is assumed by many analysts that the attack 

might have originated from the Russian government or patriotic hackers. Estonia, being a 

NATO member state, called on the Alliance to repel the attack54. It is following these events 

that NATO symbolically established the CCD COE in Tallinn in May 2008. According to 

Marco Benatar, most of the cyber incidents reported to date have not been associated to a 

cyberwarfare paradigm at all (unless for the Stuxnet case), but were rather associated to illegal 

cybercrime perpetration55. However, ñalthough it is true that there have been no massive 

electronic Pearl Harbors, there have been major acts of cyber warfare worldwide that arguably 

are beginning to have major consequencesò56. 

 

For Bruce Schneier, an expert in the field of IT security, it is dangerous to frame the discussions 

on cybersecurity in terms of war because it implies that the military definition of cyberspace is 

being extended, ultimately feeding our fears and taking over security57. Cyberwar is however 
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not the focus of this thesis and we will not digress from the connecting thread of the research 

but, nevertheless, Schneierôs postulate can be used to say that metaphorically approaching 

cyberspace in terms of threats can lead to a militarisation of cybersecurity discussions. This is 

exactly what Myriam Dunn Cavelty, a prominent IR specialist of cybersecurity, advocates58. 

Security politics have given much attention to cyberspace as a potentially dangerous 

environment. We explained above that this trend became noticeable with the technology boom 

of the late 1990ôs. However, this is not the only field that has been impacted during the years 

after the end of the Cold War. This new security environment has also influenced and shaped 

IR theories on NATOôs identity. Now that the emergence of cyberspace and cybersecurity 

conceptualisations have been touched upon, as well as NATOôs expansion in these fields, it is 

essential to review how the Alliance, as an international organisation, has been perceived by 

the main IR theories. 

 

1.1.3 Literature review on NATO’s identity in the post-Cold War era 
 

Cybersecurity and the transformation of NATO into a collective security organisation have both 

developed during the post-Cold War period. In order to go further and analyse the Allianceôs 

enlargement and perspective on cybersecurity, it is also essential to analyse how the main 

political scienceôs theories assess the redefinition by NATO of its tasks and missions with 

regard to new non-traditional threats. These discussions are organised around the different 

conceptualisations that the IR schools of thought have about roles and identities of international 

organisations.  

 

The 1990ôs are not only relevant to this thesis because of the subsequent evolutions of NATO, 

cyberspace and international security, but also because former IR theories failed to provide the 

necessary or satisfying tools for the analysis of international organisations. Indeed, prior to the 

end of Cold War, the prevailing theoretical approaches were mainly realism (after the end of 

the Second World War) and neo-realism (during the Cold War). For realists, Westphalian and 

sovereign states are the only significant international actors59. Accordingly, international 

organisations are not expected to possess an identity on their own. NATO was hence not 

considered to be a global player, but merely a tool in times of ñinsecurityò; the allied member 

states were, for their part, central to the study of IR. However, if realist theories were very 

popular after the end of the Second World War, it was not sufficient for the study of 
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international organisations. With the emergence of the Cold War, the neo-realist school of 

thought rapidly superseded realism. However, this theory encountered problems as it failed to 

explain the end of the Cold War conflict. Moreover, this school saw the multiplication of 

international organisations and alliances mainly as the product of the bipolar world60. Yet, 

NATO which as a military alliance that had been expected to be dissolved (just like the Warsaw 

Pact), and replaced by the Organisation for Security and Co-operation in Europe (OSCE), 

remained in place. The Allianceôs adaptation is one of the many examples that explain why 

neo-realism was gradually called into question61. As a consequence, identity was redefined 

according to new standards.    

 

So the post-Cold War period saw the apparition of new theories, better fitted to the study of 

international organisations. Constructivism proposed an alternative to the neorealist dominant 

theory of IR with Alexander Wendtôs exploration of the systemic formation of identity. Herein, 

states are still perceived as the dominant actors of the international system, but they are now 

described as social constructions establishing collective security systems62. NATO is one of 

these systems. As such, NATOôs collective identity can be explained through the 

internationalisation of political authority, which is to say through the joint control of violence63. 

In the same vein, Karl Deutsch also greatly contributed to the understanding of collective 

identities with his concept of ñSecurity Communityò. Refusing state-centrism, he claimed that 

a group of people could become integrated into a community in order to avoid war64. NATO is 

thus envisioned here as a pluralistic security community, a community of shared values. This 

argument marked the advent of a regional dimension to security studies65. 

 

Closely related to Deutschôs explanations, Thomas Risse-Kappenôs work combines a 

constructivist and liberal research agenda to address international organisations. His liberal 

institutionalist view sees NATO as a very integrated and institutionalised security community 
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of liberal democracies with a developed collective identity that he expected to last as a defensive 

alliance66. NATO thus is perceived as a democratic alliance and institution that functions 

because its members ñperceive each other as peaceful and express a sense of community, they 

are likely to overcome obstacles against international cooperationò67. Common values and 

collective identity mean that these democracies also have similar threat perceptions that tie 

them together as ñusò against ñthemò. Multiple other conceptualisations of the role and 

identities of international organisation continued to surface after the end of the Cold War era. 

This possibility was given mainly through the arrival of a new security agenda that saw the 

advent of International Security Studies. Academics felt that, with preoccupations such as the 

emergence of new actors, technologies or great power politics, studying security would improve 

the understanding of IR68. Constructivism (already touched upon with Alexander Wendt), 

Human Security, Post-colonialism, Critical Security Studies and the Copenhagen School 

furthered the debate that already existed with Post-structuralism and Feminism69.  

 

Drawing a line between all these labels is difficult. Constructivism can, for instance, be split in 

two according to Ted Hopf: conventional constructivism and critical theory. They can be 

distinguished because they both have a different conception of identity and its formation: for 

conventional constructivists, reproductive social practices influence NATOôs identity and its 

resulting actions, while for critical theorists it is important to discover why NATO claims 

(discursively) one particular identity70 . As a matter of example, the interplay between 

socialisation and identity is important for constructivists, such as Barnett and Finnemore. They 

consider that international organisations are actors who can define, control and shape the 

behaviour of states71. International organisations ï of which NATO ï are thus not considered 

to be passive institutions. Whereas liberal accounts of NATOôs evolution (like Risse-Kappenôs 

interpretation) tend to consider its identity as a logical consequence of its democratic nature, 

social constructivists rather approach the Alliance as an active protagonist of IR, contributing 

to its own identity formation, the one of the states and the West in general. ñBut if NATO was 
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to play a central role in allowing its members to avoid falling into the conflictual military 

policies (é) then traditional military conceptions of security (é) were directly counter to what 

was requiredò72: Williams and Neumann also explored a social constructivist account of 

NATOôs construction, whereby the Alliance re-evaluated itself after the end of the Cold War 

as a democratic security community. In order to persist and remain coherent, the organisation 

is said to have re-defined its identity as cultural. NATO thus displayed an act of symbolic power 

by framing security in terms of culture (the transatlantic partners impersonated the Western 

civilisation)73. Social constructivism has expanded research towards linking identity and 

security issues; it sees security and insecurity between the states as social constructions rather 

than structural determinacyò 74 

 

Undoubtedly, NATOôs roles and identity have evolved since the Cold War and is no longer 

limited to collective defence. Changes in its environment have triggered its transformation. All 

the new theories, frameworks of analysis and conceptions reviewed above provided researchers 

with new tools for tackling these mutations whilst overcoming traditional IR theories. This is 

how security studies developed as a consequence. We believe that to understand the formation 

of NATOôs identity with regard to cybersecurity, only an analysis of how this particular threat 

was framed as a security issue on the international agenda could best answer our question. For 

this purpose, the discursive and constructivist approach of the Copenhagen School, which 

focuses on the widening of this security agenda, was selected as a starting point.  

1.2 Theoretical framework 

ñIt has become common when discussing international relations to qualify the identity of 

systems in terms of particular sectors of activity within themò75 - Paul D. Williams. 

 

The hypothesis to be tested in the context of this research involves taking a constructivist stance 

for the analysis. Therefore, this section is subdivided in three parts and details the chosen 

theoretical framework used to interpret NATOôs discursive identity construction. It first 

concentrates on the framework proposed by the Copenhagen school to tackle the framing of 

threats. In a second section, the sectoral approach to security and the theorisation of 

cybersecurity as a new sector is outlined in depth with a focus on the necessary concepts to 
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conduct our research. In the last section, the limitations of this theoretical grid are laid out and 

discussed.  

 

1.2.1 The Copenhagen School of security studies 
 

Initially, what motivated this research was to understand how NATOôs definition of 

cybersecurity impacted NATOôs self-perception and what we could call its ñsecurity-identityò. 

This is why we deemed relevant to focus on a theory that would examine not only an 

organisationôs practices, but also its representations of security. In this regard, the research 

written by Barry Buzan, Ole Waever and Jaap de Wilde and published in 1998, Security: A New 

Framework for Analysis was chosen as a theoretical basis. This book written by scholars of the 

Copenhagen School displays a critical perspective to IR study. It presents a wider approach to 

the security agenda whilst setting up a new framework for security studies76.  In this regard, it 

is possible to study ñthreatsò in relation to cyberspace. Also, this framework made the study of 

NATO as an international organisation possible.  

 

As described earlier, some IR theories tend to consider states as the only relevant actor in 

international security studies. Conventional constructivism, for instance, is based on the 

premise that states are the major players of the international system; this is not the case of the 

critical approach to security. Buzan and Hansen, who argued that conventional constructivism 

fails to develop this critical approach to security, have highlighted this fact77. We prefer to 

exclude the argument that states are the main actors in IR for it is analytically interesting to 

concentrate on non-state actors as well78. The Copenhagen research makes this possible. In the 

present case, NATO can be considered a subsystemic group as it is not a single unit (such as a 

nation) and it also does not operate at the system level79. The organisation represents an 

intermediary level of analysis. It is an international subsystem made of states, which are 

interacting with each other in the context of a military alliance providing collective defence to 

the signatories of the 1949 North Atlantic Treaty. ñLevels provide a framework within which 

one can theorizeò80 and as such, NATO is an interesting case study.  

 

Seeing that our research question fulfils the necessary prerequisites set out by Buzan et. al for 
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the adoption of this particular framework, a preliminary development of the main elements of 

the theory is necessary for its practical implementation. The theory developed by the 

Copenhagen School focuses on three main elements. First, the school proposed a discursive and 

social constructivist conceptualisation of security named ñsecuritisationò, introduced for the 

first time in an article by Ole Waever: ñSecurity the Speech Act: Analysing the Politics of a 

Wordò81. Second, in 1983 Barry Buzan explained in one of his books how security might 

involve a regional dimension. It was argued that the security of some states could be better 

understood from a regional scope. The existence of regional dynamics of security was 

reaffirmed in the years following the fall of the Soviet Union and this ñsecurity complex theoryò 

was applied in order to study the international transformations that emerged out of the end of 

the Cold War82. Third, the last conceptualisation is the one we are mainly interested in for the 

purpose of this research. The theorists from the Copenhagen School have elaborated a sectoral 

approach to security, whereby they identified five main sectors of security: the political, 

economic, environmental, social and military sectors. ñSectors serve to disaggregate a whole 

for purposes of analysis by selecting some of its distinctive patterns of interaction (é) but they 

remain inseparable parts of complex wholesò83.  

 

For these scholars, it is a primary concern to understand how security can be approached in 

world politics through this global framework84. The concept of security has extensively been 

discussed in the academic literature. One of the most famous understandings is the one given 

by Arnaud Wolfers, who defines security as an ambiguous concept85. It requires answering two 

questions: Security for whom? Security for which values, in response to which menaces? This 

means one has to discern the subject of security and the sector of which its values are 

endangered. Barry Buzan believes that security is a very contested notion86. For the social 

constructivist family of IR theorising, threats are socially constructed in the discourse of given 

policy communities87. This works for cyberthreats as well. In their view, a ñthreatò is hence not 

rational, and it intrinsically designates the subject of security to be protected (the referent 

                                                 
81 WÆVER, Ole, « Security, the Speech Act: Analysing the Politics of a Word », Sostrup Manor, 1989. 
82 BUZAN, Barry, People, States & Fear: An Agenda for International Security Studies in the Post-Cold War 

Era, Colchester, ECPR Press, 2008. 
83 BUZAN, Barry, WAEVER, Ole, DE WILDE, Jaap, Security. A New Framework for Analysis, op. cit., p. 8. 
84 WILLIAMS , Paul D., Security Studies: An Introduction, op. cit., p. 68. 
85 WOLFERS, Arnaud, « National Security as an Ambiguous Symbol », Political Science Quarterly, vol.67, 

no. 4, 1952, pp. 481ï502, p. 485, available at: http://files.janjires.webnode.cz/200000014-

3cb1e3daba/Arnold%20Wolfers%20-%20National%20Security%20as%20an%20Ambiguous%20Symbol.pdf 

(consulted: 13 April 2014). 
86 BUZAN, Barry, People, States & Fear, op. cit., p. 167. 
87 DEIBERT, Ronald J., « The Virtual Absence of Malice: Cyber Security and Threat Politics », op. cit., p. 373. 



 21 

object), the source of this menace and the policies that are triggered by this insecurity issue88: 

Based on a clear idea of the nature of security, securitization studies aims to gain an 

increasingly precise understanding of who securitizes, on what issues (threats), for whom 

(referent objects), why, with what results and, not least, under what conditions (what 

explains when securitization is successful)89. 

 

In clear, securitisation is a way for actors to perform security by labelling it as security. Hence, 

an issue that is seen as threatening to a certain subject in given circumstances is being 

discursively shifted from the normal political realm to a status of emergency policy90. For the 

theorists this is a way to frame a question as located beyond regular politics if the matter is 

estimated as being an existential threat requiring special urgent measures91. As a social 

construct, ñsecuritization is constituted by the intersubjective establishment of an existential 

threat with a saliency sufficient to have substantial political effectsò92. After securitisation has 

constituted an issue as a threat, it thereby provides the basis for analysing security according to 

the sectoral approach provided by the Copenhagen school.  

 

1.2.2 A new sector? 
 

The input from these security scholars is important because international security can be studied 

through the multitude of existing security discourses as sectors: ñare views of the whole system 

through some selective lens that highlights one particular aspect of the relationship and 

interaction among all of its constituent unitsò93. Indeed, the Schoolôs main input is that they 

moved security out of the military sector to include other sectors. In their opinion however, 

only five sectors existed back in 1998. In the recent years, proponents of this theory have 

proposed complementary sectors such as for instance the cybersecurity sector or the 

humanitarian sector94. This is confirmed by Hansen and Nissenbaum, who argue that there has 

been a transformation of the security pattern and that cyberspace has been theorised as a new 

sector: the cybersecurity sector95.  
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Our research question focuses on the third feature of the theory proposed by the Copenhagen 

School, and not on the securitisation process as such. The reason is because ñcybersecurity is 

successfully securitised as evidenced by such institutional developments as (é) the creation of 

a NATO-backed cyber defense center in Estonia in 2008ò96. The north-Atlantic partnership has 

indeed played a great role in the process of securitisation since it is one of the securitising actors 

of the cybersecurity sector. As a matter of example, it can be argued that, for a collective 

defence organisation like NATO ñcyberdefenceò is per definition a matter of urgency, which 

benefits from an extreme degree of politicisation that places it in the securitisation sphere. 

Hence, the ñsecuritising moveò, as the Copenhague School describes it, has already been made 

for cyberspace following Hansen and Nissenbaumôs argument97. 

 

Analytically focusing on sectors in IR enables us to approach the identity of the Alliance in the 

context of the wider security agenda we know today. Sectors are being defined as ñviews of the 

international system through a lens that highlights one particular aspect of the relationship and 

interaction among all of its constituent unitsò98. By ñconstituent unitsò, the author implies that 

sectors all have different analytical specificities that provide the researcher with the necessary 

tools for the study of IR. For instance, Buzan first developed an approach in terms of sectors in 

his seminal work People, States and Fear, where the author already disclosed the necessity to 

examine the distinctive threats relative to each particular sector99. The characteristic features of 

these sectors encompass more elements than just the type of threats involved. In a nutshell, a 

sector is defined by: the activities generated by this sector, the referent objects it involves, the 

main actors and the role it has, the designation of a type of vulnerability or threat and finally, 

the regional dynamics involved in it. The regional dimension of security is not our object of 

interest here as we are not interested in tackling questions of regionalisation by studying 

NATOôs involvement in cybersecurity. 

Theorizing the cyber security sector therefore requires that we address the following 

questions: What threats and referent objects characterize cyber security; what 

distinguishes it from other security sectors; how may security scholars learn from taking 

cyber discourse seriously?100 

 

Hansen and Nissenbaum argue that, contrary to other sectors, there is a constellation of referent 

objects structuring the cybersecurity sector101. These multiple referent objects challenge each 

other and are at the same time connected among one another. The authors define securitisation 
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as ñtying referent objects together, particularly by providing a link between those that do not 

explicitly invoke a bounded human collectivelyò102. In other words, the referent object 

ñindividualò or ñnetworkò can be linked to the collective referent objects like ñstate securityò 

or ñthe economyò for instance. Their study highlights that connected referent objects better 

picture the security discourse used in the cybersecurity sector. Our take on this topic will be 

slightly different, as we will not employ their specific method and framework for the study of 

the grammars of securitisation pertaining to the cybersecurity sector. The focus will be placed 

on mapping the different security units constitutive of a sector, among those that ñhave become 

established as legitimate referent objects for security action and those that are able to securitize 

ï the securitizing actorsò103 . In order to implement our hypothesis, determining the 

configuration of these units (especially the referent objects) will hence be the purpose of this 

research.  

 

To sum up, the theoretical framework of this research is based on the theoretical study of the 

Copenhagen School and more specifically on the work of Hansen and Nissenbaum. On the one 

hand, the dimensions of this sectoral approach to cybersecurity thus constitute our general 

indicators for this research even if a particular focus will be given to the referent objects. From 

a constructivist point of view ñsectors exist not only in a theoreticianôs head but also in policy 

heads, where the concept of security itself is an integrating forceò104. The cybersector, and its 

units, will in turn teach us more about NATOôs identity. On the other hand, understanding the 

Allianceôs enlargement necessitates finding out what cybersecurity is per definition for the 

organisation and what role NATO concretely sees for itself in this sector of security. That is 

why, in order to make a complete investigation, answer the research question and the 

hypothesis, this work tackles the following elements: 

1. Enquiring about NATOôs conception of cybersecurity (large or restrictive) and see if it 

involves a constellation of referent objects; 

2. Determining if NATO is expanding its mission in relation to its definition of 

cybersecurity (degree of its role and check it against its definition of cybersecurity).  

 

Advocating NATOôs move towards an enlarged security organisation and not a militarisation 

of the organisation by testing this hypothesis thus entails that cybersecurity could be to some 

extent distinguished from other sectors such as the military sector (but recalling that sectors are 
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interlinked105). In the military sector, to name one, the referent object is usually the state (or 

would-be state) and the threats are any element that might put in question the government 

(invasion, terrorism, etc.) and securitising actors are government officials106. As ñduring the 

Cold War NATO was successfully invoked as representing the military security of the Westò107, 

is this still the case today? Alternatively, does the organisation perceive cybersecurity and its 

role in it in such a way that it can be inferred that a new turn has been taken by the Alliance?  

 

1.2.3 Limitations of this analytical grid 
 

The framework promoted by the Copenhagen School has been criticised a lot, notably by 

proponents of the Critical Security Studies like Ken Booth for whom this security theory is 

state-centric and does not focus enough on the individual as a referent object108. Lene Hansen 

herself also contested this approach for not taking into account gender109. Nevertheless, the 

author has further developed the securitisation approach from a post-structuralist point of 

view110. To Wilkinson, this approach to security is too Western-centric and cannot be 

extrapolated to the analysis of non-European countries111. As a matter of fact, Balzacq 

characterises the most recent evolutions of the securitisation approach as expanding towards, 

on the one hand, a sociological branch, and on the other hand, a post-structuralist direction112. 

 

In spite of these critics, the framework proposed by the Copenhagen School remains relevant, 

since it is still used for research purposes today. Like every approach, the advocated perspective 

has its flaws. However, it must be recognised that a more systematic analysis of security is also 

made possible through the ideal-typical categorisations of their analytical grid. A certain level 

of abstraction is needed for the study of international security and in order to structure 

knowledge. Moreover, cybersecurity as a new sector of security is a rather innovative proposal 

that deserves to be further studied. It is also consistent with the evolution of the security 

environment. Hence, it is argued that constructivism as it has been discussed allows for a precise 
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understanding of NATOôs social construction of cybersecurity and is, as a matter of fact, a good 

indicator of its current identity in world politics.  

1.3 Methodology 

 ñWithout theory there is nothing but description, and without methodology there is no 

transformation of theory into analysisò113 ï Lene Hansen.  

 

This section looks at the methodology applied for this research. The first subsection explains 

why content analysis was selected. The second subsection makes a quick account of the 

different indicators. Finally, the last subsection discusses the chosen material for this research. 

 

1.3.1 Content analysis: a practical implementation of language theory 
 

As mentioned, this thesis will follow the Copenhagen Schoolôs theoretical approach, which 

believes that NATOôs security discourse is socially constructed. Indeed, security and threat-

perceptions remain deeply intersubjective for the Copenhagen academics, since they do not 

believe in a positivist approach to reality, whereby it is possible to make an objective account 

of the security environment. Reality and security are thus the result of social constructions based 

on common understandings individuals share among them (intersubjectivity). To them, NATO 

narratives produce a meaningful whole; they provide us with a particular understanding and 

interpretation of IR: 

To sum up, constructivism recalls against empiricism that observation is no passive 

recording or purely subjective perception (é) constructivism, as understood here, is 

epistemologically about the social construction of knowledge, and ontologically about 

the construction of social reality114.  

 

Buzan et al. advocate that a security problem is dependent on how it is framed: security results 

from the threat assessment made by a securitising actor, who was able to persuade his audience 

of the existence of particular menaces requiring specific emergency measures. To them, 

expressions of how security is envisioned and how securitisation is being carried out are deeply 

linked to language theory115 . For the Copenhagen theorists, security is understood as 

performing a ñspeech actò 116. According to their definition, defining something as a security 

issue (and prioritising it as an emergency topic) is constitutive of a speech act. ñA successful 
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speech act is a combination of language and society of both intrinsic features of speech and the 

groups that authorises and recognised that speechò117. For these constructivist scholars, 

ñtalking securityò makes security; security is thus a self-referential practice118. And it is usually 

the securitising actors who ñspeak securityò and establish an issue as a menace. In the present 

case, NATO is the securitising actor that discursively performs the security threat: ñthe very act 

of labelling something as a security issue ï or a threat ï transforms the issue and it is therefore 

in (é) securitisation that distinct security dynamics originateò119. Engagement in a securitising 

speech act about cyberspace is thus a meaningful subject to study. At this point, it is worth to 

remind that our main objective is however not to focus on a specific securitisation grammar of 

the cybersecurity sector following Lene Hansenôs method, but to explore the constitutive 

features of this sector (in particular of its referent objects). 

 

Returning to the preponderant role of language, the Copenhagen School displayed the need for 

a method based on discourse analysis, as the ñdefining criterion of security is textual: a specific 

rhetorical structure has to be located in discourseò120. Language is not merely a channel of 

communication anymore, but an instrument that socially produces meaning, socially constitutes 

the world and establishes a base from which to study representations. Since the theoretical 

approach outlined here is compatible with textual analysis, this thesis will focus on content 

analysis in order to see by whom, when and how something is established as a security threat121. 

This choice was made because we agree with Lene Hansen that discourse allows for the study 

of identities and its representations122, which is precisely the subject of this thesis: investigating 

NATOôs role and identity through an analysis of its relation to cybersecurity. Focusing on the 

cybersecurity discourse of the Alliance through a sectoral lens enables us, in turn, to explore its 

related leading narratives and basic perceptions.  ñThe sectoral approach reflects what people 

are actually doing with language by adding ósecurityô onto sector designationsò123. Since these 

sectors are seen as a social construct that can be analysed on the basis of textual productions, 

we will therefore map the organisationôs discursive cybersecurity practices124. 

 

Notwithstanding the considerable emphasis given to the theoretical and methodological 
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directions followed in this thesis, it is worth mentioning that other approaches to security and 

discourse prevail in IR. The Critical Approaches to Security in Europe (C.A.S.E) collective, for 

instance, focuses on a sociological approach to security and criticises the position adopted by 

ñthe Copenhagen School of security, which too often reduces practices to discursive 

practicesò125. 

 

1.3.2  Indicators  
 

Building on this basis, the construction of NATOôs identity will thus be analysed through the 

designation of sectoral indicators (such as threats and referent objects) the organisation 

produces. The sectoral features to be studied are: the referent objects, threats, actors and the 

role of these actors. Of course other significant elements necessary for the explanation will be 

mobilised, such as functional actors for instance (ref. glossary), but they are not per se the focus 

of this study. Also, the securitisation process is not the same across every sector, but one should 

keep in mind the overlap that exists between the different sectors of security.  

 

To isolate the different elements constitutive of the cybersecurity sector in NATOôs discursive 

productions, a thorough reading of the textual sources will first be carried out. Then, key words, 

metaphors and similar discursive elements in relation to the chosen typology are identified. 

ñThe technique is simple: Read, looking for arguments that take the rhetorical and logical form 

defined here as securityò126. To empirically test our hypothesis, exploit and evaluate the 

collected material, a qualitative analysis of the Allianceôs speech acts is preferred. Prevailing 

conceptions are identified through recurring terms and conceptualisations in relation to our 

areas of interest. For instance, an individual referent object could be identified through similar 

designations such as ñpersonnelò, ñpersonò, ñindividualò, etc., which would be associated to a 

vocabulary linked to protection (from a ñthreatò).  

 

The chosen technique is aimed at better comprehending NATO rather than creating a 

generalisable model of analysis (like it is the case in most quantitative analyses). In sum, content 

analysis represents more than mere word frequency counts; it is also a very convenient method 

for categorising data, classifying textual material in relevant bits of data127. This is also a reason 

why this methodology was selected among others. Another argument for this choice is the type 
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of general material mobilised for this research. 

 

1.3.3 Empirical material 
 

In order to draw the speech-act analysis described above, it is necessary to delineate the general 

material that will constitute the basis of this research design. In exploring NATOôs narratives 

and role in cybersecurity, this study focuses exclusively on the discursive productions of the 

organisation. ñThe analysis should be conducted on texts that are central in the sense that if 

security discourse is operative in this community, it should be expected to materialize in this 

text because this occasion is sufficiently importantò128. However, the combination of primary 

texts and secondary sources is essential for the implementation and interpretation of discourse 

analysis and that is why secondary sources were mobilised for the study. The decision to 

confront mainly NATO official discourse and what Lene Hansen calls ñmarginal political 

discourseò (such as academic analyses) outlines an intertextual approach, which facilitates the 

reading of the Allianceôs identity: it derives from the ambition to discern how this official 

discourse can be understood, how it is presented as legitimate, and how it is reproduced129.    

 

Cybersecurity-related material is lacking or providing little information as secrecy often 

surrounds this subject. Because it is a quite recent field of political interest and the Alliance is 

still in the early stages of its transition towards cybersecurity, documentation remains thus very 

programmatic. In addition to NATO official sources that were available online, the research 

goals necessitated to conduct personal interviews with NATO personnel. Like Celeste 

Wallanderôs analysis of the post-Cold War Alliance, this research seeks to discover how the 

institution and its officials enact the discursive construction of NATOôs new security 

environment (i.e. through NATO primary sources and interviews)130. Hence, this thesis 

combines a study of NATOôs official productions on the subject with a practical perspective 

from experts and professionals working in the cyber domain. The information obtained from 

the latter was collected through in-depth interviews at NATO HQ in Brussels and at the SHAPE 

in Mons. The oral discourse was transcribed prior to applying our method of analysis131. The 

interviews were conducted following a semi-structured methodology132. It consists in asking 
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specific and very structured questions to the interviewee, but at the same time keeping the 

discussion open in order to allow the person to develop his answer or add other ideas. The 

questions were structured in a very precise interview grid constructed around our research 

question and hypothesis.  

 

Moreover, the most significant documents available were chosen for this textual analysis, such 

as NATOôs Strategic Concepts or Summit Declarations. For its part, the interview sample was 

selected on the basis of our typology and on the type of activity of these professionals. We 

distinguish two types of experts: the political and technical experts. The list of persons 

interviewed can be found at the very end of this thesis, located in the section listing the 

references used in this thesis. The decision to select NATO officials and operational personnel 

was made on the basis of NATOôs organisational structure for cyberdefence and on the basis 

of the analytical usefulness of their distinct roles and divisions. The members of the ESCD were 

chosen because they are in charge of the cybersecurity section at the political and thus 

participate in the securitisation process of the cyber realm; the technical experts are the second 

great type of actors that was selected for they play an equally important role in the field of 

cybersecurity as political actors do. According to Hansen and Nissenbaum, computers scientists 

and IT security specialists ñhave the authority to speak about the unknownò and they are 

ñhowever not only experts but technical ones (...) [that] become securitizing actors while 

distinguishing themselves from the ópolitickingô of politicians and other ópoliticalô actorsò133. 

This research is thus based on three different types of sources providing global and cross-

sectoral insights for our thesis.  

 

A distinction could be made between talking discourse and written narratives, but they will be 

approached as equal discursive structures in the context of this thesis. According to Ole Waever, 

ñwhat is often presented as a weakness of discourse analysis (é) can be turned into a 

methodological strength, as soon as one is scrupulous about sticking to discourse as 

discourseò134. The scope of this Masterôs thesis delimitates the amount of texts that can be 

analysed in a reasonable amount of time. This process involved selecting the material on the 

basis of a number of criteria in order to avoid ñacademic gluttonyò (i.e. a selection bias that 

leads to read a great amount of documents on a haphazard basis, without a reliable 
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methodology)135. The textual sources were thus selected because they have the formal authority 

to represent a political position ï NATOôs position ï and because they present a clear 

articulation of policies and identities136 . These elements also ensure a sufficient 

representativity, which is sometimes lacking in researches.  

 

Finally, we are aware that this research methodology could be depicted as presenting further 

flaws, but it has been fitted for the analysis of NATOôs engagement in cybersecurity, which is 

a very precise and sensitive issue and does not allow for a too rigid and complicated 

methodology that would provide scarce results or incomplete conclusions.   
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2 On the conception of cybersecurity: NATOôs take on cyber 

ómenacesô 

ñThere simply can be no true security without cyber securityò137 ï Anders Fogh Rasmussen  

 

After the disintegration of the Soviet Union in 1991, various non-military ñnew threatsò were 

added to the political and security agenda of the Western nations including, as previously 

mentioned, cyberthreats. ñThe growing dependence of individuals, groups, institutions and 

organizations (é) on computer-mediated systems has transformed the types of security threats 

over the yearsò138. Issues that were not particularly politicised became securitised and qualified 

as ñmenacingò. The identification of a particular threat, its perception as potentially harmful, 

led securitising actors to develop specific narratives on what constitutes a menace. To NATO 

and its member states, for instance, there is a difference between recognising the scope of 

threats arising from cyberspace on one hand, and acknowledging that the Alliance and the 

nation states should play a very important role in this security matter on the other hand. If the 

Allianceôs conception of its mission might differ from the vision it has of cybersecurity, both 

aspects are equally important. In this regard, this first chapter deals with the first aspect of the 

definition of cybersecurity from the point of view of the Alliance. In order to determine the 

degree of the definition given to this phenomenon, every section of this chapter (except for the 

last conclusive part) will analyse what the referent objects of cybersecurity are and what the 

sectorôs threats are as perceived by the organisation and its personnel. Before getting into the 

heart of the matter let us specify these elements.  

¶ Security for whom?  

Clarifying the referent objects of each sector is essential before identifying the other units of 

analysis (like the securitising actors for instance), because in order to map societal security 

around the world it is better to ñknow where people are mobilized in the name of nations, 

civilizations, religions or tribes than to know where mobilization is effected by political parties, 

where by state elites, where by social movements (é)ò139. A ñreferent objectò is, for the 

Copenhagen scholars, a very broad encompassing concept. According to Baldwin, referent 

objects are usually designated as ranging from individuals to states or international systems140. 
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Security cannot be talked about without a referent object, because not knowing what one 

provides protection for makes security an empty concept141. Traditionally, states are the main 

referent objects of the military sector142; the nexus of civilisation and environment, as well as 

the environment alone are the referent objects of the environmental sector143; firms, states, and 

other constitutive elements of economic liberalism constitute the referent objects of the 

economic sector144; in the societal sector, collective identity of a certain group (which can be a 

tribe, a race, etc.) is the primary object of security145; the territorial state, but also quasi-

superstates (like the EU), self-organised and stateless groups with strong institutions (minorities 

for instance) and transnational movements (e.g. communism) can be securitised as referent 

objects146.    

In principle, securitizing actors can attempt to construct anything as a referent object. In 

practice, however, the constraints of facilitating conditions mean actors are much more 

likely to be successful with some types of referent objects than with others. Security action 

is usually taken on behalf of, and with reference to, a collectivity. The referent object is 

that to which one can point and say, óIt has to survive, therefore it is necessary toé147. 

 

¶ Security against what threats?  

It is usually state leadership that designates something as an issue by speaking about security; 

however, this does not imply that the audience always accepts a particular threat as constituting 

a security issue for security is a highly contested concept148. This research starts with the 

premise that NATO, as a collective defence organisation with 28 member states and an 

important role in international security, sees its threat representations generally accepted by its 

audience and has the capacity to constitute such a supportive audience149. When a threat is 

rendered as a security problem, this not only means that it has been accepted by the targeted 

audience but also that it is seen as urgent, necessitating an immediate response and is menacing 

the existence of the concerned referent object150. In the military sector, the referent object is 

presented as menaced by a military threat. But moving away from this more traditional 

approach to national security, threats are devised as varying according to the referent object 
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concerned (i.e. the sector). Hence, pollution might be a threat for the environment; recession 

might be one for the economy, etc.151. In this context, extending the sectors of security to 

include cybersecurity bears the risk to gradually expand menaces to all the threatening elements 

of life and possible sources of insecurity152. However, it is argued in this research that 

cybersecurity is not a superfluous sector and presents an added value for this research.  

 

Now, let us deal with the empirical analysis. Firstly, an account of NATOôs official position 

and perspective on cybersecurity will be inferred on the basis of publicly available 

documentation issued by the Alliance. Secondly, the political approach to this phenomenon will 

be clarified through interviews of NATO officials. Thirdly, a similar review will be conducted 

but from the perspective of the technical experts of the Alliance. In addition, it is important to 

stress that each section will be subdivided in two identically-constructed parts relative to our 

hypothesis (on the identified referent objects and threats) in order to better spot elements of 

divergence and convergence between these sources. Lastly, observations will be drawn together 

and crossed in a final subpart in order to evaluate the findings on NATOôs outstanding 

cybersecurity perception.   

2.1 NATOôs strategic doctrine in cyberspace 

ñDiscourse implies patterns and commonalities of knowledge and structures whereas a 

text is a specific and unique realization of a discourseò153 ï Ruth Wodak. 

 

This first subsection focuses on NATO primary sources found online and which the general 

public can thus freely access. It is on this basis that an initial analysis on NATOôs discourse on 

cybersecurity will be provided. The sources mobilised are composed of several documents 

ranging from NATOôs Strategic Concept to other official documentation such as the NATO 

Policy on Cyber Defence.  

 

2.1.1 The referent objects of cybersecurity 
 

For Dunn Cavelty, threat perception has changed and now includes the cyberdomain. She 
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explains that the US cyber-terror discourse, for instance, advocated that todayôs society is 

dependent on communication and information infrastructures, which are becoming more and 

more interdependent and thereby creating new vulnerabilities154. The Alliance recognises that 

it has become dependent on critical communications and information systems because of the 

changing environment and that, consequently, this has affected its vision of security155. This is 

reflected in its way of ñspeaking cybersecurityò. Concentrating on the referent objects of 

cybersecurity, this subsection aims to see if they are identified in NATO documents as being 

individual nodes, such as people or agents, or/and if they are collective security subjects, such 

as states or nations156. ñSize or scale seems to be one crucial variable in determining what 

constitutes a successful referent object of securityò157 

 

One of the first ways to assess what distinguishes a referent object from something that is not 

one, is the fact that the securitising actor will point at the vulnerabilities of this referent object158. 

NATO first pointed at these, in its 2010 Strategic Concept: the first NATO document to lay 

down the foundations of the NATO cyberpolicy. It acknowledges that the security environment 

contains threats to networks, critical infrastructure, as well as to the society as a whole (its 

economy and functioning).  

12. Cyber attacks are becoming more frequent, more organised and more costly in the 

damage that they inflict on government administrations, businesses, economies and 

potentially also transportation and supply networks and other critical infrastructure; they 

can reach a threshold that threatens national and Euro-Atlantic prosperity, security and 

stability. Foreign militaries and intelligence services, organised criminals, terrorist 

and/or extremist groups can each be the source of such attacks. 

13. All countries are increasingly reliant on the vital communication, transport and 

transit routes on which international trade, energy security and prosperity depend. They 

require greater international efforts to ensure their resilience against attack or 

disruption. Some NATO countries will become more dependent on foreign energy 

suppliers and in some cases, on foreign energy supply and distribution networks for their 

energy needs. As a larger share of world consumption is transported across the globe, 

energy supplies are increasingly exposed to disruption159. 

 

If there is no real consensus on the definition of critical infrastructures, there is however general 

agreement that these usually imply elements such as power, water-access, fuel, communication, 

                                                 
154 DUNN CAVELTY , Myriam, « Threat Frames in the US Cyber-Terror Discourse », Zürich, 2005, p. 19. 
155 « Defending the networks The NATO Policy on Cyber Defence », NATO, June 2011, available at: 

http://www.nato.int/nato_static/assets/pdf/pdf_2011_09/20111004_110914-policy-cyberdefence.pdf (consulted: 

5 April 2014). 
156 NISSENBAUM, Helen, « Where Computer Security Meets National Security », op. cit., p. 69. 
157 BUZAN, Barry, WAEVER, Ole, DE WILDE, Jaap, Security. A New Framework for Analysis, op. cit., p. 36. 
158 BALZACQ, Thierry, Securitization Theory, op. cit., p. 3. 
159 NATO, « Active Engagement, Modern Defence: Strategic Concept for the Defence and Security of the 

Members of the North Atlantic Treaty Organisation », op. cit., p. 11. 



 35 

and/or commercial assets that are vital for the functioning of an economy and society160. 

Protecting these infrastructures involves defending key institutional structures and sectors of a 

state or an organisation. The networks described in the Strategic Concept are part of the critical 

infrastructures. We will see later on, how these elements are being defined. Next to these 

elements, the document also focuses on the more ñglobal nature of cyberspaceò161 by 

encompassing the vulnerabilities of the Euro-Atlantic society. This could be interpreted as 

going far beyond the protection of national critical infrastructures for the ñsocietyò and its 

proper functioning can be located at a macro-level of analysis, which is at least superior to a 

strictly national framework. However, the Strategic Concept does not specify if the threat 

subjects are the Allianceôs networks and infrastructures, those of the member states or both. 

But before drafting of the final document, a group of experts, endorsed by NATO, issued a 

report stating that the Alliance should make efforts to secure its ñown communications and 

command systems, helping Allies to improve their ability to prevent and recover from attacks, 

and developing an array of cyber defense capabilities aimed at effective detection and 

deterrenceò162. At first sight, it seems that the priority of the Alliance is to protect its networks. 

 

Since NATO strategic concepts are not meant to be lengthy documents but rather short and to 

the point indications for dealing with the current challenges, assessing the organisationôs 

subsequent documents is thus necessary to understand the logic behind the construction of the 

cybersecurity discourse. Indeed, the Euro-Atlantic security is perceived as threatened since the 

2008 cyberattacks during the war in Georgia, where cyber means represented a ñstrategic shift 

that had increased the urgency for a new NATO cyberdefence policyò163. This mind-set led the 

Allies to prepare a more extensive document on the subject: the NATO Policy on Cyberdefence. 

This document is completed by an Action Plan approved in October 2011 and provides the 

necessary guidelines for the implementation of the Policy164. This Plan is however an internal 

document that cannot be accessed by the public for it is a continuously updated private 

document aimed at member states165 and is thus ruled out of this study. When released in 2011, 

the Cyber Policy clearly stated that the organisationôs priority is the ñprotection of its own 

communication and information systemsò166, meaning that the organisation is said to be 
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essentially concerned with the defence of the Allianceôs properties and actions. This document 

presents a very circumscribed and strict vision of what needs to be protected from cyberattacks. 

This ñsecure infrastructureò includes not only the networks, but also all the NATO-agencies 

and missions abroad167. NATO is indeed very reliant on cyber-enabled networks and an attack 

on these systems could impact the effective functioning of an agency or the conduct of a 

mission.  

 

The transatlantic partnership envisages providing protection to the critical information systems 

and networks of its member states through ñminimal requirements for those national networks 

that are connected to or process NATO informationò168. The subtlety lies in the formulation of 

the sentence in this case: national infrastructures and networks will be protected in order to 

secure NATO information. The term ñinformationò is not being elaborated upon in the 

document, but it seems that it is not the infrastructure as such, but rather the global content of 

the information that is being targeted in this document. In fact, the organisation deals on a daily-

basis with sensitive information that is classified as RESTRICTED, CONFIDENTIAL, 

SECRET or TOP-SECRET information, requiring a Security Clearance Certificate169. Access 

to these sources represents thus a key vulnerability from the point of view of the organisation. 

A last interesting element to note in this Policy on Cyber Defence is that NATO claims to be 

willing to defend its ñterritory and populations against all threatsò 170. Relatively innocuous at 

first, these elements imply that the constitutive attributes of a nation state are to be kept safe 

from cyberattacks through collective defence if necessary.  

 

If the Chicago Summit Declaration of May 2012 reiterated the positions and policies adopted 

since the 2010 Lisbon Summit relative to the protection of NATO bodies171 and does not 

conceptually differ, there are lessons to be drawn from the National Cyber Security Framework 

Manual172. Indeed, the Alliance has published a framework manual on how nations should be 

dealing with cybersecurity, which extensively discusses the critical elements to be taken into 

account in national cybersecurity173. It does not specifically develop the mission NATO and the 

Allies are undertaking in the ñfifth battlefieldò, but rather depicts a broader vision of what 
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cybersecurity entails. The text makes recommendations to the countries and, by doing this, 

identifies various elements that are at risk. Among them, the document emphasises the 

importance of protecting infrastructures174  or privacy rights for individuals:   ñmany 

governments have (é) developed data protection frameworks and mandated privacy policies 

to preserve this notion of confidentialityò175. Freedom of expression, communication freedom 

and political freedom are also thought of as endangered, but rather in authoritarian or politically 

instable countries176. The author of the Framework Manual recognises that the networks need 

to be secured, because ñconnectivity among individuals, businesses and markets demand more 

robust security to reduce consumer riskéò177. Last, but not least, the protection of intellectual 

property and privacy or ñdata protectionò is also deemed essential. It is closely linked to 

information protection as discussed above, or information assurance, which can be understood 

as the practice to manage risks linked to the use, the processing, the storage and the transmission 

of systems, information and data, as well as the processes employed for these purposes178. 

However, information protection in this document is envisioned as going further than NATO 

or governmental classified information.   

 

To sum up, the Framework Manual is much less restrictive than the previous texts analysed and 

develops a broader perspective on the implications of cybersecurity. A variety of politically 

threatened subjects are represented in this document. This stance is also linked to the explicative 

nature of the document, which tries to convey a comprehensive approach to cybersecurity that 

pays attention to the individual / societal needs, focusing on a civil-military approach and taking 

into account the variety of actors179.  

Addressing a nationôs cyber security needs is no easy task. Indeed, it is not even always 

apparent what (é) protecting (or not protecting) a nationôs cyber environment actually 

entails. Quite often there are different and competing considerations within each nationôs 

approach180 

The wording of this document is also more explicit because there is a disclaimer at the 

beginning stating that the views contained in the publication are not necessarily those of NATO. 

However, it is argued in this thesis that since the NATO Science for Peace and Security 

Programme supports this publication, it is therefore relevant for this analysis181.   
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Finally, by carefully reading all the official NATO documentation, it is possible to see that the 

Allianceôs conception of cybersecurity remains primarily focused on the protection of its own 

systems. The protection of the national networks is thus seen as an exceptional or secondary 

duty compared to the defence and security of NATO systems182. But this does not mean that 

they are the only threatened objects of security. It only means that they are the more prevalent 

or rhetorically valued ones. In order to capture the essence of NATOôs official discourse, a 

graphical representation of the results has been drawn (Figure 1). The various referent objects 

identified are represented according to importance, on a scale from zero to six. A score of six 

means that the referent object identified is very salient in the documents analysed183. A score 

of one indicates that this category of threatened subject is barely mentioned (for instance in one 

document only, or not extensively discussed).  

 

 

Figure 1: Referent objects of cybersecurity according to NATO documentation 

 

The global conclusion to be drawn from this first subsection is that NATO and national critical 

infrastructures remain the top-referent object. Seeing the straightforward purpose of the 

analysed documents, it is very difficult to differentiate between the global cybersecurity 

conception and NATOôs role in it, but it has been possible to capture the essence of this 

perception. The discourse about security is mostly a problem for a collective object and not 

individuals as such: ñthe type of security that is currently produced is often not security relevant 

to the peopleò184. The referent objects in these documents are similar to those of the political or 
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military sector (i.e. essentially the attributes of the nation, the state), even tough the existentially 

threatened objects of cybersecurity such as information content cannot solely be protected 

within the borders of the nation-states (or NATO) due to the non-existent borders of 

cyberspace185. Finally, but most importantly, these documents roughly reveal the connection 

that is made in discourse between the security of the network and the one of the nations and 

their critical infrastructures (and those of NATO). 

 

2.1.2 Threats, menaces and their specificities 
 

ñCyber-threats and the measures necessary to counter them are the security issue of the 

hourò186 ï Dunn Cavelty 

 

The aim of this sub-section is not to prove if the threats referred to are real or not, but what is 

interesting to see, is how NATO discursively constructs its threat representations and what 

counts as a risk. On this particular point, it should be mentioned that ñcharacterizing the threat 

is very difficult in cyberspaceò187. This is particularly true for it is difficult to assess the impact 

and urgency of a menace arising from the virtual domain. There are even conflicting 

representations of what is considered to be threatening. This is why, as a first step, these 

perceptions will be drawn from the same documents analysed in the previous section. 

 

According to Dunn Cavelty, cyberthreats can be depicted as the ñmalicious use of information 

and communication technologies either as a target or as a weaponò188. As a consequence, the 

question that arises is to know whether this definition corresponds to the conception NATO has 

of cyber menaces. In one of its 2009 reports, the Sub-Committee on Future Security and 

Defence Capabilities of the NATO Parliamentary Assembly made an attempt at understanding 

what could affect the collective security of the allies or, in other terms, at defining what a cyber 

threat is. It recognised that the Alliance and its member states are menaced by cyberattacks 

thaté 

éinclude the spread of misinformation, electronic espionage that weakens a nationôs 

global competitive advantage, the clandestine modification of sensitive data on the 

battlefield, or the disabling of a countryôs so-called critical infrastructure (é) or 

commercial assets that are essential for the functioning of a society and economy. Such 
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acts may be motivated by criminal gain, or for political advantage. They may be 

committed by criminals, state actors, or criminal elements with the hidden support of the 

state.189.  

 

In response to the 2007 attacks against Estonia and the escalation of events that took place in 

cyberspace, the Allies have been emphasising the importance of cybersecurity issues and placed 

them on the political agenda of the organisation; they stressed the necessity to prevent 

cyberattacks at the Bucharest Summit of 2008190. This is why the NATO Parliamentary 

Assembly, which is a tangible expression of NATOôs activities191, reasserted the prominent role 

of the cyber domain by providing the previously mentioned detailed definition naming types of 

threats and the perpetrators of these menaces. The definition takes a broad general view on what 

cyberattacks involve and how a threat can be defined, but allow for a general overview of what 

can be encompassed as potentially life-threatening. For instance, the modification of classified 

or sensitive data, as quoted above, basically implies the threat of data manipulation. Espionage 

can also be depicted as a source of worry for it can have very serious implications: the Flame 

malware is one example of the degree of sophistication and complexity espionage can take192. 

Attackers could use sensitive mission information, obtained through espionage, to be aware of 

troop movements and thus cost valuable lives. 

 

It is essential to remind the reader that the perception of threats and menaces are one of the 

basic criterions of the existence of a military alliance such as NATO. Dunn Cavelty critically 

advocates that these threat constructions lead ñto societyôs increasing ócyberiýcationô and the 

overall impression that cyber incidents are becoming more frequent, more organised, more 

costly, and altogether more dangerousò193 . In this vein, the 2010 Strategic Concept 

concentrates on the possible risks of disruptions in critical infrastructures through the activities 

of ñforeign militaries and intelligence services, organised criminals, terrorist and/or extremist 

groupsò194 . What is interesting is that although the Strategic Concept focuses on the 
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vulnerability of critical infrastructures, it does not tie a specific threat to this particular referent 

object. Menaces are many and varied, coming from state (foreign militaries, intelligence 

services) or non-state actors (terrorists, criminals, extremist groups, or even individuals). Apart 

from the fact that the Strategic Concept is a very concise document offering little room for 

explanations, this is also because ñthe cyber-security discourse is about more than one threat 

form (é). Each sub-issue is represented and treated differently in the political processò195. 

There are potentially more threats than referent objects, that is because the number of menaces 

is only limited to the ingenuity of the human mind, whereas the threat objects are in many cases 

identical. Cyberthreats are also feared because of the asymmetric nature of cyber incidents that 

can be perpetrated by a single individual against bigger entities such as a state, a community or 

an organisation196. 

 

In its NATO Policy on Cyber Defence, the organisation does not place a lot of emphasis on the 

identified threats and menaces either. However, these threats are to be taken seriously for they 

are defined in this specific policy as posing an urgent problem requiring an immediate response. 

This is in line with the approach of Buzan et. al, who state that in order for an issue to be 

constructed as a security problem, it should satisfy to the urgency criteria197. In this Policy, 

threats are identified as coming from ñcriminal organisationsò, ñhacktivistsò and ñstatesò198. 

Nevertheless, the document recognises that protection should be granted against all menaces, 

although this ñvast array of threats it currently facesò199 is not further elaborated upon. The 

Chicago Summit declaration issued by the heads of state and government in the meeting of the 

NAC of May 2012 also vaguely refers to the cybersecurity threats but does not deepen the topic 

either; it is only reaffirmed that ñcyber attacks continue to increase significantly in number and 

evolve in sophistication and complexityò200. The document mostly concentrates on the 

development of its capabilities.  

 

On its part, the National Cyber Security Framework Manual notes that ñthe internet is under 
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siege and the volume, velocity, variety, and complexity of the threats to the internet and globally 

connected infrastructures are steadily increasingò201, necessitating a comprehensive take on 

the question of threat-framing, combining different tools and including a non-traditional 

approach to security threats202. In addition to the previous explanations, this text consolidates a 

transversal vision of menaces in cyberspace by bringing attention to the cross-cutting nature of 

these threats. Indeed, the document summarily discusses issues such as cybercrime like 

hacktivism (ie. hacking a particular system for political reasons), cyber espionage, malware, 

information theft and network disruption, etc. It recognises that ñthe pace of foreign economic 

collection and industrial espionage activities against major corporations and governments is 

also acceleratingò203 and regarding cybercrime, the document outlines that ñthere does not 

appear to be a common view regarding what constitutes illegal or illicit activity on the 

internetò204. Indeed, when combining the fact that every country has its own computerlaws with 

the borderless ability of Internet, a culprit is an ambiguous word. In addition, the National Cyber 

Security Framework emphasises the disruption of critical infrastructures and the fact that it can 

induce a propagation of the effects to other infrastructures, but that preventing risks by 

protecting these entities is too costly. Globally, these menaces are understood as posing a direct 

threat to national security.  

 

However, NATO and its member states understand that ñcyber threats defy state borders or 

organisational boundariesò205 and that a cyberattack can even reach the level of a physical 

attack causing physical damage206. With the exception of the Stuxnet, a ñnever-before-seen leap 

from the digital world into the physical worldò207, which is one of the very few cyber incidents 

that has been publicly disclosed as having major physical repercussions. The low level of other 

material ñdisastersò, combined with the difficulty to construct visual representations of 

cyberthreats (due to their virtual nature) hence impacts the perception of cybersecurity as a 

rather speculative domain208. Immigration, which is considered to be a tangible menace to the 

societal sector, is easily noticeable in a community, while cyber incidents in the cybersector 

might even remain undiscovered for a long period of time and have disastrous consequences. 

For example, it has been estimated that the Flame malware had been active for four years at the 
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time of its discovery209. No one knows what information has been stolen and what the 

repercussions of the stolen data are. Moreover, Balzacq argues that threat perception is a highly 

volatile phenomenon because it is impossible to absolutely know if an entity constitutes a 

menace or not and because fear tends to lead political actors to irrationally securitise an issue210. 

Nevertheless, this does not impede NATO from framing cyberthreats in its policy documents 

and other official texts (Figure 2). 

As a result of increasingly sophisticated cyber incidents and intensifying media attention 

over the last few years, cyber security issues have moved in two directions: upwards, 

from the expert level to executive decision-makers and politicians; and horizontally, 

advancing from mainly being an issue of relevance to the US to one that is at the top of 

the threat list of more and more countries211. 

 

 

Figure 2: Cybersecurity threats and menaces according to NATO documentation 

 

Even though many threats were cited in the narratives of NATO documentation the degree of 

importance attributed to some of them is more acute. Data manipulation and the disruption of 

networks and critical infrastructures are listed as the three mostly emphasised elements in this 

sub-section for NATO is very concerned about the resilience and the defence of its critical cyber 

assets212. They are mostly socio-political threats focusing at the state and organisational level. 

But, according to Dorothy Denning, many threats have been translated to cyberspace and 

different categories were added such as cyber-pranks, cyber-warfare, cyber-weapons, etc.213 At 
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this point, it is quite difficult to draw lessons on what constitutes the main cyberthreats to NATO 

on the sole basis of this first section. Building on information issued from NATO 

documentation, the same features will hence be discussed starting with the political and 

strategic dimension of cybersecurity. 

2.2 Politico-strategic approach 

Since the Alliance is concerned about the emergence of ñnew threatsò or ñnew security 

challengesò, NATO bodies have been brought under centralised cyber protection214. To tackle 

the emerging cyberthreat, a division approach has been adopted within NATO HQ whereby a 

new service was created in 2010, bringing members from NATOôs International Staff and 

International Military Staff together in 2010 in the new ESCD215. This division is in charge of 

ñnon-traditional risksò such as Energy Security, Counter Terrorism or Cyber Defence by 

streamlining the work of different centres and is meant to foster flexibility and develop 

capabilities without increasing the costs216. This subsection examines NATOôs conception on 

cybersecurity, but essentially from the perspective of its ESCD officials, who are in charge of 

the cyberdefence section of their division. The reason for focusing on this division in this 

research is because it is responsible for the creation of comprehensive policies and making 

strategic decisions, thus dealing with both the political and strategic aspects of cybersecurity217. 

To better understand the structure of this thesis and of NATOôs divisions, it is important to 

understand that the ESCD is the platform of dialogue and consultation on cybersecurity 

responsible of the policy development (Figure 3)218. 

 

According to the organisational structure of NATO Cyber Defence, the governance structure 

works in a bottom-up way. There is a process of escalation that starts at the technical level (the 

one we will discuss in the second subsection) and ends at the North Atlantic Council, but only 

if a cyber incident judged critical is being reported219. The technical level covers different 

centres such as the NCIRC or the NCSA and reports directly to the ESCD of the Cyber Defence 

Management Board (CDMB), which in turn alerts the Defence Policy and Planning Committee 
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(DPPC) before reaching the NAC220. If there is no ñcyber crisisò, the policy-focused NATO 

HQôs cyber office of the ESCD takes the political and strategic decisions without reporting to 

the NAC221 for in this case it ñmaintains the sole responsibility for coordinating cyber defence 

across the Allianceò222.  

 

 

Figure 3: NATO Cyber Defence partial decision-making structure 

 

Understanding this structure is important, because the different types of activities of NATO 

personnel are derived from its organisation. It is on this basis that this thesis seeks to 

differentiate between the discourses held by the technical experts, on the one hand, and of the 

political specialists of cybersecurity, on the other hand.  

 

2.2.1 The referent objects of cybersecurity 
 

The interviews were conducted with three officials from the cyberdefence section of the ESCD: 

Dr. Jamie Shea, Deputy Assistant Secretary General for the ESCD, Dr. Detlef Puhl and Mr. 

Christian-Marc Lifländer, both Policy Advisors at the Cyber Defence Section of the ESCD. 

This material constitutes our primary source and serves to identify the referent objects that are 

designated in their discourse. Other relevant secondary sources are also used to specify the 
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arguments presented. Before embarking on this analysis, it is important to mention that even 

though everyone has a different take on particular subjects and questions, the three interviewees 

presented a very close narrative construction with shared values and a similar argumentation.    

 

For the interviewees, the new security environment goes hand in hand with political 

representations of the vulnerabilities and threats arising from it. According to Dunn Cavelty, 

this trend is a legitimate process of national security.  

When looking at vulnerabilities, the follow-up question is: ówhat could go wrong?ô and 

the natural answer is: óeverythingô. This almost automatically leads to worst-case 

scenarios (é) reiýed in the political process. When this happens, they are turned into 

real threatsé223 

These representations are expressed in the discourse held by the actors of security. In this 

regard, one of the first common views expressed about the cyber domain is that hyper-

connectivity is very present in our society and that this has implications224. Indeed, phones, 

internet, television, computers, and tablets are now in almost every home on NATO territory 

and ICTs have exponentially developed. In the last decade, mobile broadband subscriptions 

have been steadily increasing worldwide, about 40% of the worldôs households have access to 

internet at home and Europeôs internet household-connectivity will be reaching 75% by the end 

of 2014225. Cyberspace imperatively needs to be protected, since it is the environment that is 

mobilised for interacting. ñThe means of communication will always have to be secured (é) 

they will remain a constant concern and will always have to be securedò226. However, the 

preoccupation vis-à-vis the protection of ICT detectable in this discourse escalated after the 

cyber incidents on Estonia and the war in Georgia. Attacks were perceived as having disrupted 

the infrastructural and societal system of communication227. According to Garcia et al. the 

existentially threatened subjects of cybersecurity are ñcritical infrastructures, critical 

information infrastructures and government websitesò228. Indeed, it is argued that ñcritical 

information infrastructure is thus part of a state's CI and includes components such as 

computers, software, the Internet, satellites and fibre opticsò229. 
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Moreover, the protection of NATO networks is perceived as quintessential to the ESCD 

officials, and the necessity to protect national networks is primarily advocated for the sake of 

the protection of the Allianceôs systems230.  

No matter what you do militarily, whatever it means in the future, you will always need a 

common shared space. This is quite often referred to as ñNATO networksòé So, the 

ability to conduct operations, in a way that you are able to ensure the resiliency and 

security of your networks is important. This is the common part that allies have. That 

NATO should first and foremost protect its networks231.  

NATO has two types of networks: one that is connected to the Internet and one that is 

independent (military). The former is used for political and everyday communications and 

depends on the national networks, which makes it more vulnerable and explains why the 

Alliance might want to protect them. In the cyber domain, NATO systems are hence dependent 

on national networks and ñmapping systems in our partner countries is important. We want to 

make sure that a piece of classified information does not become immediately compromised 

because it goes out of a NATO system onto a national systemò232. 

 

Securing these publically available networks is not easy, as the underlining infrastructure needs 

to be protected. However, quite a lot of NATO networks run across commercial provider 

networks. Globally, almost 80% of the networks belong to private entities and not to states233. 

Protecting the industries is possible at their request and grave cyberattacks could justify 

government intervention for it has to be noted that about 90% of the cyberattacks are 

unreported234. This argument is however tightly linked to the protection of the states, national 

security and critical infrastructures such as financial infrastructures for instance. Specialised 

private companies are currently providing many tools and services as well and since NATOôs 

(and nationsô) ICT structure is built on commercial tools and services, this poses the problem 

of the safety of information and means of communication. Traditional military security is 

usually more worried about threats to a nation, but the threat object now also seems to arise 

from ñconjoined body of public and private-sector networksò235. 

 

Regarding cyberspace, it is difficult to determine what is at stake and what is a threat seeing 
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that this environment is in constant evolution. The fundamental notions of cybersecurity are 

perpetually being challenged because it is an emerging area of security, but also because of the 

speed of technological change (even moving faster than Moore ever predicted) 236. A more 

flexible approach to the study of the cyberspace is thus necessary in IR, in order to permanently 

reassess the concepts such as what is considered a threat, what is deemed vulnerable and 

necessitates protection, etc. ñThe answer will not come from cyber defence but from 

international relationsò237. However, it can be argued that this vision of cyberspace as a very 

technical, complex and uncontrollable field in constant evolution, which threatens the security 

of individuals and nations alike is a very uncritical discourse. Indeed, the common overuse of 

the current political categories about cyberspace in the constellation of cybersecurity discourses 

bears the danger of taking these speeches for granted238. In fact, breaking with these common 

sense representations, or what Durkheim calls ñpre-conceptionsò or ñpre-notionsò, that are 

spontaneous shared representations of the social world, is necessary in order to analyse these 

representations239. This approach to political discourse on cybersecurity can thus also be 

interpreted from a more sociological deconstructive point of view.  

 

Lastly, it is interesting to mention that protecting the populations is also recognised as an 

important attribute of cybersecurity. ñThe first part of the Strategic Concept, which deals with 

defence and deterrence, certainly marks a shift in favour of the new security challenges and 

from the defence of borders and territory to the protection of populationsò240. The conceptual 

approach of the political actors towards cybersecurity is thus very close to the one advocated 

in the official documentation. The fear to loose national functions that are related to the critical 

infrastructures is very important, but somewhat less emphasised than the necessity to protect 

NATO networks (Figure 4). Of course, this does not mean that the actors are ñreallyò less 

concerned about the protection of critical infrastructures than they are of NATO, but only that 

this is less noticeable in their discourse. It has already been argued that the purpose of this thesis 

is not to make an objective account on NATOôs engagement in cybersecurity, but to analyse 

the construction of cybersecurity from a discursive point of view. 
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Figure 4: Referent objects of cybersecurity according to the politico-strategic level 

 

The analysis also revealed that there are various referent objects, which are all valued 

differently than in NATO official documentation. For instance, since the organisation works 

with many important private cybersecurity companies, their knowledge, experience and 

insights are very much valued241. But they might as well be targeted by cyberattacks on this 

basis. It is also interesting to see that the protection of information is also more detailed in this 

subsection. Once again, the protection of ICTs and networks were acknowledged as important 

factors of cybersecurity on the part of NATO and its member states. This is also the case for 

the protection of the population. This is coherent with the cybersecurity sector approach 

according to which, the individuals, the network, are linked to societal and political referent 

objects242.  

 

2.2.2 Threats, menaces and their specificities 
 

ñThreats from cyberspace have over the past few years increased tremendously in their 

frequency and sophistication, with attacks regularly targeting NATO and the alliesô 

communication toolsò243 ï Gabor Iklody, Assistant Secretary General for ESCD, NATO 

 

Given NATOôs interest in the different cyberthreats and their perpetrators, it is understandable 

that the political representatives of the organisation present and share most of the 

representations exposed in its official documentation. Moreover, the ESCD was specifically set 

up in order to deal with the range of ñnew threatsò identified by the organisation. These menaces 

present two important aspects: firstly, they have been prioritised (ie. securitised) by the Alliance 
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as new challenges and, secondly, they are not all of military nature per se, not strictly economic, 

political, domestic or foreign, but rather cross-cutting and hybrid issues necessitating a 

comprehensive approach to study them244. This is precisely why this research combines 

different levels such as the documentary, political or technical level. Moreover, we have been 

entrusted that in addition to the 2011 NATO Cyber Defence Policy, the ESCD is working on a 

conditional project that would result in an ñEnhanced Cyber Defence Policyò to further clarify 

elements of definition245. This possibility of which we have been advised demonstrates that 

everything related to possible cyber-insecurities is highly debated inside the Alliance, however 

moving forward will be subject to approval of the heads of state and government at the 

September 2014 NATO Summit.  

 

Sharing an understanding of what cybersecurity consists of is perceived as a matter of utmost 

importance within the Alliance and the most concerning security challenges are not terrorism 

or WMD to Jamie Shea, but cyberthreats246. The Internet is a very useful tool of development 

to him, but it is possible to see another side of this instrument. It provides intelligence services 

(or even the private sector) with a tool to gather vast amounts of data on individuals and even 

predict how they will behave. It is essential to secure cyberspace in order to prevent issues such 

as identity theft, which are one of the most threatening issues to him247. It is possible to link 

this malicious activity to the actions of cyber-criminals. Indeed, Dunn Cavelty argues how ñthe 

Internet is a near ideal playground for semi- and organised crime for activities such as theft 

(like looting online banks, intellectual property, or identities) or for fraud, forgery, extortion, 

and money launderingò248. This is encouraged by the difficulty to preserve privacy and 

anonymity in cyberspace, since a great share of information is made available on the networks 

and because the degree of surveillance is increasing. All these elements are worrisome for Shea. 

ñWe are at a turning point: we need security but it cannot be at the price of privacy (é) or 

there wonôt be democracy in the worldò249. 

 

The problem today, according to Puhl, is that even though the Allies do not want to give up on 

NATO and the positive effects of this Alliance, there are only few commonly perceived threats 

justifying the continuation of this military partnership250. Williams and Neumann, on the 

contrary, argue that NATO persists today because it is a democratic community of shared norms 
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and identities, which rearticulated security in its own way251. This representation is linked to 

the fact that the actors view these threats as having a different impact on the member states: 

Puhl outlined that ñthey do not affect all the allies in the same wayò252 and Lifländer stated how 

ñdifferent countries are vulnerable in different waysò253. Countries with few resources to 

allocate to cybersecurity, or countries that are making their way into this domain are potentially 

more concerned about a larger amount of threat than, for instance, France or Germany. 

According to Jamie Shea, ñsecurity is only as good as its weakest linkò254.  

 

Even if there is no unanimity on the types of threats and the reasons why these are perceived as 

menacing to the Allies, there are still global categories of threats that are acknowledged by 

these actors. For instance, it is acknowledged that safeguarding the integrity of the Allianceôs 

networks is important by preventing their disruption and by making sure that they function 

properly: ñboth hardware and software are being put in place in order to ensure we know what 

is going on in our networks and we have necessary tools to respond to server attacks. So this is 

the part that everybody shares, the part where everybody senses that a commonality is 

neededò255. In cyberspace, it is even easier to manipulate communications than it is in the 

ordinary way and these virtual possibilities that exist in this world of communication can be 

very threateningò256. More than threats to the network, it is the manipulation of information that 

is being pointed at, because the use or the misuse of data is facilitated by the technical 

possibilities of this virtual environment. These types of threats to the networks of the Alliance 

or the critical infrastructures are very coherent with the type of referent objects put forward in 

the previous section, for they are the most emphasised threat objects and thus menaces against 

them are heavily emphasised (Figure 5).  

 

Of course, other types of threats are taken into account by these actors of the ESCD, but only 

the threats that have a potential life-threatening connotation were taken into account in this 

table in order to remain coherent with the approach of the Copenhagen School (spamming was, 

for instance, not included in our summary table as it does not constitute an existential threat to 

NATO). The other menaces encompassed were malware, state-sponsored threats or 

hacktivism257, but with the exception of the repercussions of malware, the other elements were 
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less discussed. The reason for this is that the actors are very wary of the implications of malware 

such as Stuxnet. The kinetic effects (direct or indirect physical damage) of cyberattacks are 

particularly feared in this regard258. In line with the geopolitical tradition, the researcher Ronald 

Deibert argues: ñAlthough invoking fears of an electronic Pearl Harbor may be overheated 

rhetoric, an arms race in cyberspace creates an environment in which crime, espionage, 

malware, denial of service, filtering, and surveillance prosper and thriveò259. More than the 

potential physical impact of malware and other cyberattacks, it is indeed a cyber-arms race that 

worries Jamie Shea, who makes an analogy between the cybersecurity environment and the 

nuclear arms race of the 1950ôs: ñwe are back in these gearsò260. Malware such as Stuxnet is 

thus comparable to Hiroshima in a sense, but without the collateral damage. This form of 

discourse ï or hypersecuritisation ï focused on constructing cyber disasters scenarios with 

important cascading effects has however never taken place and these narratives are very close 

to the ones that can be found in the environmental sector (the planet is said to be very 

endangered)261.  

 

 

Figure 5: Cybersecurity threats and menaces according to the politico-strategic level 

 

Malware (and their potential kinetic effects) are not the most emphasised threats at the political 

level. The most salient threats according to the ESCD officials are NATO network and critical 

infrastructure disruptions, as well as data manipulation. Overall, there was no significant 
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political concern over-emphasising one of the issues. This is why the scores attributed to the 

menaces in the table are relatively homogeneous. It may be noted that the results are close to the 

ones obtained for the analysis of NATO documentation. The political appear to adapt their narratives to 

the policies outlined in the Allianceôs publications. In order to further test our hypothesis and 

compare with the information obtained, the same methodology will be applied one last time to 

the ñtechnical layerò of NATOôs cyberdefence structure before concluding on the findings of 

this first chapter. 

2.3 Technical-expert approach 

In the previous section, the political and technical levels of cyber-governance were quickly 

differentiated, but not elaborated upon. This section includes opinions and perspectives of NCI 

Agency members, notably NCIRC personnel. Since the NATOôs detailed organisational 

structure is not very publicised (and sometimes even kept secret) due to sensitive information 

or activities, it is very difficult for the ordinary citizen to understand how services are organised 

without previous knowledge of the Alliance262. This is especially true for the services that are 

the organisationôs first line of defence, which are composed mostly of technical experts. 

Information relative to their work and responsibilities remains obscure and unclear because 

there are few publicly available sources discussing this. A quick examination of NATOôs 

technical structure is thus appropriate before going any further. However, it is necessary to 

mention that during the completion of this thesis, the NCI Agency was undergoing a structural 

reorganisation and the transformation is still not completed yet. Therefore, the explanations 

provided below on the structure of the organisation were the ones obtained at the time of the 

writing of the present study and may, as a consequence, be subject to change.  

 

It is worth explaining that the NCI Agency is mobilised in this research for it is NATO's main 

IT provider. Indeed, this service is responsible for the Communication and Information Systems 

(CIS) means and services and is in charge of technology and communications capabilities263. 

More specifically, it is the cybersecurity division of the NCI Agency, which is deemed relevant 

for this thesis: the Cyber Security Service Line (CSSL). As such, and since its creation in July 

2012 as part of a NATO broader reform process, the NCI Agency embodies the expert and 

technical section of NATOôs organisational structure, responsible for the protection of NATO 
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capabilities. Moreover, this IT agency supervises the service responsible for the operational and 

technical cyber security support services: the NCIRC Technical Centre (TC)264. This capability 

is aimed at dealing with the cyber aggressions and menaces against the organisation through 

incident handling, detection and reporting.  

 

As explained above, the NCI Agency oversees the main cybersecurity activities of the Alliance. 

Its recent transformation is the result of a 2013 proposition by Koen Gijsbers, the NCI Agencyôs 

General Manager, for a more efficient service with less duplication265. It is with that perspective 

that the CSSL has been created (Figure 6)266. It is the specialist of cyber security-related 

services ñscientific, technical, acquisition, operations, maintenance, and sustainment support, 

throughout the lifecycle of NATO Information Communications and Technology, enabling 

secure conduct of the Alliance's operations and businessò267 . Ian West is the Chief 

representative of this CSSL, responsible for the different newly created service lines.  

 

The IT specialists interviewed ï who are under the supervision of Mr. West ï are mainly 

members of the NCIRC TC, the organisationôs most important technical capability. The NCIRC 

TC is part of the CSSL and, in the figure hereunder, is spread across the structure. However, 

the NCRIC has not yet reached its Full Operating Capability (FOC) yet and is still in a transitory 

phase of development called ñphase 1ò. Once it will have completed the requirements set to 

reach ñphase 2ò, the NCIRC FOC shall be achieved268. This basically means that the 

organisation will be done with the recruitment, organisation and training process and will have 

updated cyberdefence systems.  
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Figure 6: NATO Communications and Information Agency - Cyber Security Service Line 

 

In the same fashion as in the last two sections, the referent objects of cybersecurity and the 

threats and menaces pertaining to this sector will be analysed from the point of view of the 

NATO technical experts. Due to the sensitivity of the issues dealt with in the Cyber Security 

Service Line, two of the interviewees wished to remain anonymous, but agreed to be quoted. 

They are identified and referred to as ñAnonymous 1ò and ñAnonymous 2ò. 

 

2.3.1 The referent objects of cybersecurity 
 

Contrary to the political take on the referent objects of cybersecurity, the technical experts 

presented a more nuanced discourse on cybersecurity. This different perspective is very much 

linked to their professional background and current professional responsibilities. However, 

similarities were found with the political level. These specialists are serving at NATO like the 

ESCD officials, so it is quite understandable that they generate somewhat similar discourses. 

However, the technical actors mobilised share a particular terminology pertaining to computer 

security and ICTs, which is usually hard to master for neophytes or even political specialists269. 

This however did not affect the content of this research, since concepts were sorted out in order 

to facilitate the analysis. 

 

There are three characteristics of information that must be protected by information security: 
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Confidentiality, Integrity and Availability270. Usually abbreviated ñCIAò, this concept has 

however nothing to do with the Central Intelligence Agency. This three-dimensional principle 

is widely used with regard to threats in cyberspace. Dunn Cavelty refers to it as the 

comprehensive approach of cybersecurity271 and Nissenbaum, recognises that these three 

elements are structuring the approach to security in the technical community272. Confidentiality 

is the ability to keep sensitive information secret and is often viewed as the most important and 

self-evident principle when discussing information protection (e.g. secrecy of NATOôs 

missions abroad or of other classified elements). Integrity refers to maintaining the original 

information and data secure without altering the content (e.g. preventing fraudulent 

modifications of the content of a NATO document in order to avoid misleading representations 

or misguided actions). Availability concerns the accessibility of the data when needed (e.g. the 

DDoS attacks on Estonia blocked access to many different websites of Estonian organisations 

and institutions, including other general services)273. 

 

Information is thus very important in cybersecurity for it is the founding principle of cyberspace 

and is considered as part of the defence domain. As the different modalities of the CIA-principle 

were outlined, it is argued that these three interlinked features form ñdata protectionò, which 

can be understood as information assurance, or information security, as well. It is the referent 

object that stands out the most with the exception of NATO network security. NATO technical 

experts also participate, just as much as political actors do, to the framing of issues as 

cybersecurity threats, since they stress the importance of protecting sensitive information, but 

also unclassified information (like data belonging to individuals)274. This is particularly true for 

the members of the CSSL, since ñinformation and technology have always been core elements 

in military affairsò275. Threats to information are thus more emphasised than in the precedent 

sections. The specialists from the CCSL are, as a whole, directly confronted to this technical 

layer of cyberspace. They are dealing with and using ICTs on a daily basis, which statistically 

makes them more aware of the issues linked to the use of these technologies than the average 

person would be.  
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In its 2013 glossary, the NATO Standardization Agency defines an attack on a computer 

network as an ñaction taken to disrupt, deny, degrade or destroy information resident in a 

computer and/or computer network, or the computer and/or computer network itselfò276. This 

vision sticks to what has just been explained: information in all its forms (CIA-principle) is 

seen as threatened. But, not only is classified information at risk on NATOôs own networks, 

but sensitive data on the Internet or other public networks also constitutes a source of 

concern277. This is the second big referent object to be outlined in this sub-section, which is 

also very much emphasised in comparison to the other spotted threat subjects. According to the 

experts, achieving network resilience is thus essential in order to protect the endangered NATO 

networks and equipment278. It is acknowledged that the availability of the operational systems 

is globally at risk279. ñCyberspace is more than the internet, including not only hardware, 

software and information systems, but also people and social interaction within these 

networksò280. The network is claimed to be the object of security by Ronal Deibert, who argues 

that this referent overlaps with the collective security of the state281. According to Agneessens, 

the vulnerability of the network is also perceptible because NATO is dependent on civilian 

communication infrastructure like internet or satellites282. ñThe days were the military were 

having their own communication equipment custom-built by the industry and where they were 

using dedicated channel of communications is overò283. This is also why they view critical 

information infrastructures as a particular weakness as well.  

 

The civilian critical infrastructure, but also corporate supply chains are regarded as potentially 

menaced: ñNATO will need to try to protect the private companies responsible for supplying 

equipment to NATO and its membersò284. This is interesting because following Dunn Caveltyôs 

argument ñthe large majority of attacks remains fairly unsophisticated and goes after low-

hanging fruits, which are small or medium-sized enterprises with little IT security awareness 

and/or investmentέ285. However, NATO principally works with important IT suppliers for their 

security services (this has already been discussed in the previous section), which have more 
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resources and are able to provide greater ñsecurityò. It is thus highly unlikely that such action 

will be undertaken even if the conception of securing private companies in emergency cases is 

not rejected.  

 

Also, it was noted that even though the protection of individuals is not included in the mandate 

of the Alliance, safeguarding the population is important286. ñEveryone becomes a target. 

Nations are so heavily relying on the civilian infrastructure that they will be targeted as 

wellò287. Referent objects of cybersecurity are to a certain extent tied together, because the 

security of the networks, which are of utmost importance to the technical experts288, are viewed 

as related to national and collective security. This is also the case for data protection. Globally, 

the technical discourse demonstrates that political questions are less discussed and that 

technical preoccupations are an important criterion for tackling the referent objects of 

cybersecurity (Figure 7). If  this seems natural at first sight, this remark is nonetheless relevant 

for this research.  

 

 

Figure 7: Referent objects of cybersecurity according to the technical-expert level 

 

Finally, in contrast to the political discourse and the narratives found in the official 

documentation, the technical experts have a very distinguishing view of what the referent 

objects should be. They clearly differentiate NATO networks and information as the key 

aspects to defend in cyberspace. On their side, the political experts tend to be more concerned 

about the state of the critical infrastructures and present a more homogeneous level of concern 

for the different referent objects of cybersecurity.    
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2.3.2 Threats, menaces and their specificities 
 

ñAt Yahoo, the cybersecurity team is called óthe Paranoidsô (é) Yahoo has created a sense of 

cybersecurity belonging without compromising the notion that cybersecurity is critical to their 

business operationsò289. On the one hand, it is true that NATO technical experts have, just like 

Yahooôs personnel, helped make cybersecurity part of the picture by securitising this issue and 

raising awareness about certain types of issues in cyberspace (namely through cooperation with 

the CCD COE)290. These activities participate to the creation of an organisational culture of 

cybersecurity, publicising the dangers of cyberspace291. NATO technical experts have in 

common with their political counterparts that they also picture cybersecurity as an integral part 

of the security culture: cybersecurity is slowly mainstreamed and recognised as a common 

business preoccupation292 . On the other hand, Yahooôs humorous name given to its 

cybersecurity specialists would, ironically, better suit the technical personnel of the Alliance. 

Indeed, they are very vigilant with an increased threat-perception. This is also why some of the 

interviewees wished to remain anonymous. Their approach to cyberspace attributed a much 

greater position to risk. However, Dunn Cavelty advocates that ñthe level of cyber-risk is 

overstated. Reasons are to be found in bureaucratic turf battles due to scarce resources and in 

the fact that cyber-risks are so called ñdread risksò, of which human beings are 

disproportionally afraidò. 

 

The technical discourse analysed presented a terminology very close to the one that is found in 

the political discourse: it focused on various similar threats and their degree of importance. 

However, this vocabulary also included medical metaphors to refer to the threat such as ñvirusò, 

ñwormsò, ñbugsò, etc. Menaces arising from cyberspace are being compared to real-life 

biological viruses, one of the ñscourges of mankindò 293. Not only are the menaces viewed as a 

plague, but also conceptualised as a weapon threatening a referent object. These representations 

are enshrined in the securitisation process: just like doctors, technical specialists are experts in 

their domain whoé  

é construct an issue as reliant upon a technical, expert knowledge, but they also 

simultaneously presuppose a politically and normatively neutral agenda that technology 

serves. The mobilisation of technification within a logic of securitisation is thus one that 
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allows for a particular constitution of epistemic authority and political legitimacy294. 

Nowadays, there are more and more technical threat representations, which, to a certain extent, 

the links made between the development of ICTs and computers and the modern security issues 

as perceived by politicians, the media and the general public295.    

 

In this very technical discourse, one of the most recurring menaces is the ñAdvanced Persistent 

Threatò (APT), which is described as a form of attack that is directed towards a state or an 

organisation and that aims to steal information or cause damage to these actors296. ñAdvancedò 

means that the menace is sophisticated and ñPersistentò implies that the perpetrator aims to 

achieve a specific task until the goal has been reached297. An APT is a rather broad category 

that can imply different elements. It was the US Air Force that coined the term in order to 

describe complex cyberattacks used by one nation-state against another nation-state298. Even 

though the definition of APTs has been expanded, NATO focuses on the initial acceptation. 

State-sponsored threats against NATO or its member states are thus particularly alarming and 

constitute one of the most threatening issue in cyberspace (Figure 8)299.  ñHowever, some IT 

security companies have recently warned against overemphasizing so called advanced 

persistent threat attacksò(APT)300. Only 3% of the incidents are currently impossible to stop, 

according to Dunn Cavelty, and these are usually very sophisticated malwares. These narratives 

tend to relegate other issues to the side. ñWe are taking the security problem at too high level 

without looking at the basicsò301. 

 

Malware outbreaks are the second biggest fear of these specialists. They can be distinguished 

from the APTs for they are not specifically targeting NATO or its member states, but rather 

indistinctly attack a certain type of machine like Windows systems for instance302. ñThe 

technical discourse is focused on computer and networks disruptions caused by different types 

of malwareò303. There are many types of malware. Some of them are very common and others 
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are more complex with physical implications. According to Agneessens, NATO is threatened 

by these dangers because it relies on Commercial Off-The-Shelf (COTS) products for its 

software and systems, meaning the organisation is built upon devices that are also possibly 

vulnerable to everyday malware: ñNo one would dare to buy fighter jet weapon system 

developed in a non-ally country. No one would want to have the development of the code 

running on such a platform developed in a non-ally country. We do it everyday for 99% of our 

IT equipmentò304.  

 

 

Figure 8: Cybersecurity threats and menaces according to the technical-expert level 

 

Malware are however not the only threats worrying these computer scientists. Hacktivism 

threats affecting the reputation of a country or an organisation (it can be a simple website 

defacement or a DDoS attack like the one that hit Estonia in 2007), espionage targeting 

classified NATO information, sabotage aimed at damaging a system, or information leakage 

from an ñinsiderò are a collection of menaces that are framed as threatening to the 

organisation305. Globally, the concerns are to prevent NATOôs network disruption and to 

protect data, or in other words protect computer systems to avoid the above-mentioned issues. 

According to Nellie Kroes, Vice-President of the European Commission: ñData is the new 

goldò306. This is exactly how the NATOôs technical level approaches issues of cybersecurity. 

The Confidentiality-Integrity-Availability principle mentioned in the precedent section helps 

understanding the types of threats feared by technical experts307. For Nissenbaum these attacks 

fit in three general categories:  
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1. Attacks that render systems, information, and networks unavailable to users, including 

for example, denial-of-service attacks and malware such as viruses, worms, etc. that 

disable systems or parts of them.  

2. Attacks that threaten the integrity of information or of systems and networks by 

corrupting data, destroying files or disrupting code, etc.  

3. Attacks that threaten the confidentiality of information and communications, such as 

interception of emails, unauthorized access to systems and data, spyware that enables 

third parties to learn about system configuration or web browsing habits.308  

 

What is at stake according to the discourse of the technical experts is the safety of cyberspace. 

The first and most important cyberthreat to them are malware, NATOôs network disruption and 

APTs. These threat-perceptions are coherent with the referent objects that were defined. There 

is however a notable difference between the narrative of these actors and the conceptions 

exposed in NATO documentation and the political level: data manipulation is much less cited, 

as well as hacktivism while the other threats are much more salient in their discourse. 

Securitisation operates in a different way according to the type of source. 

2.4 Results 

This first chapter aimed to analyse how NATO frames cybersecurity according to the three 

chosen sources. It is argued that the Alliance presents a large perception of what cybersecurity 

entails although this position is not over-emphasised in its narratives. This position must be 

qualified. Before getting to the heart of the matter, we agree with Hansen and Nissenbaum that 

the cybersecurity sector is a relevant category to analyse and that it does not mirror the other 

sectors309. After having identified the main threatened entities of cybersecurity (i.e. referent 

objects), the analysis focused on studying the threat-perception found in the NATO 

cybersecurity policy documents and the narratives of the interviews transcripts. The table below 

clusters these referent objects and threats together in order to provide the reader with an 

overview of the different discourses (Figure 9). The NATO official documentation level is 

referred to as ñI.ò, the politico-strategic as ñII.ò and the technical-expert as ñIII.ò. The most 

important units of each category were put in bold in order to see which threats and threat objects 

are standing out.  
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 Referent object Threats 

I. 

Critical infrastructures  

NATO networks 

Data protection 

Euro-Atlantic society 

Civil & Political Rights and Freedoms 

Critical infrastructures ô disruption 

NATO networkôs disruption 

Data manipulation 

Espionage 

Terrorists 

II.  

Critical infrastructures  

NATO networks 

Private sector 

Data protection 

Population 

Critical infrastructures ô disruption 

NATO networkôs disruption 

Data manipulation  
Malware 

Cybercriminals 

III.  

Critical infrastructures 

NATO networks 

Private sector 

Data protection 

Population 

Critical infrastructuresô disruption 

NATO networkôs disruption 

Malware 

Advanced Persistent Threats 

Information leakage 
Table 1: Main referent objects and threats according to the three sources 

 

The technical-expert discourse, for instance, has an unmitigated point of view on what the main 

threats and referent and referent objects of cybersecurity are for the Alliance: NATO networks 

and information as defined by the CIA-principle needs to be protected from disruption, 

malware, APTs, sabotage, espionage, etc. It is constructed according to biological medical 

metaphors and to a very technical terminology difficult to understand for the layperson310. In 

contrast, the political level insisted less distinctively on particular threats or referent objects. 

However, the point of view was very close to the one presented in the documentation and 

concentrated more on traditional categories of threats than the technical layer. Critical 

infrastructures, NATO networks and data are deemed endangered by criminals, terrorists, states 

and political activists and extremists in this framework. The logic operating in the official-

documentation cluster is close to the politic level, since the texts analysed were mainly cyber-

policies, but they do not totally overlap in the categories identified.  

 

All the publications and policies of the Alliance, notably the Strategic Concept of 2010, the 

2011 NATO Policy on Cyber Defence and the oral explanations furnished by its cybersecurity 

personnel are proof of the organisationôs security concerns related to cyberspace. More than 

showing an attempt to provide a collective and coordinated approach to cyberdefence, these 

sources also indicate the degree and extent attributed to cybersecurity by combining the three 

approaches together. This cybersecurity representation somewhat exceeds a strictly military 

vision and NATOôs framing of the various cyberthreats links a constellation of referent objects 
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together: the network is as important as the security of critical infrastructures (such as financial 

institutions of the economy), nations or the protection of privacy rights and all these categories 

are interlocked in the discourse. According to Jamie Shea for instance, it is clear that identity 

thefts are a very preoccupying question and, as such, it can be argued they are not ñas the 

Copenhagen School might have it, cases of óindividual securityô or ócrimeô, but are constituted 

as threats to the network and hence to societyò311. Hence, the security of the networks of private 

companies or supplying IT services to NATO is politically important in the sense than an attack 

against it could harm, not only NATO, but also the ñthe collective referent objects of óthe stateô, 

óthe societyô, óthe nationô, óthe economyôò312. Interconnected networks of the fifth domain mean 

that corporate security is linked to a collective referent object. And this is just an example, but 

the same argument could be applied to individual security, for collective security has to be 

balanced with individual security in this approach.  

 

It is perhaps interesting to mention that the referent objects and menaces identified have 

similarities with other sectors but do not totally overlap with any of the other five sectors 

identified by Buzan et. al313. Indeed, the referent objects are more than the state, the 

government, the sovereignty of the nation, and at the same time threats to these entities are 

more varied than what the authors identified. The cybersecurity sector is also different from the 

economic sector for security is not ñleft to the liberal market but implies a complex constellation 

of public-private responsibility and governmental authorityò314. It is thus argued that the 

cybersecurity sector is an appropriate framework that allows distinguishing NATOôs enhanced 

approach towards security. However, this does not mean that NATO sees for itself a bigger role 

in this cybersecurity sector (this will be discussed in the next chapter).  

 

Teachings can be drawn from this first part. Firstly, it is important to mention that in the selected 

official documents and publications, NATOôs narrative on cyberspace emphasises much more 

the ñnew paradigm of security threatsò315 and focuses less on identifying the many different 

targets of these menaces. This, in part, because the Alliance and its personnel encompass threats 

aimed at the member states or the organisation itself and do not immediately tend to mention 

other types of referent objects than the networks and infrastructures of the Alliances and nation-
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states. Moreover, there are multiple ways to damage, alter or impact a system than there are 

referent objects (they tend to always be the same: a state, a community, a principle, etc.). 

Secondly, if the three main types of sources analysed often displayed similar threats and referent 

objects, it is the emphasis placed on those units that differs. Thirdly, the three discourses 

transpire a constellation of referent objects and threats, although this is somewhat less 

noticeable for the official documentation. 

 

Also, it can be argued that one of the biggest challenges for NATO to tackle, from a political 

perspective, will be to specify its terminology. Indeed, strict and precise definitions of what 

constitutes a cyberwar, a cyberattack or even a cyber-use of force are not available yet (with 

the exception of the Tallinn Manual, which we will discuss in the third chapter). These elements 

are essential for a precise analysis. NATOôs doctrine is very much focused on cyberdefence 

and has not much developed the term of cybersecurity for instance316. Its discourse thus lacks 

such developments that would offer an even larger view of what cybersecurity entails.  

 

This second chapter hence focused on NATOôs conception of cybersecurity by defining who 

or what needs to be protected and from what menaces. This corresponds to the diagnostic 

framing of cyber-threats, which Dunn Cavelty (based on Snow and Bedfordôs contributions) 

describes as the act of defining something as an issue and isolating the cause of this issue (ie. 

determining referent objects and threats); the third chapter rather focuses on the prognostic 

framing, which is directed at elaborating solutions, tactics to counter the threat (i.e. the role of 

the actors of security)317. 
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3 On the operationalisation of cybersecurity: the reconstruction 

of NATOôs institutional identity? 

This chapter focuses on how the organisation defines its role with regard to cybersecurity and 

how it commits itself to this ñcybersecurity missionò. It constitutes the second deep questioning 

of this thesis after having addressed the degree of NATOôs understanding of what cybersecurity 

represents. The objective of this third part is to determine if the Alliance sees its mandate as 

overlapping stricto sensu with the previous definition and, if not, to assess the differences that 

exist between these two understandings. By the end of this research we will be able to say if 

NATOôs activities and role in cybersecurity cover a large or rather restrictive acceptation. 

  

The structure of this chapter is organised in the same manner as the previous chapter to the 

extent that it is divided according to the three main sources of information (official 

documentation, politico-strategic and technical actors) and a results section. Proceeding in such 

an identical logic confers a scientific rigour to this approach. Indeed, answering the research 

question necessarily involved the binary structure implemented in this research, which is linked, 

firstly, to the global definition given to cybersecurity and, secondly, to the scope of the mission 

vis-à-vis cybersecurity. However, if the latter chapter is subdivided in the same way with 

identical sections, its focus is quite different. Indeed, the emphasis is not placed on the 

identification of referent objects of cybersecurity or of the various types of threats, but on 

determining the actors of cybersecurity and their main functions in this field. Following this 

investigation, results will be drawn together and evaluated in a last section before the joint final 

conclusions. Before getting into the heart of the subject, it is necessary to bear in mind some 

aspects that are essential for this analysis. 

 

Regarding our theoretical framework, Buzan et. al stressed the usefulness of distinguishing 

different levels of analysis. ñWe have designed our theory so that it can accommodate nonstate 

actors, and even allow them to be dominant.ò318. The Copenhagen Schoolôs scholars take 

individuals, subunits (like bureaucracies, lobbies, etc.), subsystems (like NATO) or systems 

(the world, the entire planet) into account, even though states ï the units ï remain the most 

significant actors of security studies to them319. NATO is situated at a macro-level, but other 

micro-level actors can be found in its cybersecurity narratives, although collective security 
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concepts are still privileged for the study of identity in order to determine a collective self320.  

 

It has also been mentioned that it is possible to differentiate between securitising actors and 

functional actors in this approach to security. ñA securitizing actor is someone, or a group, who 

performs the security speech act. Common players in this role are political leaders, 

bureaucracies, governments, lobbyists, and pressure groups. These actors are not usually the 

referent objects for securityò321. In the cybersecurity sector, the securitising actor is usually the 

state because nations talk about the need to create an agenda for such attacks322. ñIn many cases, 

the securitizing actors will be different from the referent object, but in others ï most notably 

the state ï the referent object will in essence speak for itself through its authorized 

representativesò323. However, this is not always the case and subsystems like NATO are 

recognised as security actors by participating to the creation of a cybersecurity agenda at their 

own level through, for instance, the establishment of common policies. As an 

intergovernmental military alliance of 28 member states, NATO is thus a securitising actor on 

its own.  

 

Myriam Dunn Cavelty recognises that different actors frame cyber issues in terms of threats, 

which can be a group of individuals, a constellation of actors or an individual alone and, 

generally, these actors tend to be security professionals or top-politicians324. Not only do these 

framing actors influence this securitisation process, but there are also invisible participants and 

functional actors involved in it325. The functional actors play an important role in the 

Copenhagen Schoolôs approach to security for they influence the dynamics of the sector and 

ñwithout being the referent object of the actor calling for security on behalf of the referent 

object, this is an actor who significantly influences decisions in the field of securityò326. It is 

sometimes difficult to differentiate functional actors from securitising actors. The main 

difference is that securitising actors tend to securitise an issue, whilst functional actors would 

only contribute to the politicisation process. It is difficult to identify the functional actors, 

because Buzan et. al give few indicators on how to approach them. Moreover, their role remains 

unclear: although it is specified that they influence the dynamics of the sector, they do not frame 
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cyberthreats and menaces327. Hence, this chapter will focus on identifying the key actors of the 

cybersecurity sector, but will not define the functional or securitising actors as such. After 

having distinguished the different main actors of security, our method will focus on the 

particular roles played by these actors, their functions in the securitisation process. However, it 

must be noted that our analysis is mostly interested in NATOôs functions. 

3.1 Official discourse on NATOôs involvement in cybersecurity 

Internationally, many countries and organisations place cyberthreats at the top of their security 

agenda. NATO is one of the first organisation in the world to have implemented a common 

cyberdefence policy328. According to Herd and Kriendler, the Allianceôs cyber discourse also 

defines the new mission the organisation assigned itself: 

While cyber created the need for new capabilities and new roles for NATO, it also offers 

the opportunity for the Alliance to continue its work of maintaining a framework for peace 

in the North Atlantic. It is important that Alliance members provide the commitment and 

the resources needed to step into this new role329. 

This is one of the reasons why we found it relevant to focus on the official documentation of 

the organisation in order to see, not only how the Alliance conceives its role, but also what 

actors are identified in it and what function they have in cybersecurity. This section handles the 

same texts and policies analysed in the first chapter, but under the angle of NATOôs mission 

and the different actors of cybersecurity. 

 

3.1.1 The main actors of cybersecurity 
 

ñCybersecurity and cyberdefense are tough issues for state actors all over the world ï and 

perhaps even more for an organization like NATO (é) [It] raises the critical question of what 

roles states should and actually can play in the field of cybersecurityò330. According to Dunn 

Cavelty, states tend to focus on the protection of their own networks, but next to NATO and its 

Member states other stakeholders are also included in the security process: the international 

dimension (ie. the international partnerships with the private sector for instance) is very present, 

notably for exchanging information on menaces and issues. Indeed, if the 2010 Strategic 

Concept does not specifically mention any actors, the NATO Policy on Cyber Defence states 

the need to ñengage with partners, international organisations, the private sector and academia 

                                                 
327 CAVELTY , Myriam Dunn, Cyber-Security and Threat Politics, op. cit., p. 28. 
328 FELS, Enrico, KREMER, Jan-Frederik, KRONENBERG, Katharina, Power in the 21st Century, op. cit., p. 138. 
329 HERD, Graeme P., KRIENDLER, John, Understanding NATO in the 21st Century, op. cit., p. 173. 
330 DUNN CAVELTY , Myriam, Cyber-Allies, op. cit., p. 14. 



 69 

in a way that promotes complementarity and avoids duplicationò331 . The organisation 

recognises the importance of cooperation with these other agents, because cyberthreats are 

defying state borders and organisational structures332 . Acknowledging these entities is 

envisioned from a utilitarian point of view: the menaces are conceived as outweighing NATOôs 

capabilities and strengths in combatting them. 

 

The Framework Manual specifies the relationship that Member states and NATO can have with 

the private sector. Not only are NATO, states and the private sector referent objects of security, 

but they are also important security actors. For instance, NATO is putting in place Private-

Public Partnerships (PPP) ñthat draw on combining the best of both partyôs understanding of 

the environment to support operational cyberò333 . It can include sharing technologies, 

knowledge, information, or other elements in order to protect the networks of both entities. The 

industry is recognised as a vital actor for ensuring cyberdefence334. Next to the cooperation with 

the private sector, the Alliance has widely extended its cooperation with non-NATO nations 

through bilateral programmes and cooperates with organisations such as the EU335. Other 

countries and organisations are even encouraged to join in this effort336. The institutionalisation 

of such in the Allianceôs policies and documents shows an evolution towards a shared 

responsibility in the cybersecurity sector, where boundaries do not stop at NATOôs ñbordersò. 

The Chicago Summit Declaration of 2012 reiterates this desire to engage in partnerships with 

entities able to improve the common cybersecurity337. 

 

Globally, the narratives of the policies and other texts of the Alliance list a number of essential 

actors that are involved in the cybersecurity sector, which equally share the same fears as 

NATO does. The principal actors next to the Alliance are of course its Member States (Figure 

9). On this particular point, Dunn Cavelty fears that ñthe more recent tendency to expand the 

logic of its cyberdefense, from the narrow confines of their own networks to those of their Allies, 

risks meddling with this historically grown logic of who can do what in cybersecurityò338. After 

the Member States, NATO recognises a great role to the private sector and its partners, who are 

helping defend against the commonly perceived threats. Lastly, the organisation recognises a 
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role to the scholars and other think tanks, which participate in the framing of cyberthreats 

through their knowledge-based productions. However, ñonly professionals of security are 

actively involved in a threat framingò339. 

 

 

Figure 9: Main actors of cybersecurity according to NATO documentation 

 

ñAs expected, different actors are involved in forming and shaping the representations ï many 

of them outside of government. Therefore, non-governmental actors play a substantial part in 

constructing discursive settingsò340. But, the most important actors in NATOôs narratives are 

first and foremost the organisation itself and the nation-states, although the role of the other 

actors is not to be neglected. The fact that the organisation recognises other actors in this process 

is because they can help NATO in its mission of protecting against cyberattacks from terrorist 

groups and other aggressors. ñDominating the battle of the narrative in cyber space is therefore 

very important to NATOò341. 

 

3.1.2 The primary functions of the Alliance 
 

ñNATO is not in a position to address all aspects of this challenge, but it does have a 

significant role to play, not least because it unites nations with the most developed 

information and communication infrastructureéò342 ï Michael Jopling. 
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Further to its acceptation of what cybersecurity entails, NATO also displays a particular vision 

of its role in this domain. In its narratives, this mission is brought to light by the current 

cybersecurity framework advocated by the organisation. The scope of its implication in this 

domain is also to be inferred from NATOôs discourses and narratives on its future role in 

cybersecurity, that is to say, on how the Alliance conceives its involvement in this field in the 

long-term. Among its publications relative to the scope of its engagement in the realm of 

cyberthreats, one can find some of the official NATO documents identified in the previous 

chapter.   

 

Already in 2008, the Bucharest Summit Declaration emphasised the desire that the Alliance 

had to develop the systems and structures in order to provide capabilities to deter 

cyberattacks343. It was in 2010 that the NATO Strategic Concept concretised this aim and 

outlined that the main points on the security agenda of the organisation comprised elements 

such as ñfurther our ability to prevent, detect, defend against and recover from cyber-

attackséò344. The role to be played by NATO focused on incident handling and the detection 

of cybermenaces in order to ñenhance and coordinate national cyber-defence capabilities, 

bringing all NATO bodies under centralized cyberprotectionò345. After the Lisbon Summit, the 

NAC was charged of developing a policy relative to cyberdefence, because it was deemed 

necessary in this worrying security environment.  

NATO needs a declaratory policy that provides a credible, convincing explanation of why 

NATO takes cyber threats seriously and intends to respond with decisive actions (é) In 

establishing its policy for cyber deterrence, NATO has the unique opportunity to shape 

the international standards by which cyber attacks are viewed.346 

 

The NATO Policy on Cyber Defence clearly lays out the purpose of its creation, which is aimed 

at providing a ñfoundation from which Allies can take work forward on cyber-securityò347. The 

document has, however, a bold mention emphasising that its purpose is strictly limited to the 

protection of NATOôs ICTs. ñThe main focus of the NATO Policy on Cyber Defence is on the 

protection of NATO networks and on cyber defence requirements related to national networks 

that NATO relies upon to carry out its core tasks: collective defence and crisis managementò348. 
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Two important elements to mention in this regard are the integration of cyberdefence into two 

important programmes of the Alliance: the NATO Defence Planning Process (NDPP) 

mentioned in this Policy and the NATOôs Smart Defence Initiative349. The first program serves 

the integration of cyberdefence in the national framework, where NATO considers minimum 

requirements in order to assist the Allies victim of a cyberattack in protecting national systems 

and networks if NATO or its information is compromised through this incident350. The second 

program aims at leveraging resources for greater possibilities in this domain351 . The 

organisation focuses on three grand principles, which constitute the main guidelines to be 

followed: prevention, resilience, non-duplication352. 

 

The different problems identified, the policies set up as well as the politics around the cyber 

phenomenon are good indicators of the very active role NATO plays in the definition of the 

transatlantic security scheme. The Alliance is a security provider, but the question for many 

researchers remains what extent this mission takes. To further the subject, it is essential to see 

how the Alliance constructs, not only its policies, but also its organisation. The organisation 

recognises the importance of its structure in defending against cyberthreats, by citing the role 

played by the CMDA for strategic purposes, the NCIRC for incident response and the CCD 

COE for training and knowledge-production, which is heavily relied upon. ñNATO and Allies 

are encouraged to draw on expertise and support from the Cooperative Cyber Defence Centre 

of Excellence in Tallinnò353.  

 

If the CMDA and the NCIRC are part of the NATO structure, the CCD COE has a different 

status. However, be it in the NATO Policy on Cyber Defence or its website, this CCD COE is 

widely referred to. ñWhereas the CDMA is charged mainly with coordinating NATOôs 

cyberdefense in an operational capacity, Estoniaôs CoE advances the development of long-term 

NATO cyberdefense doctrineò354. In order to understand the scope of NATOôs role in 

cybersecurity, it is necessary to know if its mission comprises the activities led by the CCD 

COE or not, as well as to understand its links to the organisation. This is why, in this final 

argument, we will expand a bit on this subject.  

After the release of the Tallinn Manual on the International Law Applicable to Cyber Warfare 
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on the 28th of March 2013, the CCD COE, which had the study carried out, was widely 

advertised and discussed in the media by think tanks and practitioners as the first organisation 

to ever have made such an in-depth examination of the applicability of law to cyberwar355. This 

thesis argued that the CCD COE is an important actor that helps the Alliance in its cybersecurity 

tasks and that it does so by providing expertise, training and cyberdefence capabilities. While 

its role is emphasised on NATOôs website and by its officials356, its mission and the extent of 

its powers needs to be elaborated on. What is the reach of its powers? Is the Alliance relying 

on this body and its contributions, or is this CCD COE a mere political statement?  

 

The CCD COE was created in 2007 after the cyberattacks on Estonia in order to increase the 

co-operative cyber defence capability of NATO and its member states through training, 

research and development. It was established as part of the NATO Policy on Cyber Defence, 

and its main tasks include:  

1) providing cyber-related doctrines and concepts for the Alliance; 2) hosting and 

conducting training workshops, courses, and exercises for NATO member states; 3) 

conducting research and development activities; 4) studying past or ongoing attacks to 

draw up lessons learned; and 5) providing advice, if asked, during ongoing attacks357. 

The CCD COE is not part of NATOôs Command structure and it is also not an operational 

centre, but it is a NATO body. It is an International Military Organisation (IMO), which plays 

the role of a research and learning centre and can be supported and joined by all NATO member 

states (partnerships are also available for other states and organisations)358. The Centre is 

NATO-accredited even though funding is not covered in the NATO budget but comes from the 

contributions of sponsoring nations359. Participation is thus voluntary and the CCD COE is 

directed by a committee composed of representatives from the cooperating member states.  

The Paris Protocol agreement conferred the status of IMO to the CCD COE in order to improve 

NATOôs cyberdefence capabilities since, as an IMO, its main objective is to contribute to the 

transformation of the Alliance through its expertise360. It should be mentioned that the CCD 
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COE is not the only Centre of Excellence (COE) and is part of a wider web of facilities that 

were initiated after the Prague Summit of 2002. There are currently 21 COEs with different 

functional specialties361. The Allied Command Transformation (ACT) was designated as the 

entity responsible for the coordination of these COE in order for the Alliance to be able to ñface 

future challenges by enhancing training, conducting experiments to test new concepts and 

promoting interoperabilityò362. According to NATO publications, the COEs, and hence the 

CCD COE, are meant to provide the organisation mainly with training, research, whilst working 

side by side with the Alliance.  

 

Although the role of the COEs is of importance to NATO, ñtheir utilization within NATO lies 

with ACT, in co-ordination with the Supreme Allied Commander Europe (SACEUR)ò363. This 

is mainly because, although the CCD COE takes part in the Allianceôs cyberdefence activities, 

not all countries are part of this structure (mainly for financial reasons). To some extent, this 

Centre could be compared to a less demanding version of the system of closer cooperation 

proposed by the European Union (EU): EU Member States interested in furthering their 

cooperation can launch a cooperation process. The CCD COE is ñofficially separate form 

NATO but also referenced officially as supporting NATO capabilities (é) it conducts research 

and training on cyber warfareò364. Initially composed of seven nations, the Centre is gaining in 

popularity and now comprises eleven Member States (as well as partner nations)365. Without 

formally being tied to NATOôs Command Structure, this CCD COE contributes to NATO, 

whilst at the same time benefitting the nations366. These precisions in NATO policies and 

official reports outline the leading operational role played by this structure within NATO: this 

Centre produces knowledge through its publications, participates in the training of NATO 

personnel, and offers other cyberdefence capabilities. Hence, without officially being tied to 

NATO, the CCD COE plays a great securitising role through its productions. The main 

explanation for its important role is that its active involvement increases the proximity with the 

audience, thereby making it easier for it to accept the claims of NATO about cyberdefence and 

cybersecurity367. Hence, it is argued that the CCD COE documents promoted by NATO and 
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issued by this Centre, are relevant for this research and illustrate well the organisationôs position 

and roles in cybersecurity. 

 

If this Centre proves to some extent the expansion of the security structure of the Alliance, it is 

difficult to say that the Tallinn Manual can be analysed as being a NATO narrative. Indeed, the 

non-binding nature of this document has been strongly emphasised in NATOôs discourse, as 

well as by the CCD COE and by the experts who have participated in its redaction: ñthe Tallinn 

Manual is not an official documentò368. It is thus argued that NATO promotes the work of the 

CCD COE and its productions, but this argument is limited to some productions, which we 

have been using in this thesis. 

  

Lastly, but most importantly, the Framework Manual on National Security mentions that even 

though NATO focuses on cyberdefence, it is also concerned by information security. Ité  

é addresses a broader information security environment: communications and 

information systems (CIS) security, where ñsecurityò is defined as the ability to 

adequately protect the confidentiality, integrity and availability of CIS and the 

information processed, stored or transmitted369 

Next to its restrictive definition of cyberdefence, the organisation addresses issues extending 

beyond the framework the traditional military context of national security370. This does not 

mean that NATO has absolutely different functions than an actor of the military sector of 

security would have, because one of the characteristics of the cybersecurity sector is that it 

overlaps with the other sectors of security (and thus still focuses on national defence), but 

NATO differentiates between cyberdefence and cybersecurity371. NATO perceives the change 

in its international environment and is discursively adapting to it.    

3.2 Politico-strategic approach 

NATO documentation has shown that even though the approach of the organisation towards its 

role is mainly framed in terms of cyberdefence, the organisation does somewhat take into 

account the global nature and transborder nature of cyber incidents, thereby considering the 

securitisation of the networks and other CIS. The question now is to see if this is coherent with 

the political and technical discourse of the Allianceôs structure. We will be proceeding in the 
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same manner as in the previous sub-section in terms of structure by analysising the different 

actors and functions of the main securitising actor of this research: NATO. 

 

3.2.1 The main actors of cybersecurity 
 

ñSecurityò is a very powerful concept in IR. It has already been explained that both the Critical 

Security Studies and the Copenhagen School have recognised that using this term in political 

discourse does not only serve to legitimise policies in this field, it also gives priority to the 

subject in question 372. The consequence is that an issue that might not be considered as 

dangerous or threatening starts to be seen as a menace and added to the security agenda. NATO 

mostly leads this process of securitisation in this thesis, but this does not mean, as we have seen, 

that the organisation is the sole actor in cybersecurity and in cyber governance process. Jamie 

Shea recognises this, but stresses that the multiplicity of stakeholders involved in the cyber 

domain risks diminishing the overall efficiency of securitisation. This is why an international 

cyber treaty would not be achievable at a global level. 

You cannot have an organisation like NATO or the EU to pretend speaking on behalf of 

the world, so ultimately we are probably looking at the UN or UN bodies like the 

International Telecommunications Union. The main thing is that (é) the more global, 

the more universal you go, the more you have various political factors coming into play, 

which delay and complicate the work373. 

 

At NATO level, finding an agreement on the cyber issues that do not meet with a consensus 

thus remains the priority of the Allies. Currently, modernisation and centralisation of the 

protection is being guaranteed through the NCIRC. In 2013, 24 out of the 28 Member States 

have signed a Memorandum of Understanding (MOU) with the NCIRC374. The MOUs are 

agreements for future progress in the area of cyberdefence stating a countryôs acceptance to 

receive assistance from other forces and to maintain its military assets. So, NATO and its 

Member States remain the most important actors in the international realm according to the 

political actors of security. Moreover, it is possible to determine that cooperation with 

international partners such as the EU or the OSCE is mostly based on the fact that the majority 

of ñthe communication networks are owned by the private networks (é) NATOôs ownership is 

of about of 30% of the network that we conductò375. This means that only a small share of what 

NATO does is performed by the organisation, for corporate actors provide most of the services. 
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The importance conferred to the private sector thus exceeds the degree attributed to it in our 

last sub-section (Figure 10). 

 

 

Figure 10: Main actors of cybersecurity according to the politico-strategic level 

 

The private sector is thus often more than the victim of cyberattacks. Hansen and Nissenbaum 

corroborate the view that the private sector is not only a referent object of security, but also a 

co-responsible actor of cybersecurity, thereby sharing the same role as NATO. 

Negotiation of the boundaries between the public and the private and between the 

economic and the political thus couples the network-fragmentation implied by ñcyberò 

with an understanding of business and government as sharing the same goal. At the same 

time the political centre still constitutes the private sector as responsible for major parts 

of the digital realm376. 

There is a political reason to burden sharing with the private sector and other nations: states do 

not want to pay for their own defence and for the collective defence at the same time. The 

problem is that information sharing is a delicate issue377. For instance, a company like Symantec 

might not be ready to share all its information with NATO, because security is its business, the 

reason why it invests so much money in it. Even though the nations are recognised as the 

primary actors by all three interviewees, they recognise that ñbusinesses are a crucial 

playerò378. Therefore, a symbiosis between NATO and the private sector is highly desirable in 

the cybersecurity sector. 
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Finally, Lifländer acknowledged the importance of scholars and other knowledge-producing 

actors in contributing to the securitisation of the cyber domain. Indeed, ñan academic insight 

will benefit practitionersò to him379. Although they do not constitute the primary actors for the 

political level, they can help to make progress in the definition of terms and concepts. Indeed, 

social sciencesô professionals of cybersecurity, ICTs and other information-related topics in IR 

such as Myriam Dunn Cavelty, Ronald Deibert, James Der Derian or Johan Eriksson are widely 

attended authors for questions relative to these issues.  

 

3.2.2 The primary functions of the Alliance 
 

NATO now defines and acts against a globalized, viral or systemic threat that operates 

across the international system and which defines a condition or potentiality: the threat 

of systemic disorder and the endangering of global governance. In a sense, then, the 

threat assemblage of terrorism, WMD proliferation, and cyber attacks highlights and 

dramatizes the dangerousness of the anarchical system as such.380 ï Andreas Behnke. 

 

The ESCD officials perceive NATOôs functions as necessarily extending to the new 

ñcybersecurity challengeò. According to Shea, the first part of the Strategic Concept, which 

deals with defence and deterrence, certainly marks a shift in favour of the new focus of NATO: 

the security challenges of proliferation, cyber, terrorism and energy security381. 

It gives NATO a clear mission statement. But it will only be as good as the willingness of 

NATO to implement it, and provide the resources to develop the needed new capabilities: 

missile defence, cyber, intelligence and expeditionary forces both for Article 5 and out of 

area contingencies.382 

Indeed, NATO not only considers taking into account the ñnew cyberthreatsò, but also publicly 

admits that Article 5 of the 1945 North Atlantic Treaty can be linked to cyberdefence and could 

potentially apply in case of a serious incident383. A collective approach to cyberdefence is thus 

considered as part of the role of the organisation according to Shea, if this will ever happen, 

seeing as it takes time to grind the positions of the different member states together. The Policy 

on Cyber Defence mentions that NATO will maintain a strategic ambiguity on the question of 

a potential Article 5 response to a cyber incident384. Lifländer outlined that NATO will 

determine that a situation requires collective defence when the organisation sees such an event, 
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leading a great deal of vagueness and confusion on the role of NATO385. It will depend on the 

type of attack, its characteristics, its size and other features, because cyberthreats are 

asymmetric and the type of response will have to be decided after consultation. Hence, whether 

cyberdefence should remain framed in within the Article 4 of the Treaty (consultation between 

the Allies on cyber problems), remains a structuring question within the discourses of the 

Alliance and its members386. So NATO has a role to play in cyberspace, but its mission is not 

clear yet. 

 

It is difficult to assess what kind of attack could trigger an Article 5 response. Shea recognises 

that it is imperative for NATO to get a better definition of what is meant by cyberwar, and what 

is the duty of disclosure when it comes to cyber incidents387. But the outcome remains the same: 

ñcyberattacks are increasing everyday and NATO has therefore to go beyond the protection of 

its own systems (where we were before the attacks against Estonia in 2007) and be able to 

provide cyber services, cyber protection to the Member Statesò388. However, every actor does 

not share this narrative about the existence of cyberthreats. Indeed, it has already been explained 

that next to actors who really believe in the risks and menaces arising from cyberspace, there 

are also more critical actors who believe these representations are a social construction of an 

issue. Already in 1998, Smith was being very cautious about the possibility of an electronic 

ñPearl Harborò.ñIt is far from proven that the country is at the mercy of possible devastating 

computerized attacksò389. A discourse emphasising the risks linked to cyberspace like the one 

held by the Alliance thus not only frames a threat, but also creates insecurity and, to some 

extent, leads people into believing that they need protection from these cyber menaces. In the 

end, such a narrative can serve the purpose of legitimating NATOôs role in preventing cyber 

catastrophes. 

 

Hence, for the ESCD members ñthe cyber-threat is constantly becoming more sophisticated 

and we need to constantly verify that we are able to protect our own systemsò390. This is 

principally achieved through upgrading the NCIRC and suggesting all Allies develop a 

Computer Emergency Response Team (CERT), by developing a cybersecurity culture inside 

the Alliance, as well as training the weakest Member States in order to avoid the effects of the 
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digital divide (this is principally achieved through the Cyber Coalition exercises that take place 

at the CCD COE in Tallinn every year)391. Shea has emphasised the need to bring the civilian 

networks to the level of the military networks, because ñwe cannot run before we can walkò392. 

However, the responsibility to protect national networks and private networks lies within the 

nations393. According to Lifländer, NATO has no power of decision except over its own 

commonly funded networks and this is thus the reason why the focus placed on it is much more 

important, although NATO tries to bring all nations to the same level394. This is not really a 

political question, since this view is endorsed by all member states for sovereignty is conceived 

as resting with the member states and has not been given away.  

 

Moreover, it is deemed necessary by the political actors to provide cybersecurity awareness. 

The cyberspace must not only be recognised as a fundamental element in the functioning of the 

Alliance, but also perceived as a security environment, where everyone is able to participate 

and contribute to its protection. Cybersecurity has become an integral part of the organisationôs 

role. NATO tries to institute a cybersecurity community with shared values and practices, a 

common ñcyber code of conductò. Developing such a cybersecurity culture is seen as, for 

instance, an important step towards the inclusion on non-security specialists in the data 

protection exercise. Without this cybersecurity culture ñmembers of the organization may view 

cybersecurity as complex and highly specialized discipline ï one that does not involve them. 

Such a perspective is highly unlikely to encourage participationò395. According to Detlef Puhl, 

cyberthreats can reach a threshold that threatens national and Euro-Atlantic prosperity, security 

and stability and this is the political basis upon which NATO has been acting. It is also on this 

basis that the ESCD has been set up in 2010 and that it is currently preparing different policy 

papers on how to deal with cyber incidents and cyber menaces396.  

 

Facing the divergences that exist between the different governments of NATO Member States, 

ñwhat NATO and 28 Member States decided to do is to act like almost like a think-tankò397 

NATO is perceived as a forum of discussion until a decision is reached on how to define its 

functions in cyberspace398. It is argued that this is the reason why the organisation so heavily 

relies upon the work and capabilities provided by the CCD COE. Indeed, the partner countries 
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involved in it share the common objective of furthering the cyber role of the Alliance and the 

will to pool their resources at the NATO level. These contributors thus tend to be the weakest 

or smallest countries, which have a direct interest in joining forces at the organisational level399.  

 

Finally, although the types of functions assumed by the Alliance are very similar to the 

traditional military securityôs framework, it is possible to notice that broader security functions 

are (consciously or unconsciously) attributed to the organisation. ñCyber defence is a very 

complex issue and stretches way beyond the traditional military or security policy issues. It has 

a deep societal impact on the way in which we do security policy. The question of democratic 

control is on the tableò.400 On his side, the Major General Patrick Fermier stresses the 

importance of NATOôs role in the cyber domain, but underlines that the involvement of the 

organisation in this field remains rather conceptual for the moment. ñDefining cybersecurity is 

difficult ï Iôm not even sure we can do that right now, given the scope of the problem ï I think 

we need to be humble in front of this threatò401. This is also the point of view of Dunn Cavelty, 

who argues that according to public sources, a lot of resources are being invested into this field 

because it is a new centre of interest for the organisation, which marks the infancy of the 

Allianceôs institutionalisation of cybersecurity402. ñNATOôs new institutionalised approach to 

emerging security challenges should have the full backing and support of Allies if it is to be 

successful and add valueò403. If the political discourse marks the undergoing process of 

securitisation, it also emphasised that the reasons for the existence of all these obstacles in the 

cyber domain can also essentially be found in the current austerity measures404.   

3.3 Technical-expert approach 

For this last section, the exact same procedure is followed before reviewing, in a conclusive 

table, the different results obtained. 

 

3.3.1 The main actors of cybersecurity 
 

Prior to discussing the different actors identified and the functions attributed to the Alliance in 
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their narratives, it is necessary to mention that the technical experts interviewed for the purpose 

of this research mentioned the fact that they are mostly in touch with cyberdefence personnel 

of the different Member States. ñThey ósellô services to the nationsò405. This is why their 

discourse is focus and restricted around certain topical issues and actors. For instance, if the 

NCIRC finds traces of an incident on a nationôs network, it will let the Member Stateôs CERT 

deal with this issue, but it will however provide support. Communications are thus often limited 

to these types of exchanges between security event analysts, also often called security 

professionals, which are in charge of monitoring all cyberthreats and handle the incidents on 

their systems and networks.  

 

Hence, it is understandable that these actors are, above all, focused on the important role played 

by the nations and the Alliance in cybersecurity (Figure 11). This is coherent with the 

perceptions of the political level and the NATO official discourse that were analysed in the 

previous sections. The technical experts also focus on the role of the private sector, very much 

like the ESCD officials. The difference is that they solely identify three primary actors in 

cybersecurity: the Alliance, the nations and the private sector. This is because they are the most 

relevant three actors in their opinion406. ñClearly, it is plain impossible for the state to increase 

the cybersecurity of an entire country by itselfò407. This is exactly what transpires from the 

representations of the technical level. The corporate actors participate in the securitisation of 

the cyber domain. This is also brought about by their role as a provider of ñsecurity servicesò. 

They construct the cyber environment as potentially harmful and in a risk-averse logic purpose 

tools and services to the Alliance and its Member States. In doing so, they are not only seen as 

providing ñsecurity-instrumentsò, but are also approached as error-prone entities jeopardising 

NATOôs security. This threat actor ï security actor ambivalence is important for the technical 

actors. 

Businesses (mostly developers) should be firmly made responsible for the vulnerabilities 

they unintentionally leave in their code. It is because of these flaws that a network as ours 

can be compromised. The days that a military organisation was solely based on custom-

build equipment is over. Nowadays, even our security equipment is COTS and thus 

depends on private partners who have more resources and are as much implemented in 

cybersecurity as we are408.  
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Figure 11: Main actors of cybersecurity according to the technical-expert level 

 

Hence, the close partnerships between these actors are mainly aimed at exchanging information 

on threats and other issues, thereby socially constructing the cyber domain as insecure409. 

According to Mehan, ñincorporating cybersecurity into the culture can be an enormous task 

and may involve challenging established ideas and methods of doing business that have become 

part of the corporate cultural memoryò410. 

3.3.2 The primary functions of the Alliance 
 

At first glance, the discourse of the technical security professionals is very traditional. They 

contend that NATO is mainly concerned with cyberdefence and that everything that has not 

been formally approved by the 28 Member States is not, so to speak, the Allianceôs 

responsibility411. The question that is raised is to know if, just like the political level, this 

discourse presents an ambiguity. Are the Allianceôs attributions indeed conceived as limited to 

a restrictive role in cybersecurity? This is what we are trying to identify in this sub-section by 

focusing on the functions identified by the technical security experts. NATO experts are very 

wary about cybermenaces and similar vulnerabilities. This is also why the NCIRC FOC is 

designed as a continuing project because of the rapid technological changes and the ñevolving 

threatsò412. ñWe try hard to cover everything on top of that, like any "world-class" CERT would 

doò413. According to Eriksson, these types of structures are representative of the institutional 

arrangements made because of issues in cyberspace. ñNew units for analysing and preparing 

for these newly framed threat images have been set up such as óComputer Emergency Response 

                                                 
409 DUNN CAVELTY , Myriam, Cyber-Allies, op. cit., p. 14. 
410 MEHAN, Julie E., Cyberwar, Cyberterror, Cybercrime, op. cit., p. 80. 
411 ANONYMOUS 1, « Interview at NATO HQ on NATOôs engagement in cybersecurity », op. cit. 
412 WEST, Ian J., « From Assets to Services - Capability Delivery in the 21st Century », op. cit. 
413 AGNEESSENS, Jean-François, « Interview at NATO HQ on NATOôs engagement in cybersecurity », op. cit. 

NATO Member States Private Sector

Degree of 
importance

Main actors



 84 

Teamsô and óRed Teamsô, sometimes popularly referred to as óhacker platoonsôò414. Red Teams 

belong rather to the offensive side cybersecurity, whereas CERTs are rather specialised in 

defence. The NCIRC TC, for instance, carries out only defensive operations and the reason 

advocated for this is that nations do not agree on this possibility and that usually ñsuch 

capabilities are too sensitive to share with Alliesò415, but still every Cyber Coalition exercise 

sets up a Red Team in its process. Defensive forces are also composed of hackers except that 

this ñpejorative termò is rather transformed into ñcomputer specialistò, ñsecurity professionalò, 

ñICT expertò, etc.   

 

The number of incidents recorded everyday exceeds 4000 despite the protective systems that 

are in place. They range from ñmild probes to concerted attacksò416. For these actors, the 

security of their systems is greatly compromised by APTs and other types of malware and 

viruses. This is why these computer scientists perceive the development of the RRTs as a major 

leap forward, characterizing an important advancement in NATOôs cybersecurity mission417. 

RRTs are commonly funded teams to be deployed, at the request of a nation, in the event of a 

cyber incident. They are composed of ñsix specialised experts who can coordinate and execute 

RRT missions (é). Their number and profile will be determined on the basis of the mission to 

be carried outò418. According to Agneessens this type of service is very uncommon, because 

not every CERT offers this type of service419. What is interesting is that these units are operable 

within 24h in the case of an incident. They constitute an innovation on the part of the Alliance. 

ñWe have to think of everything, all the time - think like them and anticipateò420. The RRTs are 

still in their implementation phase, but they are trained during the exercising phases and are 

involved in the Cyber Coalition exercises held every year. During the Cyber Coalitions, the 

nations can ópretendô to call on the RRTôs for help. ñThis does not only clarify when a member 

should be able to call on them, but it is also an exercise that trains the coordination between 

RRTs and the Member Statesò421. Officially limited to interventions within the Alliance, we 

have been entrusted that such an initial for RTT was to be deployed in Georgia in 2008, a non-

NATO country422. These elements show that the Alliance is taking on new responsibilities, half 
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committing itself to broader responsibilities even if this is not evident and clear-cut when first 

approaching these narratives. 

 

The first chapter has shown that NATO has been gradually enhancing its cyber defence 

capabilities for the past years. It has established a cyberthreat assessment cell, the NCIA, the 

CSSL, the RRTs and it holds cyberdefence exercises and is still undertaking the upgrade of the 

NCIRC. All these ameliorations are aimed at improving ñNATOôs ability to defend its military 

and civilian networks against all types of intrusion and attackò423 . In executing its 

responsibilities, the CSSL provides ñsupport to the development and implementation of cyber 

security-related policiesò424, although for the Major General Koen Gijsbers, General Manager 

of the NCI Agency, ñNATO will not be the global cyberforce, it has no intent to do that. I must 

say that NATO can and does lead by exampleò425. The internal dilemma between the proponents 

of an increased collective security role for NATO and the advocates of purely national-security 

oriented defence transpires in all the narratives discussed until now.  

 

The latter tend to be the bigger states. ñSmaller states request help in the cyberdefence area but 

not the large statesò426. According to Nye, this difference in the conception of what the Alliance 

should be and should be doing in cyberspace is not totally relevant in cyberspace because of 

the asymmetric nature of cyberthreats: ñThe largest powers are unlikely to be able to dominate 

this domain as much as they have others like sea or airò427. The fifth battlefield still leaves the 

states as the strongest actors of world politics, but its nature opens up new possibilities for 

smaller states to step in the process of threat framing. Not only small countries with weak 

capabilities can be targeted by serious cyberincidents and if a larger country ever necessitates 

NATOôs assistance in defending its networks or systems, this will subsequently certainly 

trigger more interest, from the part of this larger country, in the cybersecurity activities of the 

Alliance (and open a window of opportunity)428. ñThere is always the danger of being the lower 

hanging fruit. Eventually, NATO Member States are all interconnected via the NATO network, 

meaning that if an enemy wants to attack NATO it can and will do so through the lower-hanging 

fruitò429. Overall, the mission of NATO is deeply linked to its Article 5 understanding. ñWhen, 
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and not if, it becomes clear what a cyberattack or what cyberwar is for NATO, then it will 

probably start extending beyond its current boundariesò430 

 

In Ian Westôs opinion, there are a few points that need to be ensured by the technical team of 

the NCI Agency in the future (with the cooperation of its partners) in order for the Alliance to 

effectively ñprovide securityò: anticipating threats, preventing attacks, detecting incidents 

(external incidents as well), recovering from attacks, investigating incidents, extending the 

NCIRC coverage to unprotected sites and improving its business continuity planning (i.e. 

maintaining the good functioning of the organisation)431. If these attributions can be thought of 

as traditional features of a military alliance, it is argued that it is possible to find in the technical 

narratives of the professional security experts ña creative tension between flexibility and 

ambiguity on one hand, and planning on the otherò432 vis-à-vis cybersecurity.  

3.4 Results 

NATOôs future role in cyberspace illustrates how the mission of the Alliance is shifting. 

Many of the capabilities NATO will need to provide for collective cybersecurity do not 

now exist. If NATO is to continue to serve as the transatlantic security alliance against 

all threats, NATO needs to make itself relevant for issues of collective security in 

cyberspace433 - Herd & Kriendler. 

 

The purpose of this chapter was to see if NATO is perceived as effectively taking on a mission 

in the domain of cybersecurity by examining the different discourses of the three selected 

categories of sources. For this purpose, the various key actors of cybersecurity were identified 

in the different narratives and the functions of the Alliance explored. It is argued that the 

Alliance is indeed said to take some responsibilities in cybersecurity, thus unveiling a certain 

degree of involvement in it. However, this role is limited and presents a more restrictive scope 

than the definition attributed to cybersecurity in the second chapter. Before detailing the results 

of its perceived mission, the lessons learned from the different discourses need to be gathered.  

 

The main actors of cybersecurity as identified by our sources were very similar, which was not 

the case for the referent objects and threats of cybersecurity. Interestingly enough, a very 

important role was conferred to the private sector as a main security provider, referent object 

and threat subject at the same time. Although the political level was much more explicit in its 
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narratives on the role of the private sector, this was also salient in the technical discourse. 

Globally, recognised actors are not limited to the states and the Alliance alone, for the academic 

world and the international partners are also taken into account.  

 

 Referent object Threats Actors 

I 

Critical infrastructures  

NATO networks 

Data protection 

Euro-Atlantic society 

Civil & Political Rights and 

Freedoms 

Critical infrastructures 

disruption 

NATO network 

disruption 

Data manipulation 

Espionage 

Terrorists 

NATO 

Member states 

Non-NATO nations & 

organisations 

Private sector 

Academia 

II  

Critical infrastructures  

NATO networks 

Private sector 

Data protection 

Population 

Critical infrastructures 

disruption 

NATO network 

disruption 

Data manipulation  
Malware 

Cybercriminals 

NATO 

Member states 

Non-NATO nations & 

organisations 

Private sector 

Academia 

III  

Critical infrastructures 

NATO networks 

Private sector 

Data protection 

Population 

Critical infrastructures 

disruption 

NATO network 

disruption 

Malware 

Advanced Persistent 

Threats 

Information leakage 

NATO 

Member states 

Private sector 

 

Table 2: Main referent objects, threats and actors according to the three sources 

 

To sum up, it can be argued that NATOôs main functions in the cyber domain ï as framed 

through its speech acts ï comprise these three essential elements:  

¶ The coordination of its policies and activities through the CMDA, the ESCD and the 

implementation through the CSSL (comprising the NCIRC) 

¶ Providing assistance to individual allies such as was the case in Estonia (now this task 

could be facilitated by making use of the RRTs) 

¶ Research and training through the CCD COE 

 

These elements illustrate the main cyberdefence functions as understood by the three different 

types of speech-act analysed. It is necessary to remind the reader that, once again, the purpose 

of this thesis is not to disclose the objective, ñtrueò role of NATO in cybersecurity ï this would 

be difficult seeing the sensitivity of this issue ï but to analyse how cybersecurity is framed by 

the Alliance. Contrary to our expectations, the organisation, through these three sources, does 

not strictly define its role in terms of cyberdefence and cybersecurity. The official documents 

present a flexible approach to cyberspace and ambiguity is maintained on what type of response 



 88 

to adopt in the event of a serious cyber event. Indeed, cyber retaliation is only thought possible 

in cases of an Article 5 incident and this is also not sure, since the Allies do not agree on the 

terms of what kind of incident could trigger such a reaction434. It is argued that this ambiguity 

(on the terms of such a reaction) identified by the three discourses offers greater leeway for 

NATO to act as a cybersecurity actor.  

 

Moreover, the political and technical level bring to light the fact that even though NATO 

remains an intergovernmental organisation committed to cyberdefence, it is undergoing a 

transformation process in order to adapt to this ñnew domainò (we have mentioned the NCIRC 

FOC, for instance, as well as the transition towards a brand new CSSL). The arguments 

analysed do not exclude the fact that NATO could become a security provider for the cyber 

domain, only that this possibility is currently unlikely. If at first sight, the discourse seems rather 

pessimistic, it is a rather positive process that is being depicted. ñNATOôs primary challenge is 

to decide the role it will play in the global cyber ecosystem, develop its capability to operate ï 

even in a cyber degraded environment ï and delineate responsibilities between the command 

structure and Member Statesò435. 

 

Finally, this chapter proved that the narratives on cybersecurity meet the two last features that 

allow to qualify a cybersecurity sector: NATO is a key actor of security (although other non-

military actors are identified) and its functions, structured around the concept of strategic 

ambiguity436, exceeds that of a traditional defensive alliance. Combined to the two units 

analysed in the previous chapter ï the referent and threat objects ï the narratives studied 

allowed to test the cybersecurity sectoral approach by applying it to the Alliance. If this sector 

does indeed overlap with other sectors such as the military, it is nevertheless a very singular 

and new kind of sector in light of its constitutive features. 

  

                                                 
434 LIFLÄNDER, Christian-Marc, « Interview at NATO HQ on NATOôs engagement in cybersecurity », op. cit. 
435 KLIMBURG, Alexander (dir.), National Cyber Security Framework Manual, op. cit., p. 189. 
436 « Defending the networks The NATO Policy on Cyber Defence », op. cit. 
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Conclusion 

Defining cybersecurity is a complex question, since there are currently many conflicting 

conceptions throughout the world437. Does the engagement of NATO in this domain mean that 

it is transforming into an enlarged security organisation? This is the viewpoint of NATO Deputy 

Secretary General Alexander Vershbow, who is renaming the organisation ñNATO 3.0ò438. In 

order to see if the post-Cold War Alliance can be qualified as such, the following steps were 

followed. 

 

The first chapter focuses on providing the elements necessary for a clear understanding of the 

subject. Given the very specific research question and hypothesis of the present thesis, it has 

been necessary to delineate concepts and provide a background approach of NATOôs evolution, 

as well as an overview of how cyberspace became a fashionable and topical issue in Security 

Politics. This section highlights the existing IRô theorisations on the transatlantic partnershipôs 

identity, leading us to opt for a theoretical basis and develop an adequate methodology. In this 

regard, it was decided to adopt the approach to security promoted by the Copenhagen School 

and analyse the cybersecurity sector following the speech-act theory. This included opting for 

a method of text analysis enabling us to study the units of analysis of the cybersector: content 

analysis. Given the nature of this research, it was interesting to seek the views and opinions of 

the persons directly concerned by cybersecurity and cyberdefence. Interviews of NATO 

personnel coupled with text analysis of NATO official documentation enabled us to proceed to 

the practical application of our theoretical framework. 

 

The second chapter focuses on the definition that NATO gives to cybersecurity through the 

narratives of our three primary sources: the political actors of cybersecurity, the technical 

experts of cybersecurity and the official documentation relative to cybersecurity. Each 

discourse reflects a different, yet close approach to what the referent objects and threats of 

cybersecurity are. The results drawn from this first part confirm the presence of a constellation 

of referent objects and threats in the narratives of the different sources. Overall, it is argued that 

the Alliance gives a rather large definition of what cybersecurity encompasses.  

 

The third chapter seeks to enquire about NATOôs acceptation of its mission in cybersecurity. 

The objective was to analyse the narratives of the exact same three sources as in the second 

                                                 
437 BENATAR, Marco, « Cyber óWarfareô: In Search of an Appropriate Legal Paradigm », op. cit. 
438 HERD, Graeme P., KRIENDLER, John, Understanding NATO in the 21st Century, op. cit. 
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chapter in order to investigate the last two constitutive units of the cybersecurity sector (the key 

actors and the functions of these actors) and to conclude on the degree of NATOôs role. We 

observed that it is indeed more limited than the definition given above, but that the organisation 

is perceived as a cybersecurity actor with functions reaching beyond traditional military 

defence.  

  

Paradoxically, NATO securitises a constellation of referent objects and constructs various 

threats in the new security environment that we have designated as the ñfifth battlefieldò, but 

this discourse on cybersecurity is far from the dominant mission the Alliance envisions for 

itself. In other words, even though the acceptation NATO has of cybersecurity is rather large, 

the organisation stresses its role as limited to cyberdefence. However, it has been argued that 

this is not the only mission the organisation envisions for itself. Indeed, in the discursive 

productions of the Alliance one can perceive the subtle evolution towards a larger acceptation 

of its role. This is mainly the case because the new security environment is requiring more than 

a purely military approach to the problem, thus extending beyond the strict framework of the 

military sector of security.  

 

Therefore, the hypothesis that NATO is mutating into an enlarged security organisation by 

approaching cybersecurity through a constellation of referent objects (ie. through the 

framework of the cybersecurity sector) is confirmed. In a nutshell, the Alliance can be seen as 

slowly undertaking its transformation into an enlarged security organisation. The constitutive 

units of the cybersecurity sector ï referent objects, threats, actors and their functions ï were 

identified in the narratives of the Alliance andé   

1. NATO presents a rather large acceptation of what cybersecurity encompasses, which is 

unveiled by the constellation of referent objects and threats;  

2. NATOôs role in relation to cybersecurity is expanding although this expansion remains 

very limited and is not officially promoted as such. 

One should however be careful with this assumption, because only the future evolution will tell 

us if the Alliance is ready to fully embrace its role as an enlarged security actor. However, it 

may also restrict its narrative and remain a forum of discussion mainly concerned with 

traditional military considerations (such as national security issues). It should also be noted that 

the lack of consensus inside the Alliance limits this evolution and that cyberspace has been 

securitised only recently, thus giving rise to a lot of uncertainty about the role that should be 

allocated to NATO. The Allianceôs identity is thus constantly transforming, it is not yet fixed, 

and its evolution greatly depends upon how it approaches the international system and its 
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security environment. ñNATOôs post-Cold War transformation is the most notable European 

example of a shift from a posture of collective defence to one that is increasingly closer to 

collective securityò439 

 

The present research research brings concrete added value. It can be seen as having made a 

practical application of the cybersecurityôs sectoral framework of Lene Hansen and Helen 

Nissenbaum, which is itself inspired by the Copenhagen Schoolôs approach to security. The 

content analysis proves the utility of investigating security discourses through this 

cybersecurity sector framework. In the same vein, a systematic comparative study of NATO 

member statesô position on the subject could be carried out in order to further deepen this line 

of thought. There are currently very few IR studies on cybersecurity and even less on NATOôs 

engagement in this ñfifth battlefieldò. Focusing on threat-perceptions in a qualitative policy-

oriented analysis of NATO and cybersecurity hence contributes to security studies and research 

by taking a new look at the topic. The realisation of the present thesis was, however, subject to 

many difficulties for it has been quite hard to access all relevant data and it took almost three 

months to schedule all the interviews. Indeed, most of the information was either classified or 

too sensitive to get access to. Also, a source suggested that the technical experts were also 

probably very occupied with the cyber incident handling of the Ukrainian crisis at the time of 

the completion of this thesis and their service undergoing a reorganisation as well. In addition, 

it was harder to schedule a meeting with the technical experts than it was with any of the 

political officials. But my aim was to write a thesis on the complex and intertwining issues of 

NATOôs identity via its engagement in cybersecurity and making it accessible to the layman 

and the IR specialist at the same time. From this point, only the future stance of the Alliance on 

cybersecurity will tell us if it has indeed become NATO 3.0. Ander Fogh Rasmussen announced 

that discussions on NATOôs future will be held at the summit to be hold on the 4th and 5th of 

September 2014440. 

 

  

                                                 
439 DANNREUTHER, Roland, International Security, op. cit., p. 243. 
440 « NATO Secretary General announces dates for 2014 Summit », NATO, available at: 

http://www.nato.int/cps/en/natolive/news_104982.htm (consulted: 10 April 2014). 
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Glossary 

Commercial Off-The-Shelf (COTS): term for goods available in the commercial marketplace 

that can be bought and used by anyone.  

 

Computer Emergency Response Team (CERT): unit composed of ICT specialists and aimed 

at handling computer incidents. 

 

Distributed Denial of Service (DDoS): an attack in cyberspace whereby the targeted system 

is made inaccessible or inoperable by generating a great amount of traffic on its servers or 

bandwidth.  

 

Espionage: employing any means possible to obtain confidential or secret information from an 

adversary. 

 

Hacking: the act of willingly accessing a computer system or network without authorisation.  

 

Hardware: the physical components that make-up a computer-system.  

 

Functional actors: are, according to the Copenhagen School of security studies, actors that 

influence the decision-making process in the field of security without being securitising actors 

or referent objects. 

 

Intersubjectivity: reality is conceived as neither objective, nor subjective but issued from the 

shared understandings of the actors. Security is also intersubjective for the Copenhagen School 

of security. 

 

Malware:  short for ñmalicious softwareò and is any kind of software that performs malicious 

activity on a system.   

 

Phishing: the act of trying to obtain confidential or personal information over the Internet under 

false pretences and is mostly done by luring the victim via e-mail.  

 

Referent object: the subjects that are existentially threatened by a particular issue.  

 

Sabotage: the act of willingly and deliberately destroying something or hindering an action to 

obstruct another.  

 

Self-referential practice: a concept used by Waever to explain how security is rendered 

possible through uttering the word ñsecurityò.   

 

Software: the non-physical part of a computer system or, in other words, any program running 

on a computer. 

 

Virus:  a type of malware, which copies itself into another file or program, but that does not 

have automatic replication capabilities and is, in general, never used alone. 
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