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Summary

With the introduction of cybersecurity in its 2010 Strategic concept and its 2011 Policy on
Cyber Defence, the North Atlantic Treaty Organisation (NATO)imgicitly introducedthis
aspecton the international agenda as an essential security issue. Since the creation of the
Internet in the late 1960s, cybersecurity graguaparkedp e o p | e 6 dor gomceérresr e s t
regarding the development of cyberspace activitidswever, it is only recentlythat this
complex field has been extensively analysed and debated by scholars, policy makers, think

tanks and international organisations.

The presenthesisargues thall A T Or@aisativeson cybersecurityarerepresenting someting
morethan a abstract buzzword: their content illustrates security practices constitutive of the
Al l i anceds i théistegatd)itisfarguedilzatthe tramsatlantic partnersight

be transforming into an enlarged security organisdtioough its engagement in cybersecurity.
To study this possibilitydiscursive practicesf differentNATO sources arexaminedhrough
content analysis.

Building on t he gpoacetadeaudtye the peseht staiyioésssheariew

that cybersecurityis theorised as a sixth sector of security, whi@mes particular referent
objectsthreats, key actorsf securityandthe specific functions performed by these active
argue that mapping t hese demdrstrageghatthe Aliamceis s i n

expanding the perigter of its security activities.
Following a thorough evaluation of the resuttistained the present research highlights that

NATO, through its cybersecurity speech astremodelling its identity and nharing into a

greater collectivesecui t y or gani sation without militaris
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Introduction

On the 18 of March 2014the NATO gpokesperson Oana Lungescu announced on the social
networking websitd witter that the Alliance had been hit layDistributed Denial of Service
(DDoS) attack This cyberattack was launched in the contexhef2014 Crimean crisisnd

was described ase of the most recent asdriousattacks on NATOEvents like these reveal

that g/berspacas a new developingand complex environment to manadat is sometimes

used as means of giag war. After differentcyberincidents such as the DDoS attacks on
Estonia in 2007 or th8§tuxnet worm in 2009, cyberspace began to be increasingly synonym of
cyberthreat landscape. This comprises activities that are potentially menacing the national
security of the states. Eisioned as a new security environment, cyberspace is also being highly
publicised. Discussions and questions relative to cybersecurity are not only relevant to
computer scientists alone anymore, since governments, private businesses, individuals and
many dher actors now have a direct interest in this issue. Not only is cyberspace seen as a
recent security challenge, it is also often advocatedithat advent of ithee Of i f
rise of cyberspace as a field of human endeavosrprobably nothindess than one of the

most significant developments in world history

With Information and Communication Technologies (ICT) and the rate of technological
change, states and people rely more and more on information technologies. Societies are
experiencig the age of information revolution, theretmaking cybersecuritya concern of
utmostimportance I n NATOO6Ss c a syerhistorly goesdack te thetendmofthei t s
Col d War peri od iwherethe®rgabhiSafofa® the emargepced a new d

security environment After the turn of the millennium, preoccupation relative to data
protection and cyberdefence became tangible on the part of the transatlantic partnership
members. The escalation of conflict in cyberspace in the Crimeanisraigood illustration

of NATOGO6s henceforth interest and concern fo
the organisation thus now deals with cyberattacks and poteyitiet conflicts The very first

2 CROFT, StuartHOwoRTH, Jolyon, TERRIFF, Terry, WEBBER, Mark,«<kNATOds Tr i phe Chal l enge
International Affairsvol.76, no.3, 2000, pp. 496518, available atttp://www.jstor.org/stable/2625951

(consulted: 1 July 2014).

3 KLIMBURG, Alexander(dir.), National Cyber Security Framework Many@hllin, NATO CCD

COE,2012,p. 194.

4 ERIKSSON JohanGIACOMELLO, Giampiero« The Information Revolution, Security, anatérnational

Relations: (IR) Relevant Theorys?International Political Science Reviewol.27, no.3, 2006, pp. 221

244,p. 222, available atttp://www.jstor.org/stable/204450%8onsulted: 6 April 2014).

5 DUNN CAVELTY, Myriam,CyberAl | i es: Strengths and Weaknesses of NAT
Posture Rochester, NYSocial Science Research Netwa2R12.




North Atlantic Council (NAC) meeting onybersecurity issues took place in December 2013,
demonstrating the importancenferredto what has been qualified as an emerging threat by
the Alliancé.

In light of the growing importance of cyberspace, and based on the fact that NATO remains the
major security organisation in Europe responsible for defence and hard security, it seemed

i nteresting to expound on NATOO0s invol vement
Hence, he aimof this research is to analyse how one of the most studi@shisggions in the

worl d addresses this much discussed subject
cyberspace has existed for many years, its extensive and systematic analysis in the academic
world has risen recentlyThis research aims to coturite to the deepening and broadening of

our knowl edge oin thidgodcihoddeomain.dviamy tgrieyt ageas remain in the

study of these fields and there is an absence of unanimous definitions of cyberspace and roles
herein. For more than 20 yearsmdhe defence alliance has transformed in order to adapt to

the evolving security environment, including the cyeewrironmen?. According to many

scholars, NATO has expanded its mission further than just collective defence by integrating
collective secuty into its sphere of responsibility What is then the statu
with regard to this current security environment? How is the Alliance dealing with
cybersecurity issues, what is it stance towards its role in this domain? Is the orgatasarnig

on more and more responsibilities, gradually expanding its mission? All these preliminary
qguestions and thoughts led us to formulate a research question that would depict the

transatlantic partnershipbs vision of cybers

Whilst addressig cyberdefence, is NATO transforming into an enlarged security

organisation or is it rather advocating a militarisation of cybersecurity?

This questions twofold. ltent ai | s t o understand NA&G®@éls perc

as the conception adfs mission in this domain. How the Alliance sees itself and the role it

6 SMITH, Juliannex NATO Must Get More Serious on Cyber SecusitfChatham Houses February 2014,
available athttp://www.chathamhouse.org/media/comment/view/197286sulted: 10 April 2014).

" KALLBERG, Jan,THURAISINGHAM, Bhavani« Towards Cyber Operations The New Role of Academic Cyber
Security Resarch and Educatior) Proceedings from the 2012 IEEE International Conference on Intelligence
and Security Informatics (ISI1 201,2012, p. 4, available atttp://works.bepress.com/jan_kallbergé®nsulted:

12 May 2014).

8 « Active Engagement, Modern Defenc8trategic Concept for the Defence and Security of the Members of
the NorthAtlantic Treaty Organisation adopted by Heads of State and Government in kidBAmQ, available
at: http://www.nato.int/cps/en/natolive/official _texts 68580.ltansulted: 6 April 2014).

9 DANNREUTHER, Roland International SecurityThe Contemporary Agend@ambridge Polity, 2013,p. 125.
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should play provides means for understanding a large part of the formation of its identity. The
research question is connead t o owur theoretical framewor |
approach to securityfurther developed below)yandbased orthe methodology otontent

analysis | n ddenétids, need to be articulated in language to have political and analytical
presencé'’. The potential enlargement of NATO will thus Sidiedthrough its discursive
productions and narratives on cybersecurfitye selectedheoreticalapproachencompasses

discursive constructions on cybersecurdty a successful speech aehich providesan
understanding of what cyber menaces are @hahom they theatert'. In other words,

anal ysing NATO6s particular way of framing

answeringhe abovementionedesearch question.

To carry out this research, it is argued that cybersecurity constitutes a new seclwoitasect
theorised by proponents of the Copenhagen School of security studies: Lene Hansen and Helen
Nissenbaurf. The impact of the information revolution on security is not very much discussed,

s i n geeeraliy, past research on this topic has been idiogyrecand policy oriented, with

little or no effort made to apply or develop the®ddy Ex pl or i ng N&AIFVIOOS po s
cybersecurity through the application of the
will, in turn, enable us to enquire abé N A T Oadbreception aneé identity. The aim of this

research is thus not to explain heyberspace has been secseit, but our objective rather

consists iri with regard to the argument of Lene Hansen and Helen Nisseribaomsidering
cybersecurityas new sector with its own discursive productidiss led us to hypothesise that

the Alliance is expanding its mission beyond purely military concerns by approaching
cybersecurity through a constellation of referent objecis. a characteristic featuref the
cybersecurity sectar)This hypothesis constitutes an anticipated response to our research

guestion.

The theoretical framework and the methodology will be further elaborated upon in the first

chapter. However, it is necessary to mentionabastdy will adopt a very practical approach

10BuzaN, Barry, WAEVER, Ole, DE WILDE, Jaap Security. A New Framework for Analydi®ndon, Lynne
Rienner Publisherq,998,p. 21.

11 BuzaN, Barry, WEVER, Ole,Regions and Powers: The Structure otmational

Security Cambridge Cambridge University Presgp03,p. 491.

12HANSEN, Lene,NISSENBAUM, Helen,« Digital Disaster, Cyber Security, and the Copenhagen School
International Studies Quateriyno.53,2009,pp. 11551175,p. 1156, available at:
http://www.nyu.edu/projects/nissenbaum/papers/digital%20disastécqusulted: 23 September 2013).

13 ERIKSSON, JohanGIACOMELLO, Giampiero« Introduction. Closing the gap between international relations
theory and studies of digitalge security, in GiampierdERIKSSON, GiampieroGIACOMELLO (dir.),

International Relations and Security in the Digital Abkew York, Routledge2007, pp. 129,p. 2.




based orNATO official documentation and NATO personnel intervieWtss important to
underline that ecess to information relative to cybersecurity and cyberdefence is being highly
proteced and often kept secrdthis is why this thesiaecessitated the combination of textual
and oral sources in order to extract enough material and relevant data for this alagysis.
argued that an empiricapproactof NATO speeches and documents through content amalys

is indispensable and that this technique can be applied to a myriad of $b(feesbjective

here is mainly to deepehe existing knowledgen the transatlantic partnership through its
cyberthreat and cybersecurity representations. The research is intendesbphytes and

International Relations (IR) specialists alike.

In order to cover the subject of this thesis efficiently and analyti¢h#yesearch question was
constructed followinghe scientific approach described by Quivy and Van Campeitiou

applied the essential stefisey describedo write awell-developed research question in

political sciences. First of all, clarity is the first feature of the scientific issue to be focused on,

for the questioning is precise, unequivocal and concise:am¢ o understand the evolution of
NATO6s identity with regard to cybersecurity
defined problematisation by avoiding ambiguous and obscure conclusions. Secondly, the
research question is feasible as theetand resources required to empirically address the topic

were materially, personally and technically available. Ind&&8TO headquarters and the
Supreme Headquarters Allied Powers Europe (SHA®EDoth located inBelgium, which

facilitated the inten@w process. Most of the sources needed for the analysis were available on

the Internet or inthe libraries Lastly, the question is pertinent since the aim here is not to make

a descriptive account of NATOOG s ecurtlygbattathdry and

to critically analyse and teathypothesis in a coherent scientific way.

The first chapter aims to provide the reader with a better understanding of the definitions,
theories and methodology necessary for the comprehension dfig¢kis. The framework of
analysis laid out in this part will serve for the empirical testing of our hypothestbis
researcha state of the art will be carried ouwill first outline the contextual elements relative

t o NAT OGold Wareewlutio and explain how the Alliance gradually seized the issue

of cybersecurity and envisioned it as an area of utmost concern in the context of its new security

environmentSecond, w deemed also necessaryetplain the ins and outs of cyberspaae

4 WEBER, RobertPhilip, Basic Content Analysi€nd ed.London,Sage Publicationd,990,p. 5.
15 Quivy, Raymond¥ AN CAMPENHOUDT, Luc, Manuel de recherche en sciences
sociales Paris,Dunod,2006,p. 28.



the sulsequent eglanations will be based on relatingnceptsThird, a literature review will

be conducted, which wil | f o c usCold Wwar idéngty. k ey |
Further to the state of the art, the second section will expose the cordithéd@ses by
outlining the chosen theoretical framewor k ¢
approach, cybersecurity will then be identified as a new sector of security before concluding on

the limitation of this approach. The last sectionukeEs on the the methodology adopted:

content analysis will be briefly discussed, the indicators for this research detailed and the

empirical material shall be explained.

Thesecond hapter will analyse NATOOs condaadpt i on
recommended by the Alliance in terms of cybersecurity will be closely examined. In order to
do so,contentanalysisof our sourcesvill be carried out. The typology to be followed will be
organised according to the different types of sources analdadt subpart will focus othe

official documentatiof the Alliance, whichs available to the public and can be found online;

a second subpart will rely on interviews of NATO officials from the Emerging Security
Challenges Division (ESCEP, a bodyconcerned with the strategic and political implications

of cybermenaces; another part will see through (again) a numbeipefrgon interviews what

the discourse of the technical experts from the NATO Incident Response Capability (NCIRC)
and from the NAD Communication and Information Agency (NCI Agency) is; the last
subsection will draw the conclusions and rediutisn this first chapter, learthhe main lessons.
Analysing these different categories of narratives will provide the reader with a glohataver

of how NATO, through its different communication means and components, conceives what

cybersecurity should be.

The third chapter studies how NATO perceives its role in the domain of cybersdourity
empirically testing throughcontent analysis. Theobjective is to understantiow the
conceptios of what cybersecurity should be (chapter 2) asfdwhat implication the
organisation should have in this field (chapter 3) differ. This section will be organised in an
identical manner as the previous chateofar as it will be structured accorditgthe four
samesubparts key official documentation, politicetrategic sources, the point of view of
technical cybeexpertsand lastly, the results obtained and outcomes of this typology. The

reason behind th decision is to provide a coherent framework of analysis and develop a

16 « International Staff, NATO, available athttp://www.nato.int/cps/en/natolive/topics_58110.lftonsulted:
7 April2014).1 n NATO6s <civilian structure, the ESCD is a diyv
body facilitating the political consultation process.




defensible |ine of reasoning to assist the r

| conclude my thesiby drawingthe teachings of the analysis made in the previous parts and

by comparing how the NAT@®@echnicalexpert, NATO politicestrategicand official NATO

discourses frame cybersecurithe results will be presentedarsummary tablelhis two-step
questioningt he conception of what cybersecuirity I
all ows drawing conclusions on NATOG6s relatio
the organisationds enl argement abdestacosceideur i t vy
on the testing of our hypothesis. In essence, this thesis is thus constructed in such a way that it

respects the guidelines outlined by the research question and the hypothesis.



1 Methodological and theoretical framework

For a proper ungtstanding of the topic and concepts addressed in this research, this chapter
first showcases a state of the art of scholarly contributions on cybersecurity, an overview of
NATOG6s transformation and a di scusfamework on t h
will be developed in the second subpart of this chapter. Finally, to conclude this chapter, the

methodology applied will be detailed and its suitability discussed.
1.1 State of the art

A brief historical overview and analysis of the main develogmehthis organisation will be

carried out in order tgrasp the gist of its experience and evolution. Afterwards, an explanation

of how cyberspace gained in importance will be discussed, focusing on ICT development and

the increasing interconnectedndsattprovided NATO with a reason to take cybersecurity and
cyberdefence into consideration. Finally, amdipor t o any analysis of
cybersecurityit is important to focus on its identity, on the norms and values behind this
institution. This aspecthasnf ort unately been | ess studied t
making, but is nevertheless a highly debated topic. For the proper understanding of this work,

it is hence important to expose the main contributions that have been made o0 SATO d e nt i t
in the postCold War era and see how differently this identity is being conceived and theorised

among IR theorists.

1.11Contextualising NATO"s transfor mat:i

NATOO6s cr e adriginates frormthe bipofa®context dfet Cold Ward confrontation

between the two world superpowers, the United States and the Soviet Union. In its wake, in
1955, the Warsaw Pact was created by the USS
entities institutionalised and systematiseddbeflict between the two blocks. In other words,

these organisations were military alliances of nations, sharing a mutual perception of threats

and military actionTheir primary objectives were to serve as a shield from the enemy, as well

as to oppose eh other. The end of the Cold War with the fall of the Berlin Wall, the
reunification of Germany and the dissolution of the Soviet Union should have meant the
disbanding of NATO. For many scholars, the transatlantic partnership should never have been
exterded but dissolved just like the Warsaw Paas in 199%1’. The disintegration of NATO

17 HUNKER, Jeffrey,« NATO and cyber security, in Graeme PHERD, JohnKRIENDLER (dir.), Understanding
NATO in the 21st Century: Alliance Strategies, Security and Global Govesrdew York, Routledge2013,
p. 288,p. 89.



as predicted by many scholars such as Mearsheimer or Walt however never &tcurred

After the Cold War, due to the collapse of its enéntiye Soviet Uniori NATO lost its main

r ai s o nitsdidsioh, puepose and legitimacy that served as a basis for the Alliance. As a
matter of fact, the dissipation of the Soviet thiie#lie glue that held allies togethedid not

prevent the advent of a multipolar world in which N& had its own role to play. Two
approaches were possible: either the organisation remained the same and unable to cope
adequately with a number of new security issues, or it had to adapt and find a new place in this
world of rapid changes. This is how tbganisation chose to undergo the complex process of
redefining its tasks and missions. |t became
answer:fiNATO, which may have formed initially as an alliance with the expectation that it
would be tempary, but seems to have become a collective security system with an expectation
of performance!®. Hence, NATO carried out internal reforms and tried to adapt to a new

international environment.

The Rome Summit of November 1991 saw the adoption ofAthel i ancedés New S
Concept that redefined the political objectives of the organisation and institutionalised the
transatlantic partnershifi. Prior to this document, the Strategic Concepts were mainly
composed of classified texts that dealt only waititary strategy’. From that perspective, the
creation of a public and new Strategic Concept was a strong statement of how NATO
envisioned its new role in the evolving security environment:

But what is new is that, with the radical changes in the secusituation, the

opportunities for achieving Alliance objectives through political means are greater than

ever before. It is now possible to draw all the consequences from the fact that security

and stability have political, economic, social, and environt@leclements as well as the

indispensable defence dimension. Managing the diversity of challenges facing the
Alliance requires a broad approach to secuitty

18 MEARSHEIMER, John J.« Back to the Future: Instability in Europe after the Cold Wanternational

Security vol.15, no.1, 1990, pp. 557,p. 52, available at:
http://www.jstor.org/discover/10.23/2538981?uid=3737592&uid=2129&uid=2&uid=70&uid=4&sid=211038
84375543 consulted: 30 March 2014YALT, Stephen M.« Why alliances endure or collapse

Survival vol.39, no.1, 1997, pp. 156179,p. 167, available at:
http://www.tandfonline.com/doi/abs/10.1080/0039633970844Z60dsulted: 30 March 2014).

19 WENDT, AlexanderSocial Theory of International Politic€ambridge Cambridge University

Press2003,p. 302.

20 CROFT, Stuart HOWORTH, Jolyon, TERRIFF, Terry, WEBBER, Mark, <NAT O06s Tr i ph@.ciChal | enge
p.496.

21 NECAS, Pavel,TEREM, Peter KELEMEN, Miroslav, « From Washington to Lisbon: A new NATO strategic
concept», Obrana a strategievol.9, no.2, 2009, pp. 4860, p. 50, available at:
http://www.defenceandstrategy.eu/redakce/tisk.php?lanG=en&clanek=38821&slozka=17481&xsekce=37970&
(consulted: 31 March 2014).

2«The Alliance6s NgNATGE Nowemieegloal, a@iahleat p t
http://www.nato.int/cps/en/natolive/official_texts 23847.l{tansulted: 30 March 2014).




This enlarged security agenda was a first for NATO. The organisation started to take into
accounmnew t hreats and flpxibiatyntmrefldct forther deeeto@mentsiintiee i
politico-military environmeri 2 even though its core values defending freedom and
safeguarding securifyremained identical. The Strategic Concept was revisedeigity years

later, in 1999, in order to continue the redefinition of its new essence and tasks. This was
facilitated by the rapidly changing international context, which allowed for greater involvement
of NATO in its periphery through, for example, peaaghing operations or new partnerships.
Instability arising from the dissolution of the Soviet Union, with the proliferation of Weapons
of Mass Destruction (WMD) for instance, and the war in Kosovo had precipitated the adaptation
of its agend#. However, tie changes did not reflect a whole different perspective as collective
defence stildl remained at the core of the Al

By the beginning of the 1century, the Alliance had thus transformed into a political
bureaucratic interface, a camativesecurity structure, in search of a new international role in
the postCold War world®. However, the turn of the century also brought new threats to the
fore that were addressed during the f@d®fransf o
The detaration issued thereafter, conceived in a {88%1 environment, mainly focused on the
terrorist menace and WMD The terrorist attacks worked as a catalyst for the involvement of
NATO in new partnerships, as well as in a broad range of operations andengws of
security. The Alliance adapted its narrative on security to its new concerns: the focus was
further placed on the institutionalisation of collective security and crisis management. Scholars
are investigating if these dramatic events may or n@yhave induced a paradigm shift for
NATO?. Furthermore, it was also the very first time that cybersecurity was being formally

addressed as a policy concern and laid down in an official NATO doctfinent

Four years after this first written statement, thgaRSummit of 2006 called for the

improvement on information systems. It was a very simple statement reiterating a newborn

23 |bid.

%«The Alli ance 0 s»NATQ 2 Amilglo9e, av@ilmbiecake p t
http://www.nato.int/cps/en/natolive/official_texts 27433.lftansuted: 31 March 2014).

2 « North Atlantic Treaty Organization (NATO): NATO in the pg3bld War era», Encyclopedia Britannica
available athttp://www.britannica.com/EBchecked/topic/418982/Nektitantic-TreatyOrganization
NATO/218592/NATQin-the-postCold-War-era(consulted: 31 March 2014).

26 « Déclaration du Sommet de PragyéNATQ, 30 January 2008, available at:
http://www.nato.int/docu/pr/2002/p@R27f.htm(consulted: 31 March 2014).

2TNATO, Active Engagement, Modern Defence: Strategic Concept for the Defence and Security of the Members
of the North AtlanticTreaty Organisation20 November 2010.

28 HALLAMS, Ellen,RATTI, Luca,ZYLA, Ben,NATO beyond 9/4: The Transformation of the Atlantic
Alliance, Palgrave Macmillan2013.

2 pyHL, Detlef, « EU-NATO: What complementaritiess?




concerd®. The wakeup call to look at this new issue was experienced in 2007 with BleS
cyberattack on Es ¢iostitutianéd @ NATO mémber state) ahd ther 2008 a t
war in Georgia where cyber means were used as a major component for wadind ear
Defence Ministers of NATO member states agreed that these events reflected a sense of
ur gency n speefe obs forthe Alilmgee dis well as the implementation of a number

of new measures aimed at improving protection against cyber attacKie 2008 Lisbon
Summit defined the lines of action to be pursued taking into account the increased costs and

damages induckby the frequent cyberattacks.

Everything went on very fast after 20@008. The Alliance became wary of its nexsezurity
environment and begun to centralise its networks by coordinating activities at NATO
headquarters and signimgemorandaof undersanding with its nember states to implement
cybedefence measurés. In this dynamic, a training centre in Tallinn, Estoiiiathe
Cooperative Cyber Defence Centre of Excellence (CCD GQ#s created in 2008 based on

a decision by the Allied Command Transf@tion (ACT).We shall analyse the CCD COE in

the following chapters. The revelation in 2009 of the comptamputer malware called the
AStuxneto was another cause of deep concern
Group of Expertsié. scholars that were commissioned by the CCDCOE to write the Tallinn
Manual on the International Law Applicable to Cyber Warfare) defined it as a serious incident
that could have triggered an international armed conflicAll these events led to the

elaboratim of an increased political and global strategic policy.

The 2010 Strategic Concept was however a historic landmark as for the first time it included
the notion of icyber o i r® Iathis doouménta sosperfitivee d s t
security andrisis management were deemed equally important as collective defence and it was
mentioned thathe organisation would defend against the emerging security challenges if they
threaten the security of its Alli&s cyberincidents are considered to be pafrthese threats.

Subsequently, a Cyber Defence Policy and an Action Plan relating to it were adopted in June

30 |bid.

31 « NATO and cyber defence, NATQ, available athttp://www.nato.int/cps/en/natolive/topics _78170.htm

(consulted: 5 April 2014).

32 bid.

33SHEA, Jamiexl nt er vi ew at NATO HQ on NAT»06s engagement in
34 International Group of Expertallinn Manual on the International Law Applicable to Cyber

Warfare Cambridge2013,p. 84.

35 « Active Engagement, ModeiDefence- Strategic Concept for the Defence and Security of the Members of

the North Atlantic Treaty Organisation adopted by Heads of State and Government inx,ispaait.

36 |bid.
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2011, wAll BATE btryctures will be brought under centralised cyber protection to deal
with the vast array of cyber threats it currentlgés, integrating these defensive requirements
into the NATO Defence Planning ProogsBor NATO, the most recent achievements in
cyberdefence were the creation of Rapid Reaction Te&RS)(in charge of responding in the
event of an attack and the verystimeeting of NATO Defence ministers entirely dedicated to
cyberdefenc¥.

This first section argued that NATOO6s evol
increased role conception and threat perception. In this context, its last Strategic Concept i
considered as having strengthened NATOO0OsS na
perception as a collective and cooperative security organisation. There are also objections to
this affirmation, sincdithe Alliance remains both in reality and ihet minds of most of its

member states (especially the newer ones) in esseitmay geared to (é)
defensé®. So has NATO become a global security acto? yiégte degree of this enlargement

will be analysed through the lens of its engagement lrersgcurity, an emblematic issue of
these new Athreatso and the current object o
first touch upon the link between cyberspace and cybersecurity and the current state of these

notions.

1.1.2 From cyberspac#o cybersecurity

Cyberspace is an integral part of the security landscape nowadays. In this context, it has become
difficult to avoid making use of IT tools and services. Technology has facilitated
communication like never before and allowed for greatemectivity®. As a consequence,

security issues and concerns surrounding this increasing network interdependence and
cyberspace expansion also emerge around the world. As mentioned earlier, NATO is one
organisation among many others to be proactivelyligbin cybersecurity. The prominent

place occupied by cyberspace and the development of cybersecurity as a top priority have
gathered great attention, triggered very different reactions. They bear questions that need to be
tackled for a more comprehensiven d er st andi ng of NATO6s funct
this field.

37« NATO and cyber defence, op. cit.

% HowoRTH, Jolyon,« NATO and ESDP: Institutional Complexities and Political RealitigRolitique
étrangére vol.Hors série, ndb, 2010, pp. 95106,p. 12, available at:
http://www.cairn.info/artick.php?ID_ARTICLE=PE HS3 0096onsulted: 29 March 2014).

39 DEIBERT, Ronald,RoHOzINSKI, Rafal,« Liberation vs. control: the future of cyberspagdournal of
Democracyvol.21, no.4, 2010, pp. 4157, p. 44, available at:
http://www.journalofdemocracy.org/articles/gratis/Rohozir&ki4.pdf (consulted: 25 January 2014).

11



Pointing this out necessitates making sense of the concept of cyberspace and what lies behind

it. This is however not an easy taskcording to Ronald Deibert, director of the Canaeatt:

for Global Security Studies, cyberspace is a major policy field and o strategic
communications environment in which we all dithe Nevertheless, the cyberspace is still
conceived as an ambiguous and controverted concept. Historicallyhd rovelist William

Gi bson who first c o et time this nedlogisnmdid inat seéenhte 1 9 8
be much of a linguistic breakthrough. Yet, it is now deeply rooted in the general popular
vocabulary and political discourse. If there israay amount of debate about the nature of
cyberspace and its adjoining security implications, it is also because theenybenment is

an interdisciplinary fieldThe nature of the topic necessitates taking into account different
facets of the cybgshenomenon as it can be analysed by and brings together several academic
disciplines such as Information Technology (IT) security, IR theory, economyT aking
cyberspace or cybersecurity thus means addressing tangithg and often crossutting issues

such as technical change and national security. This is also true for NATO. It is thus
understandabl e that the prefix Acybero may s

laymen, especially seeing the technical jargon that refers to it.

Until recently, in the IR discipline, there have been few theoretical productions on
cybersecurity, cyberspace and IT in general. Overall, the number of contributions in these fields
has significantly increased since a few dec&d&¥e are not claiming that tee topics have

never been discussed, but that they have drawn a great amount of interest lately. It can be argued
that the technology boom of the 19906s prec
cyberspace asthe cyber domain is both a newdaa volatile manmade environment?,
perceived asulnerable and potentially harmful or threateniRgr Leon Panetta, the former
Director of the Central Intelligence Agency (CIA) and current US Secretary of Defence,
cyberthreats are very real. In the fpgears, Mr. Panetta has repeatedly warned about the
possi bidybetPgarl dldrboid®. If iT security threats are evident for many actors and
usually popularised by mainstream media coverage, others find that there is no real danger in

40 DEIBERT, Ronald .« Militarizing Cyberspace>, MIT Technology Reviev22 June 2010, available at:
http://www.technologyreview.com/notebook/419458/militariziyperspace(consulted: 16 April 2014).

41 ERIKSSON JohanGIACOMELLO, Giampiero, «The Information Revolution, Security, and International
Relations», op. cit., p.223.

42 DEIBERT, Ronald J.RoHOZzINSKI, Rafal, CRETENISHIHATA, Masashi« Cyclones in cyberspace: Information
shaping and denial in the 2008 RusS§aorgia war, Security Dialogugevol.43, no.1,2012, pp. 824,p. 42,
available athttp://sdi.sagepub.com/content/43/{¢®nsulted: 6 April 2014).

43NYE, Joseph« Cyber power, Belfer Centefor Science and International Affairg010, p. 24p. 1, available
at: http://belfercenter.ksg.harvard.edu/files/cyipemwer.pdf(consulted: 18 March 2014).

4 BERNARD, Philippe.«Wa s hi ngt on veut ®vi t»eld Febrmary@0l3, availableRte ar | Har b
http://www.lemonde.fr/ameriques/article/2013/02/13/washingteuteviterun-cyberpeart

harbor_1831869 3222.htrifdonsulted: 17 April 2014).
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cyberspace. Bponents of this argument draw attentiorthe fielusive and unsubstantiated
nature of cyber threadé®. Obviously, the Alliance does not belong to the latter category since

NATO elaborates cyberdefence and cybersecurity policies.

For Hansen and Nissenbaumy b e r s e @ gondeyit that arrsved fon the peSold War
agenda in response to a mixture of technological innovations and changing geopolitical
conditiong. In this regard, one of the first and most powerful political move worldwide in
this field wa brought about by the United States of America (USA) in the aftermath of the
September 2001 terrorists attacks with the formulation of its National Strategy to Secure
Cyberspace. This document produced by the Department of Homeland Secsriffigially
released in 2003 and assetitat, in view of protectinghe Nation,«the purpose of this
document is to engage and empower Americans to secure the portions of cybst’sBinee

then, many countries in Europe and in the world have developed Natighat Security
Strategies. Currenth85 countriesare listed as having elaborated and made available to the
public (or in the process of doing so) such a docuffiefihe most recent publication was the
document produced by Belgium in 2014. It is along ttesee lines that, today, cyberspace
and cybersecurity are deeply recognised in the strategic doctrine of the Alliance. For Myriam
Dunn-Cavelty, the cybersecurity phenomenon is wesliablished in our societies

Whether the damage inflicted by cyberattaégksbecoming more frequent, more
organized, and more costly or if our perception has merely changed is unimpadtant.
outcome is clear: cyberttcks are considered one of the top security threats and have
been anchored firmly in national stratedgcuments all over the woffti

As a new security environmerlyberspace isometimeseferred to as war-fighting domain.

Of course, this designation is not universally popular but is pertinent for this research. Indeed,
NATO SecretaryGeneral Anders Ffgh Rasmi s s en e X p it &5 ficc exafjgeratiorato A
state that cyber attacks have become a new form of permanesévievwvarfaré® and the
Tallinn Manual, ordered by NATO CCD COE, was written with the purpose of codifying the

laws applicable in casd a war in cyberspace. Originally, wars were waged on land and at sea,

45 CAVELTY, Myriam Dunn,CyberSecurity and Threat Politics: US Efforts to Secure the Information New
York, Routledge2007,p. 8.

46 HANSEN, Lene,NISSENBAUM, Helen, «Digital Disaster, Cyber Security, and the Copenhagen School
op.cit., p.1155.

47 « The National Strategy to Secure Cyberspade¢S-CERT, February 2003, available dittps://www.us
cert.gov/sites/defult/files/publications/cyberspace_strategy.fmtinsulted: 14 March 2014).

48 « National Cyber Security Strategies in the World@ February 2013, available at:
http://www.enisa.europa.eu/activities/Resilierzzet ClIP/nationaicybersecuritystrategiesicsss/national
cybersecuritystrategiesin-the-world (consulted: 16 April 2014).

49 DUNN CAVELTY, Myriam, CybetrAllies, op. cit.

50 « Meeting Future Challenges Togethé&peech by NATO Secretary General Anders Fogh Rasmussen at the
Bucharest University, NATO, 7 May 2010, available at:
http://www.nato.int/cps/en/natolive/opinions_63307.litonsulted: 17 Apk2014).
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but today things have changed. With technology (such as the invention of aviation) came air
and space, a ncyberspace lmecame so wital tolthe viighters it was declared

a domain. It is a global domaift. It is in this regard that this thesis addresses the engagement
of NATO in cybersecurity byeferring to cyberspace as the fifth domaitme fifth battlefield

i from which threats are emanatinig current debates howeyéunderstanding how the cyber
domain does or does not integrate into the domains of land, air, sea and space is a persistent
challenge”?.

If the rhetoric on cyberwar is often exaggerated, cyberspace still has been an important feature
of some conflictssuch as in the Russ@eorgia conflict®. Concerning NATO, one of the most

cited casestudy is the Estonian one. The attacks were launched in Tallinn in 2007 after the
Estonian government decided to move a statue from the Swaigepresenting a Russian
soldier. The DDoS attack prevented the online access to government services, banking
institutions and many other services, thus obstructing the functioning of the state. To date, the
perpetrators of the attack are not known although it is assumed by nadystathat the attack

might have originated from the Russian government or patriotic hackers. Estonia, being a
NATO member state, called on the Alliance to repel the attaltks following these events

that NATO symbolically established the CCD COE iallifin in May 2008. According to

Marco Benatar, most of theyber incidentgeported to date have not been associated to a
cyberwarfare paradigm at all (unless for the Stuxnet case), but were rather associated to illegal
cybercrime perpetratiod. However,fialthough it is true that there have been no massive
electronic Pearl Harbors, there have been major acts of cyber warfare worldwide that arguably

are beginning to have major consequeiicés

For Bruce Schneier, an expert in the field of IT security,daisgerous to frame the discussions
on cybersecurity in terms of war because it implies that the military definition of cyberspace is
being extended, ultimately feeding our fears and taking over seéu@gpberwaris however

51 ANDRESS JasonWINTERFIELD, Steve Cyber Warfare: Techniques, Tactics and Tools for Security

Practitioners Elsevier.,Waltham,2011,p. 26.

52KLIMBURG, Alexander(dir.), National Cyber Security Framework Manuap. cit., p. 147.

53 DEIBERT, Ronald J.RoHozINSKI, Rafal,CRETENISHIHATA, Masashi, <yclones in cyberspace: Information

shaping and denial in the 2008 Rug&aorgia war», op. Cit.

54 DEIBERT, Ronald J.« The Virtual Absence of Malice: Cyber Security and Threat Polititsternational

Studies Reviewol.11, no.2,2009, pp. 378375,p. 374, available at:
http://onlinelibrary.wiley.com/doi/10.1111/j.1468186.2009.00857.x/abstraconsulted: 6 April 2014).

S5SBENATAR, Marco,.«Cy ber éWarfare6: I n Search. of an Appropri at e
56 DEIBERT, Ronald J., &he Virtual Absence of Malice: Cyber Security and Threat Politiop. cit., p. 374.

57 SCHNEIER, Bruce«Thr eat of d&écyber wa » @July 2040, dvalable athugel y hyped
http://edition.cnn.com/2010/OPINION/07/07fswier.cyberwar.hypedtonsulted: 17 April 2014).
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not the focus of this thesis and we will not digress from the connecting thread of the research
but , neverthel ess, Schneierds postul ate <can
cyberspace in terms of threats can lead to a militasisati cybersecurity discussions. This is

exactly what Myriam Dunn Caveltya prominent IR specialist of cybersecuritglvocate¥.

Security politics have given much attention to cyberspace as a potentially dangerous
environment. We explained above thasttiend became noticeable with the technology boom

of the | ate 199006s. However, this is not the
after the end of the Cold War. This new security environment has also influenced and shaped

IR theorieson NAO6s i dentity. Now that the emer gen:t
conceptualisations have been touched upon, a
essential to review how the Alliance, as an international organisation, has been pergeived b

the main IR theories.

1.13Li terature review on-ColdWabDeras i dent it

Cybersecurity and the transformation of NATO into a collective security organisation have both
developed during the pe&old War period. In order to go further andlanas e t he Al | i &
enlargement and perspective on cybersecurity, it is also essential to analyse moamnthe

pol it i c atheoriesassesstheerédsfinition by NATO of its tasks and missions with

regard to new notraditional threats. These discumss are organised around the different
conceptualisations that the IR schools of thought have ablestand identities of international

organisations

The 19906s are not only relevant to this the
cybersp@ce and international security, but also because former IR theories failed to provide the
necessary or satisfying tools for the analysis of international organisations. Indeed, prior to the

end of Cold War, the prevailing theoretical approaches were maialgm (after the end of

the Second World War) and neealism (during the Cold War). For realists, Westphalian and
sovereign states are the only significant international aCtovsccordingly, international
organisations are not expected to possesgiamtity on their own. NATO was hence not
considered to be a gl obal pl ayer, but merely
states were, for their part, central to the study of IR. However, if realist theories were very

popular after the endfahe Second World War, it was not sufficient for the study of

58 DUNN CAVELTY, Myriam, « The Militarisation of Cybespace: Why Less May Be Betterp. 142.
59 TELO, Mario, International Relations: A EuropeareBspective: A European Perspectif@rnhamAshgate
Publishing Limited 2009,p. 36.

15



international organisations. With the emergence of the Cold War, thesakst school of

thought rapidly superseded realism. However, this theory encountered problems as it failed to
explainthe end of the Cold War conflict. Moreover, this school saw the multiplication of
international organisations and alliances mainly as the product of the bipolafSwdid,

NATO which as a military alliance that had been expected to be dissolved @ustdiWarsaw

Pact), and replaced by the Organisation for Security andp@mtion in Europe (OSCE),
remained in place. The Allianceds adaptati or
neorealism was gradually called into quesfibnAs a consequencédentity was redefined

according to new standards.

So the posCold War period saw the apparition of new theories, better fitted to the study of
international organisations. Constructivism proposed an alternative to the neorealist dominant
theoryoff R wi t h Al exander Wendtds exploration of
states are still perceived as the dominant actors of the international system, but they are now
described as social constructions establishing collective security sY5tBIATO is oneof

t hese systems. As such, NATOOG s coll ective
internationalisation of political authority, which is to say through the joint control of vidience

In the same vein, Karl Deutsch also greatly contributethéounderstanding of collective
identities with his concept -certrisni Beeclaimadihaty Con
a group of people could become integrated into a community in order to avéfd\NVaFO is

thus envisioned here as a pluralig@curity community, a community of shared values. This

argument marked the advent of a regional dimension to security $tudies

Closely rel ated t o Deut seKlndpsper & pl avoatki oo mt
constructivist and liberal research agendaddress international organisations. His liberal

institutionalist view sees NATO as a very integrated and institutionalised security community

80 See for instanceMEARSHEIMER John J., 8ack to the Future: Instability in Europe after the Cold War
op.cit.

61 ERIkSSON JohanGIACOMELLO, Giampiero, «The Information Revolution, Security, and International
Relations», op. cit., p.223.

52\WENDT, Alexander Social Theory of International Politicep. cit., p. 301.

53 WENDT, Alexander « Collective identity formation and the international stat&€he American Political
Science Reviewol.88, no.2, 1994, pp. 384392,p. 392, available at:
http://search.proguest.com.ezproxy.ulb.ac.be/docview/214430686/abstract?accountidedidSited: 30
March 2014).

64 DEUTSCH Karl, BURREL, SidneyKAHN, Robert,LEE, Maurice,LICHTERMAN, Martin, LINDGREN, Raymond,
LOEWENHEIM, FrancisV AN WAGENEM, Richard,Political Community and the dith Atlantic Area:
International Organization in the Light of Historical Experiendlew York, Greenwood Pres&969,p. 2.

8 BATTISTELLA, Dario, Théories des relations internationa)@sd ed.,Paris,Les Presses de Sciences
P0,2009,p. 539.
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of liberal democracies with a developed collective identity that he expected to last as a defensive
alliance€®. NATO thus is perceived as a democratic alliance and institution that functions
because its membefisp er cei ve each other as peaceful ani
are likely to overcome obstaclesadgst international cooperatia®’. Common values and

collective identity mean that these democracies also have similar threat perceptions that tie
them together as fAuso against At hemo. Mul t i
identities of international organisation continued to surface aftemth@fethe Cold War era.

This possibility was given mainly through the arrival of a new security agenda that saw the
advent of International Security Studies. Academics felt that, with preoccupations such as the
emergence of new actors, technologies ortgreaer politics, studying security would improve

the understanding of . Constructivism (already touched upon with Alexander Wendt),

Human Security, Postolonialism, Critical Security Studies and the Copenhagen School
furthered the debate that alreagkisted with Posstructuralism and Feministh

Drawing a line between all these labels is difficult. Constructivism can, for instance, be split in

two according to Ted Hopf: conventional constructivism and critical theory. They can be
distinguished becae they both have a different conception of identity and its formation: for
conventional constructivists, reproductive s
resulting actions, while for critical theorists it is important to discover why NATDne
(discursively) one particular identify. As a matter of example, the interplay between
socialisation and identity is important for constructivists, such as Barnett and Finnemore. They
consider thainternational organisations are actevho can defie, control and shape the
behaviour of staté& International organisatiorisof which NATO i are thus not considered

to be passive institutions. Wherea&abppbabal
interpretation) tend to consider its identéty a logical consequence of its democratic nature,

social constructivists rather approach the Alliance as an active protagonist of IR, contributing

to its own identity formati on, BuhifeNATOWas of t h

%6 RisseKAPPEN Thomas Collective Identity in a Democratic Community. The Case of NAT @ Peter
KATZENSTEIN (dir.), The Culture of National SecwyitNorms and Identity in World PoliticKlew

York, Columbia University Pres§996, pp. 357399,p. 397.

571bid., p. 371

68 BuzaN, Barry,HANSEN, Lene, The Evolution of International Security Studi€smbridge Cambridge
University Press2009,p. 188.

5 1bid.

"Hopr, Ted,« The Promise of Constructivism in International Relations Thegphyternational

Security vol.23, no.1, 1998, pp. 170200, p. 184, available at:
http://www.artsrn.ualberta.ca/courses/PoliticalScience/661B1/dodafMedHopfPromiseofConstructivisminIR
Theory.pdf(consultedl4 March 2014)

" BARNETT, Michael N.,FINNEMORE, Martha,« The Politics, Power and Pathologies of International
Organizations, International Organizationvol.54, no.4, 1999, pp. 699732,p. 710, available at:
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to play a catral role in allowing its mmbers to avoid falling into the conflictuatilitary
policies (é) then tradit i(cényarddirentlycourteatowhatc onc e
was required’?: Williams and Neumann also explored a social constructivisbuat of
NATOOGs construct i on ;evalwaied tselftaffer thetermd ofAHe IColdaWlac e r €
as a democratic security community. In order to persist and remain coherent, the organisation

is said to have rdefined its identity as cultural. NATO thudlisplayed an act of symbolic power

by framing security in terms of culture (the transatlantic partners impersonated the Western
civilisation)”®. Social constructivism has expanded research towardsdjnkientity and

security issues; it sesgcurity and insecurity between the stagsocial constructionather

than structufal determinacyo

Undoubtedl vy, NATO6s roles and identity have
limited to collective defence. Changes in its environment traygered its transformation. All

the new theories, frameworks of analysis and conceptions reviewed above provided researchers
with new tools for tackling these mutations whilst overcoming traditional IR theories. This is

how security studies developedasonsequence. We believe that to understand the formation

of NATOO6s identity with regard to cybersecur
was framed as a security issuetbea international agenda could best answer our question. For

this purpose, the discursive and constructivist approach of the Copenhagen School, which

focusesonthe widening of this security agenda, was selected as a starting point.
1.2 Theoretical framework

flt has become common when discussing international relationsatdygthe identity of

systems in terms of particular sectors of activity within t'émPaul D. Williams.
The hypothesis to be tested in the context of this research involves taking a constructivist stance
for the analysis. Therefore, this section is subdivided in three parts and details the chosen
t heoretical framewor k used tityoconstractioa.rltpfirse t NAT
concentrates on the framework proposed by the Copenhagen school to tackle the framing of
threats. In a second section, the sectoral approach to security and the theorisation of
cybersecurity aga new sector is outlined ilepthwith a focus on the necessargnceptso

ZWILLIAMS , Michael C.NEUMANN, Iver B.,« From Alliance to Security Community: NATO, Russia, and the

Power of Identity», Millennium- Journal of International Studiesol.29, no.2, 2000, pp. 357387,p. 367,

available athttp://mil.sagepub.com/content/29/2/3&0nsulted: 29 March 2014).

1bid., p. 369.

7BEHNKE, AndreasNATOO0s Security Discourse aft,Blew the Col d War
York, Routledge2013,p. 1.

S BuzAN, Barry,HANSEN, Lene, The Evolution of International Security Studiep. cit., p.7.
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conduct our research. thelast section, the limitations of this theoretical grid are laid out and

discussed.

1.2.1 TheCopenhagen Schooff security studies

Initially, what motivated this research was to understtmd w NAT OO s defini
cybersecurity i-mpactptdi NATO@add weht-identotulyad.
This is why we deemed relevant to focus on a theory that would examine noaronly
organi sationds pr act i <af securityp i this segasdothe iresearchr e p r
written by Barry Buzan, Ole Waever and Jaap de Wilde and published inSE398ity: A New
Framework for Analysigvas chosen as a theoretical basis. This lvattken by scholars of the
Copenhagen@ool displag a critical perspective to IR study. It presents a wider approach to

the security agenda whilst setting up a new framework for security studieshis regardit

is possible to study fAthreatso in r tdyafti on
NATO as an international organisatipassible

As described earlier, some IR theories tend to consider states as the only relevant actor in
international security studies.o@ventional constructivism, for instance, is based on the
premise thastates are the major players of the international system; this is not the case of the
critical approach to security. Buzan and Hansen, who argued that conventional constructivism
fails to develop this critical approach to security, have highlightedfahts’. We prefer to
exclude the argument that states are the main actors in IR for it is analytically interesting to
concentrate on nestate actoras well®. The Copenhagen research makes this possible. In the
present case, NATO can be considered a subsigstgoup as it is not a single unit (such as a
nation) and it also does not operate at the system’fevEhe organisatiomepresentsan
intermediary level of analysis. It is an international subsystem made of states, which are
interacting with each othén the context of a military alliance providing collective defence to
the signatories of t hlevel$ pravide aNramewdrk withinlwhiaint i ¢

one can theoriz€® and as such, NATO is an interesting case study.

Seeing that our researgestion fulfils the necessary prerequisgesout byBuzan etal for

" WILLIAMS , Paul D.,Security Studies: An IntroductipNew York, Routledge 2008,p. 68, available at:
http://hamdoucheriad.yolasite.com/resources/security%20studi¢squiiulted 3 April 2014).

7 BuUzAN, Barry,HANSEN, Lene, The Ewlution of International Security Studiesp. cit., p. 196.

"8 BUzAN, Barry, WAEVER, Ole,DE WILDE, JaapSecurity. A New Framework for Analysip. cit., p. 12.
7 |bid., p. 6.

80 |bid., p. 5.
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the adoption of this particular framewogk preliminary development of the main elements of

the theory is necessary for its practical implementatiome Theory developed by the
Copenhagen éhool focuses on three main elements. First, the school proposed a discursive and
soci al constructivist conceptualisation of ¢
first time in an article by Qsingth&\Roktiesefa: NnSe
Wo r &. Second, in 1983 Barry Buzan explained in one of his books how security mig

involve a regional dimensiont was argued that the security of some states could be better
understood from a regional scope. The existence dbmalhdynamics of security was
reaffirmed in the years f ol | esesuritpagmgdektbeoty al | o
was applied in order to study the international transformations that emerged out of the end of

the Cold Waf. Third, thelast @nceptualisation is the one we are mainly interested in for the
purpose of this research. The theorists ftbmmCopenhagencBool have elaborated a sectoral
approach to security, whereby they identified five main sectors of security: the political,
econom cC , environmental, Sertosi sarve toalisaggregatel aiwhoder y s ¢
for purposes of analystsy sel ecting some of its distinctd.i

remain inseparable parts of complex whofés

For these scholars, it is a primary concern to understand how security apprbachedn

world politics through this global framewdfk The concept of security haxtensivelybeen

discussed in the academic literature. One of the most famous undergsaisdine one given

by Arnaud Wolfers, who definegsurity as an ambiguous conc&plt requires answerintyvo
questionsSecurity for whom? Security for which values, in response to which merfdass?

means one has to discern the subject of securilythe sector of which its valueme
endangered. Barry Buzan believes that security is a very contested®hdfionthe social
constructivist family ofR theorising, threats are socially constructed in the discourse of given
policy communitie¥. Thiswok s f or cyberthreats as well . 1In
rational, and it intrinsically designates the subject of security to be protected (the referent

81 WEVER, Ole,« Security, the Speech Act: Analysing the Politics of a Wgrgostrup Manor1989.

82 BuzaN, Barry,People, States & Fear: An Agenda for International Security Studies in theCBtwswar
Era, ColchesterECPR Pres2008.

83 BuzaN, Barry, WAEVER, Ole,DE WILDE, JaapSecurity. A New FEamework for Analysjop. cit., p.8.
84WiLLIAMS , Paul D. Security Studies: An Introductipap. cit., p. 68.

85 WOoLFERS Arnaud,« National Security as an Ambiguous SymbopPolitical Science Quarterlywol.67,
no.4, 1952, pp. 481502, p. 485, available afttp://files.janjires.webnode.cz/200000014
3cble3daba/Arnoib20Wolfers%26%20National%20Security%20as%20an%20Ambiguous%20Symbol.pdf
(consulted: 13 April 2014).

8 BuzaN, Barry,People, States & Feaop.cit., p. 167.

87 DEIBERT, Ronald J., &he Virtual Absence of Malice: Cyber Security and Threat Politiop. cit., p. 373.
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object), the source of this menace and the policies that are triggered by this insesuéfty is

Based on a clear idea of the nature of security, securitization studies aims to gain an
increasingly precise understanding of who securitizes, on what issues (threats), for whom
(referent objects), why, with what results and, not least, under wimalitmms (what
explains when securitization is succes$ful)

In clear, securitisation is a way for actors to perform security by labelling it as security. Hence,
an issue that is seen as threatening to a certain subjgiven circumstances is being
discursively shifted from the normal political realm to a status of emergency Yokay the
theorists this is a way to frame a question as located beyond regular politics if the matter is
estimated as being an existential threat requiring special urgeaguned'. As a social

C 0 n s t seaurtizatjon i constituted by the intersubjectastablishmenof an existential

threat with a saliency sufficient to have substantial political ef®ctafter securitisation has
constituted an issue as a threat, it thereby provides the basis for analysing security according to
the sectoral approach provided by the Copenhagen school.

1.2.2 A new sector?

The input from these security scholars is importanabsgnternational security cdre studied

through themultitude ofexistingsecurity discourses s s e ard viewsf the fwvhole system
through some selective lens that highlights one particular aspect of the relationship and
interaction among all ofts constituent unit8®. Indeedthe £ hool 6 s main input
moved security out of the military sector to include other sechortheir opinion however

only five sectorsexisted backn 1998.In the recent years, proponents of this theory have
proposed complementary sectors such as for instance the cybersecurity setber
humanitarian sectdt. This is confirmed byHansen and Nissenbaumho argue that there has

been a transformation of the security pattern and that cyberspace has beeedtlascgisiew

sector: the cybersecurity sector

88 |bid.

8 BuzaN, Barry, WAEVER, Ole,DE WILDE, Jaap Security. A New Framework for Analysip. cit., p. 32.

9 bid., p. 23.

9 bid., p. 24.

9 bid., p. 25.

9 BuzAN, Barry,JONES CharlesLITTLE, Richard,The Logic of Anarchy: Neorealism to Structural
Realism New York, Columbia University Pres§993,p. 20.

94 WATSON, Scott,«T h e 0 haa nefarenbobject? Humanitarianism as securitizatj@ecurity
Dialogue vol.42, no.1, 2011, pp. B20, available athttp://sdi.sagepub.com/content/42/{¢®nsulted: 16 April
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Our research question focuses on the third feature of tbeytpeoposed by the Copenhagen

School, and not on the securitisation process as such. The reason is Ifieghessecurity is
successfullg ecur i ti sed as evidenced by such instit
a NATObacked cyber defense center in Estonia in 2808he northAtlantic partnership has

indeed played a great role in the process of securitisation since it is oaesetthitising actors

of the cybersecurity sectoAs a matter of example, it can be argued tfat,a collective

defence organisatioike NATOficyber defenceo is per definiti
benefits from an extreme degree of politicisatibat places it in the securitisation sphere.
Hence, the fisecuritising moveo, as the Copen

for cyberspace followinlansen and &dguseat® nbaumbs

Analytically focusing on sectors in IR enablesto appoach the identity of the Alliance in the
context of the wider security agenwewsofthe know
international system through a lens that highlights one particular aspect of the relationship and
interaction among albf its constituent unitg®, By Aconstituent unitso,
sectors all have different analytical specificities that provide the researcher with the necessary
tools for the study of IR. For instance, Buzan first developed an approacmsadesectors in

his seminal workPeople, States and Fearhere the author already disclosed the necessity to
examine the distinctive threats relative to each particular $&cbe characteristic features of

these sectors encompass more elements tathii type of threats involved. In a nutshell, a

sector is defined by: the activities generated by this sector, the referent objects it involves, the
main actors and the role it has, the designation of a type of vulnerability or threat and finally,

the regional dynamicsnvolved in it. The regional dimension of security is not our object of
interest here as we are not interested in tackling questions of regionalisation by studying
NATOO6s involvement in cybersecurity.

Theorizing the cyber security sectoetbfore requires that we address the following
questions: What threats and referent objects characterize cyber security; what
distinguishes it from other security sectors; how may security scholars learn from taking
cyber discourse seriousif?
Hansen and Nissenbaum argue that, contrary to other sectorss theomnstellation of referent
objects structuring the cybersecuritgctot®. These multiple referent objects challemgch

other and are at the same time connected among one anothautfidws define securitisation

% bid.
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a stying referent objects together, particularly by providing a link between those that do not
explicitly invoke a bounded humasollectivey0%?. In other words, the referent object
Aindividual 0 or fdnke woolkloectainvder éfimkendt tob jt
or Athe economyo for instance. Their study
picture the security discourse used in the cybersecurity sector. Our take on this topic will be
slightly different, as we will not employ their specific method and framework for the study of

the grammars of securitisation pertaining to the cybersecurity sector. The focus will be placed
on mapping the different security units constitutiva gector, among thosie a havefbecome
established as legitimate referent objects for security action andtiisare able to securitize

i the securitizing actos!®®. In order to implement our hypothesis, determining the
configuration of these units (especially the referdnécts) will hence be the purpose of this

research.

To sum up, the theoretical framework of this research is based on thetited@tudy of the
Copenhagen@ool and more specifically on the work of Hansen and Nissenbaum. On the one
hand, the dimensis of this sectoral approach to cybersecurity thus constitute our general
indicators for this research even if a particular focus will be given to the referent objects. From
a constructivist pointofvieis e ct or s exi st not onthlsoinipolicya t hec
heads, where the concept of security itself is an integratingddfc@he cybersector, and its
uni ts, wil!/ in turn teach us more about NATC
Al liancebds enl ar ge me nhat cybarsecarrgysis peradefiaitton forithe d i n g
organisation and what role NATO concretely sees for itself in this sector of security. That is
why, in order to make a complete investigationsvegr the research question and the
hypothesis, this work tacklesdliollowing elements:

1. EnquiringabouNATOO6s concept i ¢arge orfestrictwépedrssedfdt ur i t vy

involves a corstellation of referent objects
2. Determining if NATO is expanding its mission in relation to its definition of

cybersecurity{degreeof its role and check it against its definition of cybersecurity)

Advocating NATO6s move towards an enl arged s
of the organisation by testing this hypothesis thus entails that cybersecurity could be to some

extent distinguisheftom other sectors such as the military sectat (bcalling that sectors are

102 HANSEN, Lene,NISSENBAUM, Helen, «Digital Disaster, Cyber Security, and the Copenhagen Sehool
op.cit., p.1163.

103ByzAN, Barry, WAEVER, Ole,DE WILDE, JaapSecurity. A New Framework for Analg op. cit., p. 169.
104 |pid., p. 168.
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interlinked ). In the military sector, to name one, the referent object is usually the state (or
would-be state) and the threats are any element that might put in question the government
(invasion, terrorism, etc.) and secisiitg actors are government officits A s dufing the

Cold War NATO was successfully invoked as representing the military security of tb¥4Vest

is this still the case today? Alternatively, does the organisation perceive cybersecurity and its

role in itin such a way that it can be inferred that a new turn has been taken by the Alliance?

1.2.3 Limitations of this analytical grid

The framework promoted by the Copenhagen School has been criticised a lot, notably by
proponents of the Critical Security StudideelKen Booth for whom this security theory is
statecentric and does not focus enough on the individual efegent objedf®. Lene Hansen
herself also contested this approach for not taking into account §&ndi&vertheless, the
author has further devagded the securitisation approach from a fsbsicturalist point of
view!® To Wilkinson, this approach to security is too Westntric and cannot be
extrapolated to the analysis of nEmropean countrigd’. As a matter of fact, Balzacq
characterises theost recent evolutions of the securitisation approach as expanding towards,

on the one hand, a sociological branch, and on the other handssirpostralist directioh?

In spite of these critics, the framework proposed by the Copenhagen School netesisust,

since it is still used for research purposes today. Like every approach, the advocated perspective
has its flaws. However, it must be recognised that a more systematic analysis of security is also
made possible through the iddégpical categoriations of their analytical grid. A certain level

of abstraction is needed for the study of international security mmatder to structure
knowledge Moreover, cybersecurity as a new sector of security is a rather innovative proposal
that deserves to beaurther studied. It is also consistent with the evolution of the security

environment. Hence, it is argued that constructivism as it has been discussed allows for a precise

105 For the Copenhagen School, sectors are not hermetic and interlinkages exist between them.
106 ByzaN, Barry, WAEVER, Ole,DE WILDE, JaapSecurity. A New Framework for Analysig. cit., p. 22.
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Copenhagen Schoel Millennium- Journal of International Studiesol.29, no.2, 2000, pp. 286306, available
at: http://mil.sagepub.com/content/29/2/2@®nsulted: 27 April 2014).

110 HANSEN, Lene,« The politics of securitization and the Muhammad cartoon crisis: Agtastturalist
perspective», Security Dialogugevol.42, no.4-5,2011, pp. 357369, available at:
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understanding of NATOOGs social confattargoodt i on

indicator of its current identity in world politics.
1.3 Methodology

AWithout theory there is nothing but description, and without methodology there is no
transformation of theory into analy$i$3i Lene Hansen
This section looks at thmethodology applied for this research. The first subsection explains
why content analysis was selected. The second subsection makes a quick account of the

different indicators. Finally, the last subsection discusses the chosen material for this research.

1.3.1 Content analysis: a practical implementation of language theory

As mentionedt hi s thesis wil/ follow the Copenhage
believes that NATOO6s security discourse is
perceptdons remain deeply intersubjective for the Copenhagen academics, since they do not
believe in a positivist approach to reality, whereby it is possible to make an objective account
of the security environment. Reality and security are thus the result af smestructions based
on common understandings individuals share among them (intersubjectivity). To them, NATO
narratives produce a meaningful whole; they provide us with a particular understanding and
interpretation of IR
To sum up, constructivismecalls against empiricism that observation is no passive
recording or purely subjective perception
epistemologically about the social construction of knowledge, and ontologically about
the construction of sociakality*'#
Buzanet al.advocate that a security problem is dependent on how it is framed: security results
from the threat assessment made by a securitising actor, who was able to persuade his audience
of the existence of particular menaces requiring cie emergency measures. To them,
expressions of how security is envisioned and how securitisation is being carried out are deeply
linked to language theofy®. For the Copenhagetheorists, security is understood as
performinga fispeech aé''®. According o their definition, defining something as a security

issue (and prioritising it as an emergency topic) is constitutive of a speeéi aciccessful

113 HANSEN, Lene,Security as Practice: Discourse Analysis and the Bosnian acit., p. 1.

114 Guzzini, Stefanox A Reconstruction of Constructivism in International Relatiopguropean Journal of
International Relationsvol.6, no.2, 2000, pp. 14i7182,p. 160, available at:
http://ejt.sagepub.com/content/6/2/1¢dnsulted: 25 April 2014).
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speech act is a combination of language and society of both intrinsic features of speech and the
groups tlat authorises and recognised that spe&géh For these constructivist scholars,

fital king securityo mak ederential practicB®tApditisuisualy r i t y
the securitising actors who fmepaeelkthespeeseatr i t y o
case, NATO is the securitising acttheveryadiat di
of labelling something as a security issuer a threati transforms the issue and it is therefore

in (€ 9ecuritisation that distirtesecurity dynamics originad®'®. Engagement in a securitising

speech achbout cyberspace is thus a meaningful subject to study. At this point, it is worth to
remind that our main objective is however not to focus on a specific securitisation grammar of

the cybersecurity sector foll owing Lene Hans
features of this sector (in particular of its referent objects).

Returning to the preponderant role of language, the Copenhagen School displayed the need for
amethodbhsed on di s c o udefineng citeriar ofsedurgy,is teatsal: & speeifici
rhetorical structure has to be located in discour$® Language is not merely a channel of
communication anymore, but an instrument that socially produces meariad)ysmnstitutes

the world and establishes a base from which to study representations. Since the theoretical
approach outlined here is compatible with textual analysis, this thesis will focus on content
analysis in order to see by whom, when and how #tingeis established as a security tht&at

This choice was made because we agree with Lene Hansen that discourse allows for the study

of identities and its representatiéffswhich is precisely the subject of this thesis: investigating
NATOO s r o titethraughdan analysisof its relation to cybersecurity. Focusing on the
cybersecurity discourse of the Alliance through a sectoral lens enables us, in turn, to explore its
related | eading nar r daheisectral appmoath réflacwhatcpeople r c e p t
areactuallyd oi ng wi t h | an g u aante sebtor deaighation3gSinéeshese u r i t vy
sectors are seen as a social construct that can be analysed on the basis of textual productions,
we will therefore mapcyltetsesuritypracticéi sati onds di s

Notwithstanding the considerable emphasis given to the theoretical and methodological
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directions followed in this thesis, it is worth mentionthgt other approaches security and
discourse prevail in IR. Th@ritical Approades to Security in Europ€(A.S.B collective, for
instance, focuses on a sociological approach to security and criticises the position adopted by
fithe Copenhagen School of security, which too often reduces practices to discursive

practice®"?>,

1.3.2 Indicators

Buildingonthisbasishe construction of NATOO6s identity
designation ofsectoral indicators (such akreats and referent objeftthe organisation
produces. The sectoral features to be studiedttzeeeferent olgcts, threats, actors and the

role of these actor$Of course other significant elements necessary for the explanation will be
mobilised, such as functional actors for instance (ref. glossary), but they pes sethe focus

of this study. Also, the securitisation process is not the same across every sector, but one should

keep in mind the@verlap that exists between the different sectors of security.

To isolate the different elements constitutive of the cybersect y sect or i n NATO
productions, a thorough reading of the textual sowdésrst be carried out. Then, key words,
metaphors and similar discursive elements in relation to the chosen typotigentified.

fAiThe technique is simple: Redapking for arguments that take the rhetorical and logical form

defined here as securi?®. To empirically test our hypothesis, exploit and evaluate the
coll ected material, a qual it astprefereedPaemiingy si s
coneptions aradentified through recurring terms and conceptualisations in relation to our

areas of interest. For instance, an individual referent object could be identified through similar
designations such as #fAper s ohwallldeassdciptedrtosao n 0 ,

vocabulary linked to protection (from a Athr

The chosen technique is aimed at better comprehending NATO rather than creating a
generalsable model of analysis (like it is the case in most quantitative analyses). lrosuemtc
analysis represents more than mere word frequency counts; it is also a very convenient method
for categorising data, classifying textual material in relevant bits ofd&this is also a reason

why this methodology was selected among others. Anatigeiment for this choice is the type

125BaLzACQ, Thierry, Bico, Didier, GUITTET, EmmanuePierre,OLssoN Christian,« Security Pratices», in
DENEMARK, Robert A.(dir.), 2010.
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of general material mobilised for this research.

1.3.3 Empirical material

In order to draw the speeettt analysis described above, it is necessary to delineate the general

material that will constitute the basis of thi'e s ear ch desi gn. I n expl or

and role in cybersecurity, this study focuses exclusively on the discursive productions of the

organisationfiThe analysis should be conducted on texts that are central in the sense that if
security discoursés operative in this community, it should be expected to materialize in this
text because this occasion is sufficiently imporisftHowever, the combination of primary
texts and secondary sources is essential for the implementation and interprew@iscowte

analysis and that is why secondary sources were mobilised for the study. The decision to

confront mai nly NATO official di scourse and

di scourseo (such as academi c chgwhich fgcBitatessthe out | i

reading of the Alliancebds identity: it deri

discourse can be understood, how it is presented as legitimate, and how it is repféduced

Cybersecurityrelated material is lackingr providing little information as secreayften
surroundshis subjectBecause it is a quite recent field of political interest and the Alliance is
still in the early stages of its transition towards cyberseguigumentation remains thus very
progranmatic In addition to NATO official sources that were available online, the research
goals necessitated to conduct personal interviews with NATO persadakel.Celeste
Wal |l ander 6 s a rCaltl Wa Alsance, this teseach peeks to discovev tie
institution and i ts of ficials enact t he
environment i(e. through NATO primary sources and interview) Hence, this thesis
combinessst udy of NATOG6s official productions
from experts and professionals workingthe cyber domainThe information obtained from

the latter was collected throughdiepth interviews at NATO HQ in Brussels and at8HAPE

in Mons. The oral discourse was transcribed prior to applying our method of alfaljsis

interviews were conducted following a sestiuctured methodolody?. It consists in asking

128 BuzaN, Barry, WAEVER, Ole,DE WILDE, JaapSecurity. A New Framework for Analysip. cit., p. 177.
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specific and very structured questions to the interviewee, bhieasame time keeping the
discussion open in order to allow the person to develop his answer or add other ideas. The
guestions were structured in a very precise interview grid constructed around our research

guestion and hypothesis.

Moreover, he most sigificant documents available were chosen for this textual anadysil

as NATOG6s Strategic Concept sheonterviSwsampietvasDe c | a
selected on the basis of our typology and on the type of activity of these professiomals. W
distinguish two types of expertshe political and technical expert$he list of persons
interviewed can be found at the very end of this thesis, located in the section listing the
references used in this thesitiedecision to seledlATO officials and operational personnel

was madeonth basi s of NATOO6s organisational stru
of the analytical usefulness of their distinct roles and divisibms members of the ESCD were
chosenbecause they are in charge of théergecurity section at the political and thus
participate in the securitisation process of the cyber ragakntechnical experts are the second

great type of actors that was selected for they play an equally important role in the field of
cybersecurity apolitical actors do. According to Hansen and Nissenbaum, computers scientists
and | T s ecurhave the autharity io speaksabosit theknowd and t hey a
fihowever not only experts but technical ones (...) [that] become securitizing actdes whi

di stinguishing themsepblticessahdomt hbe o603l itich
This research is thus based on three different types of sources providing global and cross

sectoral insightfor our thesis.

A distinction could be made betwetalking discourse and written narratives, but they will be
approached as equal discursive structures in the context of this thesis. Acto@lmyVaever,

fiwh a t is often presented as )acanwe &ukedergosa o f d
methodological strength, as soon as one is scrupulous about sticking to discourse as
discoursé** The scope of this Masteroés thesis del
analysed in a reasonable amount of time. This proces$sed selecting the material on the
basis of a number of crit er.ie aisaectionrbidsethat t o a
leads to read a great amount of documents on a haphazard basis, without a reliable
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methodology}®®. The textual sources welus selected because they have the formal authority
to represent a political position NAT O6 s  pioasd lecawsa they present a clear
articulation of policies and identiti€s® . These elements also ensure a sufficient

representativity, which is sometis&acking in researches.

Finally, we are aware that this research methodology could be depicted as presenting further
fl aws, but i1t has been fitted for the analys
a very precise and sensitive issue and does not allow for a tab amgl complicated

methodology that would provide scarce results or incomplete conclusions.
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2 On the conception of cybersecur

Omenacesbos

fiThere simply can be no true security without cyber sectitity Anders Fgh Rasmussen

After the disintegration of the Soviet Union in 1991, variousmon!l i t ary #@Anew t hr
added to th political and security agenad the Western nationsicluding as previously
mentioned, cyberthreat§iThe growing dependence of individuals, groupstitutions and
organi zat i on s-mddiat¢d systemsdhas tngnsfarneed the types of security threats
over t HW®lIssyesthatwete not particularly politicised became securitised and qualified

as A me n a ddentifgationof & padticulathreat, itsperception as potentially harmful

led securitising actors to develop specific narragioe what constitutes a menate. NATO

and its member statefor instancethere is a difference betweeemgnising the scope of

threats arising frontyberspaceon one handand acknowledging thathe Alliance and the

nation stateshould play a very important role in this security mattethe other handf the
Alliancebds conception of its missionotmi ght ¢
aspects are equally importaht.this regard,His first chapter deals witthe firstaspect of the

definition of cybersecurityrom the point of view of the Alliancen order to determine the

degree of the definition given to this phenomenon, esecyion of this chapter (except for the

last conclusive part) will analysehatthe referent objects of cybersecurése andwhatthe

s ect or Gaseastpdraeieed Ibyshe organisatiand its personneBefore getting into the

heart of the mattdet us specify these elements.

1 Security for whom?
Clarifying the referent objects of each sector is essential before identifying the other units of
analysis (like the securitising actors for instance), because in order to map societal security
around thewor | d i t knewv wheeetpeople are noobilided in the name of nations,
civilizations, religions or tribes than to know where mobilization is effected by political parties,
where by state elites, 0MheAefnbygf eisdontiel o moe &
Copenhagen scholars, a very broad encompassing concept. According to Baldwin, referent

objects are usually designated as ranging from individuals to states or international’$ystems

B«Developing NATOOSs »NATOLE January 2011 caeailapleadt:i ¢ y
http://www.nato.int/cps/en/natolive/news 70049.ljoonsulted: 6 May 2014).

18 Fg s, Enrico,KREMER, JanFrederik, KRONENBERG KatharinaPower in the 21st Century: International
Security and International Hiical Economy in a Changing WorltNew York, Springer,2012,p. 139.
139BuzAN, Barry, WAEVER, Ole,DE WILDE, JaapSecurity. A New Framework for Analysig. cit., p.42.
140BALDWIN, David A.,« The concept of security, Review of International Studigso. 23,1997, pp. b

26, p. 13, available athttp://www.study
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Security cannot be talkeaboutwithout a referent object,dsausenot knowing what one
provides protection for makes security an empty cofitegtraditionally, states are the main
referent objects of the military secttt the nexus of civilisation and environment, as well as
the environment alone are the referebjects of the environmental sectdy firms, states, and
other constitutive elements of economic liberalism constitute the referent objects of the
economic sectéf* in the societal sector, collective identity of a certain group (which can be a
tribe, a rae, etc.) is the primary object of secutfty the territorial state, but also quasi
superstates (like the EU), selfganised and stateless groups with strong institutions (minorities
for instance) and transnational movements (e.g. communism) can beisetwag referent
objects?.

In principle, securitizing actors can attempt to construct anything as a referent object. In
practice, however, the constraints of facilitating conditions mean actors are much more
likely to be successful with some types farent objects than with others. Security action

is usually taken on behalf,adnd with reference to, a collectivity. The referent object is
that to which one can point and sa¥., oIt

1 Security against what thats?
It is usually state leadershipat designatesomething as an issue by spealafbgutsecurity
howeverthisdoes notmply that the audience always accepts a particular threat as constituting
a security issue for security is a highly contested coht®efithis research starts with the
premise thatNATO, as a collective defence organisatisith 28 member states and an
importantrole in international securitgees its threatpresentations generally accepted by its
audience and has the capacity to constitute such a supportive atfdienten a threat is
rendered & asecurity problem, this not only means thatas been accepd by thetargeted
audiencéout also that its seen as urgent, necessitating an immediate response and is menacing
the existence of the concerned referent objgdn the military sector, the referent object is
presentedas menaced by a military thred8ut moving away from thignore traditional

approach to national security, threate devised as varyirgccording to the referent object

upeaceafricaprogramme.org/Uploads/ReadingMaterials/Course_7/Material_14/Material (dehpdited: 15
April 2014).

141 BuzaN, Barry, WAEVER, Ole,DE WILDE, JaapSecurity. A New Framework for Analysip. cit., p. 26.
1421bid., p. 52.

1431bid., p. 76.

1441bid., p. 100.

14%1bid., p. 123.

146 bid., p. 145.

1471bid., p. 36.

148 Barry Buzan- 4/5 - Defining Security Threatg2010.

149 DUNN CAVELTY, Myriam, « From CyberBombs to Political Fallout: Threat Representations with an Impact
in the CyberSecurity Discourse, International Studies Reviewol.15, no.1, 2013, pp. 106122,p. 119,
available athttp://onlinelibrary.wiley.com/doi/10.1111/misr.12023/abst@onsulted: 12 March 2014).
150BuzaN, Barry, WAEVER, Ole,DE WILDE, JaapSecurity. A New Framework for Analysip. cit., p. 23.
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concernedi.e. the sector)Hence,pollution might be a threat for trenvironmentyecession

might be one for the eaomy, etc'®. In this context, ®tending the sectors of security to
include cybersecurity bears the risk to gradually expand menaces to all the threatening elements
of life and possible sources of insecuti Howeve, it is arguedin this researcthat

cybersecurityis not a superfluous sector and presentadded value for ik research.

Now, let us deal with the empirical analydtsi r st | vy, an account of NA
and perspective on cybersecurity will be inferred on the basis of publicly available
documentation issued by the Alliance. Secondly, the political approach to this phenomenon will

be clarified through interews of NATO officials. Thirdly, a similar review will be conducted

but from the perspective of the technical experts of the Alliance. In addition, it is important to
stress that each section will be subdividetiwo identicaly-constructedoarts relativedo our

hypothesis (on the identified referent objeatsl @ahreats) in order to better spot elements of
divergence and convergence between these sources. Lastly, obsewidltimndrawn together

and crossedn a final subpart in order to evaluate thedinngs on NATOO6s ou

cybersecurity perception.
21 NATOOGs strategic doctrine in cybe

fiDiscourse implies patterns and commonalities of knowledge and structures whereas a
text is a specific and unique realization of a discot®¥¢ Ruth Wodak.

This first subsection focuses on NATO primary sources found online and wi&afeneral
public can thus freely accedsis on this basis that an initial analysist N A @Ti@duise on
cybersecurity will be providedl'he sourcesmobilisedare composed aseveral documents
ranging from NATODO stheSdfficich doeumentatiorCsoahn asethetNATIOO0

Policy on Cyber Defence

2.1.1 The referent objects of cybersecurity

For Dunn Cavelty, threat perception has changed and now includes the cyberdomain. She

151 NiIsseNBAUM, Helen,« Where Computer Security Meets National Secusitigthics and Information
Technologyvol.7, no.2, 2005, pp. 6173, p. 66, available athttp://link.springer.com/article/10.1007/s10676
00545823 (consulted: 3 May 2014).

152 M cSWEENEY, Bill, Security, Identity and Interests: A Sociology of International

Relations Cambridge Cambridge University Pres$999,p. 89.

153WobAK, Ruth,« Introduction: discourse studiesmportant concepts and tas», in Ruthwobak, Michal
KRrRzyzanowsk! (dir.), Qualitative discourse analysis in the Social ScienBasingstokePalgrave2008, pp.
1i 29, p. 6.

33



explains that the US cybérer r or di scour se, for i nstance,
dependenbn communication and information infrastructyrehich arebecoming more and
moreinterdependent and thereby creating new vulnerabifftfieBhe Alliance recognises that

it has become dependent on critical communications and information systems because of the
changing environment and that, consequently, this has affected its vision of $&ciitifyg is
reflected in its way Caodentréitisgpoa th& refergnt abjgctseof s e c u
cybersecurity, this subsection aims to see if they are identified in NATO documents as being
individual nodes, such as people or agents, or/and if they are collective security subjects, such

as states or natiolt. fiSize or scale seems to be one crucial variable in determining what

constitutes a successful referent object of seairity

One of the first ways to assess what distinguishes a referent object from something that is not
ong isthe factthat the securitisimactomwill point at the vulnerabilitiesf this referent objeéte.

NATO first pointed at these, in its 2010 Strategic Concthet:first NATO document to lay

down the foundtions of the NATO cyberpolicy. It acknowleddhat the security envanment
contans threats tanetworks,critical infrastructure, as well as the society as a whole (its
economy and functioning)

12. Cyber attacks are becoming more frequent, more organised and more costly in the
damage that they inflict on government administragjobusinesses, economies and
potentially also transportation and supply networks and other critical infrastructure; they
can reach a threshold th#ttreatens national and EurAtlantic prosperity, security and
stability. Foreign militaries andintelligence services, organised criminals, terrorist
and/or extremist groups can each be the source of such attacks

13. All countries are increasingly reliant on the vital communication, transport and
transit routes on which international tradenergy security angrosperity depend. They
require greater international efforts to ensure their resilience against attack or
disruption. Some NATO countries will become more dependent on foreign energy
suppliers and in some cases, on foreign energy supply and distribatigarks for their
energy needs. As a larger share of world consumption is transported across the globe,
energy supplies are increasingly exposed to disruption

If there is no real consensus on the definition of critical infrastructures, theneésergeneral

agreement that these usually imply elementh as power, wat@ccess, fuel, communication,

154 DUNN CAVELTY, Myriam, « Threat Frames in the US CybkE&error Discourse, Zirich, 2005,p. 19.

155 « Defending the networks The NATO Policy on Cyber Defend¢ATQ, June 2011, available at:
http://www.nab.int/nato_static/assets/pdf/pdf 2011 09/20111004 11@8lidy-cyberdefence.pdiconsulted:
5 April 2014).

156 NIsseENBAUM, Helen, «Where Computer Security Meets National Secusityp. cit., p.69.

157 BuzaN, Barry, WAEVER, Ole,DE WILDE, JaapSecurity. A New Framework for Analysip. cit., p. 36.

158 BaLZACQ, Thierry, Securitization Theoryop. cit., p. 3.

1S9NATO, «Active Engagement, Modern Defence: Strategic Concept for the Defence and Security of the
Members of the North Atlantic Treaty Organisatigrop. cit., p. 11.
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and/or commercial assets that aftal for the functioning of a economy andsociel°°.
Protectingthese infrastructuraavolvesdefending key institutioal structures and sectaba

state or an organisatiofihe networks described in the Strategic Concept are part of the critical
infrastructuresWe will see later onhow these elements are being defined. Next to these
elements, the document also focise o n t hglobalnmature of tyberspadé® by
encompassing the vulnerabilities of the EAttantic society. This ould be interpreted as
going far beyondhe protection of national critical infrastructuries the fisociety and its
proper functioning aabe locatedt a macrdevel of analysiswhich isat leastsuperiorto a

strictly national framework. Howeverheé Strategic Concept does rsgecify if the threat
subjects are the Allianceds networks and i nf
But before drafting of thdinal documenta group of experts, endorsed by NATO, issued a
report stating that the Alince should make efforts to seca awh somrmiunications and
command systems, helping Allies to improve their ability to prevent and recover from attacks,
and developing an array of cyber defense capabilities aimed at effective detection and

deterrenc@'®2 At first sight, it seemghatthe priority of the Allance is to protect its networks.

SinceNATO strategic concepts are not meant to be lengthy documents but rather short and to
the point indications for dealg with the current challengess sessi ng the orga
subsequent dognents is thus necessary to understand the logic behind the construction of the
cybersecurity discoursideed, théeuro-Atlantic securityis perceived as threatened since the
2008cyberattacks durinthewar in Georgiawhere cyber means representdsteategic shift

that had increased the urgency for a new NATO cyberdefence@®lidhis mindset led the

Allies to prepare a more extensive document on the subject: the NATO Policy on Cyberdefence.
This document is completed by an Action P&pproved inOctober 2011 angrovides the
necessarguidelines for the implementatiaf the Policy®*. This Plan is however an internal
document that cannotebaccessedybthe publicfor it is a continuously updategrivate
document aimed at member stateand is thus ruled out of this studi/hen eleased in 2011,

the Cyber Policyclearly statedhatt h e o r g apnriisoartiitpyoteritss oftithawn A

communication and information systé#$, meaning that the organisation is said to be

180 MYRLI, Sverre« 173 DSCFC 09 E BISNATO and Cyber Defence, NATO ParliamentanAssembly4

April 2009, available athttp://www.natepa.int/default.asp?SHORTCUT=178bnsulted: 26 April 2014).

161 « Defending the networks The NATO Policy on Cyber Defenamp. cit.

62« Bucharestcdner ence exami nes NATXONATQ 2 Jorle 2010, availablehter def ence
http://www.nato.int/cps/en/natolive/news 64088.lfomnsulted: 5 May 2014).

163 « NATO and cyber defence, op. cit.

164 bid.

165 ANONYMOUS 2, «Interview’ at NATO HQ on NATOO6s engagement in cybe
166 « Defending the networks The NATO Policy on Cyber Defenam. cit.
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essentiallcooc er ned with the defence of the Allianc
presents a very circumscribed and strict vision of what needs to be protected from cyberattacks.

T h isecurd@infrastructu@ i ncl udes n ot butealsd ajl the RIr®-agereieswo r k s,
and missions abro&. NATO is indeed very reliant on cybenabled networks and an attack

on these systems could impact the effective functioning of an agency or the conduct of a

mission.

The transatlantic partnership envisages provigiogection to the critical information systems
and networ ks of i tmininmeregbrementsfor those reatiohahnetwonkg h i
that are connected to or process NATO informatiéfaThe subtlety lies in the formulation of

the sentence in this aasnational infrastructures and networks will be protected in order to
secure NATO informationThe term finformatiord is not being elaborated upon in the
documentput it seems that it is not the infrastructure as such, but rathglothe content of

the information that is being targeted in this documiarfact, the organisation deals on a daily

basis with sensitive information that is classified RESTRICTED, CONFIDENTIAL,
SECRET or TORSECRETinformation, requiring a Security Clearance Certifié2teAccess

to these sources reggents thus a key vulnerability from the point of view of the organisation.

A last interesting element to note in this Policy on Cyber Defentleat NATO claims to be

willing to defendi t territaily and populations againstl threat©!’°. Relatively innocuous at

first, these elements imply that the constitutive attributes of a nation state are to be kept safe

from cyberattacks through collective defeifogecessary.

If the Chicago Summit Declaration of May 2012 reiteraiieel positions and policies adopted
since the 2010 Lisbon Summit relative to the protection of NATO bbddiasd does not
conceptuallydiffer, thereare lessons to be drawn from the National Cyber Security Framework
Manual’2 Indeed, he Alliance has publisgid a framework manual on how nations showd b
dealing with cybersecurity, which extensively discusses the critical elements to be taken into

account in national cybersecufify; It does not specificallgevelopthe mission NATO and the

Allies areundertakig i n the Afifth battlefieldo, but
167 |bid.

168 |bid.

189 ANONYMOUS2, «l Nt er vi ew at NATO HQ on NATxXopsit. engagement in

170 « Defending the networks The NATO Policy on Cyber Defenap. cit.

171 « Chicago Summit Declaration issued by the Heads of State and Government participating in the meeting of
the North Atlantic Council in Chicago on 20 May 2042NATQ, 1 August 2012, availdé at:
http://www.nato.int/cps/en/natolive/official_texts 87593.H{tansulted: 4 May 2014).

172K IMBURG, Alexander(dir.), National Cyber Security Framework Manuap. cit.

173 |bid.
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cybersecurity entails. The text makes recommendations to the countries ataindpyhis,

identifies variouselements thatre at risk. Among them, the document emphasises the
importance of protecting infrastructur€$ or privacy rights for individuals: fimany
governments have (€é) developed data protect.i
to preserve this notion of confidentiafity®. Freedom of expression, communication e
andpolitical freedomare also thought of as endanget®g,rather in authoritarian or politically

instable countrigg®. The author of the Framework Manual recognisesttiehetworks need

to be securedecausédiconnectivity among individuals, bussses and markets demand more

robust security to reduce consumer ési’’. Last, but not least, the protection of intellectual
property andhta potecto cys oal gio d & ésmlesdly liekedste nt i a |
information protection as discussed @boor information assurance, which can be understood

as the practice to manage risks linked to the use, the processing, the storage and the transmission
of systems,jnformation and datg aswell asthe pocesssemployed for thee purposéegt.

However, information protection in this documeners/isionedas going further thaNATO

or governmental classified information.

To sumup, theFramework Manuak much less restrictivéaan the previous texts analysed and
develops a broader perspeeton the implications of cybersecurit variety of politically
threatened subjectserepresented in this document. Teiancas also linked to the explicative
nature of the document, which tries to convey a comprehensive approach to cyberseturity t
pays attention tthe individual / societal needs, focusing on a amilitary approach and taking
into account the variety of actdf

Addressing a nationds cyber security need:
apparentwhat éproted i ng (or not protecting) a nat.
entails. Quite often there are different a
approach®

The wording of this document is also more explicit because there is a disclaimer at the
beghning stating that the views contained in the publication are not necessarily those of NATO.
However, it is argued in this thesis that since the NATO Science for Peace and Security

Programme supports this publication, it is therefore relevant for thigsisi&l

1741pid., p. 36.

175 |pid., p. 40.

176 pid., p. 42.

177 |bid., p. 35.

178 DUNN CAVELTY, Myriam, « Cybersecurity», in AlanCoLLINS (dir.), Contemporary Security

Studies Oxford, Oxford University Pres2013, p. 33p. 17.

19K LIMBURG, Alexander(dir.), National Cyber Security Framework Manuap. cit., p.45; 195.

180 |bid., p. 42.

181 « National Cyber Security Framework Manual Book LauncECD COE 28 February 2013, available at:
http://www.ccdcoe.org/404.htnjtonsulted: 4 April 2014).
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Finally, by carefully reading all thefficial NATO documentation, it is possible to see ttneat

Al | i aonceptidrsof cybersecurity remaipgmarily focused orthe protection of it®wn
systemsThe protection of the national networksthsis seen asnaexceptional osecondary

duty comparedo the defence and security NATO system&?2 But this does not mean that

they are the only threatened objects of security. It only means that they are the more prevalent
or rhetorically valued onesn or der t o capture the essence
graphical representation of the results has loeawn(Figure 1).The various referent objects
identified are represented according to importance, on a scale from zeroAssote of six

means that theeferent object identified igery salientn the documents analyséd A score

of one indicates that this category of threatened subject is barely mentioned (for instance in one
document only, or not extensively discussed).

Referent Objects

Degree of |
importance |

Critical NATO networks Data protection Euro-Atlantic Civil & Political
infrastructures society Rights and
Freedoms

Figure 1: Referent objects of cybersecurity according to NATO documentation

The global conclusioto be drawm from this first subsection that NATO and national critical
infrastructures remain the topferent object.Seeing the straightforwa purpose of the

analysed documents, it is very difficult to differentiate between the global cybersecurity

, but it h
perception.The discourse about security is mostly a pgobfor a collective object and not

conception and NATOO6s role in it

i ndi vi du ahe$sypeafsecsrity thdt is cufrently produced is often not security relevant

to the peoplé*®. The referent objects in these documents are similar to thaise pblitical or

182 « NATO and cyber defence, op. cit.

183 ATTRIDE-STIRLING, Jennifer« Thematic networks: an analytic tool for qualitative researcualitative
Researchvol.1, no.3,2001, pp. 386405, p. 390, available atttp://gri.sagepub.com/content/1/3/385
(consulted: 7 May 2014).

184 DUNN CAVELTY, Myriam, « Breaking the CybeBecurity Dilemma: Aligning Security Needs and Removing
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military sector (.e. essentially thattributes of thaation, the stateven tough thexistentially
threatened objects of cybersecursiych as information contewstinnot solely be protected
within the borders of the natiestates ¢r NATO) due to thenon-existent bordersof
cyberspac¥®. Finally, but most importantly, these docunsenbughlyreveal the connection
that is made in discourse between seeurityof the network and the one of the nations and

their criticalinfrastructuregand those of NATQ)

2.1.2 Threats, menaceand their specificities

fCyberthreats and the measures necessary to counter them are the security issue of the
houro'®i Dunn Cavelty

The aimof this subsectionis not to prove ithethreatsreferred to areeal or not but what is
interestingto see is how NATO discursively constructs its threat representations and what
counts as a risk. On this pacharactenzingthe thppati nt ,
is very difficult in cyberspa@®®’. This is particularly true for it is difficult tassess the impact
and urgency of a mena arising from thevirtual domain. There are even conflicting
representations of what is considered to be threateifimg. is why, as a first stephese
perceptions will be drawn from the same documents analygbd previous section

Accordingto Dunn Caveltyc y ber t hr eat s ¢ amaliclowes usg ef miormatiend a s
and communication technologies either as a target or as a wésiots a consequence, the
question that arises is to know whether thignikeon corresponds to the conception NATO has

of cyber menacedn one of its 2009 repait the SubCommittee on Future Security and
Defence Capabilities of the NATO Parliamentary Assembly made an attempt at understanding
what could affect the collectivaecurity of the allies or, in other ternasdefiningwhat acyber

threatis. It recognised that the Alliance and its member statemaracedoy cybemttacks

thae

éinclude the spread of misinformati on, el
global competitive advantage, the clandestine modification of sensitive data on the
battl efield, or t h e -calledsciatibal infraggructard( € r count

commercial assets that are essential for the functioning of a society and economy. Such

Vulnerabilities», Science and Engineering Ethj@&)14, p. 15p. 3, available at:
http://link.springer.com/article/10.1007%2Fs11RMF9551y#pagel (consulted: 5 February 2014).

185 DUNN CAVELTY, Myriam, « Critical information infrastructure: vulnerabilities, threats and

responses, 2007,p. 17.

186 DUNN CAVELTY, Myriam, «Breaking the CybeBecurity Dilemma: Aligning Security Needs and Removing
Vulnerabilities», op. cit., p. 2.

187 HERD, Graeme P KRIENDLER, John,Understanding NATO in the 21st Century: Alliance Strategies, Security
and Global Governan¢&outledge2013, p. 159.

188 CAVELTY, Myriam Dunn,CyberSecurity and Threat Politic®p. cit., p. 123.
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ads may be motivated by criminal gaior for political advantagelhey may be
committed by criminals, state actors, or criminal elements Wwethtdden support of the
state!®’,

In response to the 2007 attacks against Estonia and the escalation otheateioisk place in
cyberspace, the Allies have been emphasising the importance of cybersecurity issues and placed
them on the political agenda of the organisation; they stressed the necessity to prevent
cyberattacks at the Bucharest Summit of 28018This s why the NATO Parliamenta
Assembly, which is atangiblex pr e s s i o ractivties*Neads@tédsthe prominent role

of the cyber domaiby providing the previously mentione@tailed definition naming types of
threats and the peetrators of these emaces. The definition takes a broad general view on what
cyberattacks involve and how a threat can be defimatallow for a general overview of what

can be encompag$as potentially lifehreateningFor instance ite modification of classified

or sensitive dta as quoted aboyéasically implieghe threat of data manipulatidspionage

can also be depicted as a source of worry for it can have very serious implications: the Flame
malwareis one example ahe degre®f sophistication and complexity espionage can'ttke
Attackers could use sensitive mission information, obtained through espionage, to be aware of

troop movements and thus cost valuable lives.

It is essential to reminthe readethatthe perceptiorof threats and menaces amee of the

basiccriterionsof the existence ad military alliance such as NAT@unn Cavelty critically

(@}

advocatesthd&t hes e t hreat ftonsociuetydsnsi hemaedading
overall impression that cybencidents are becoming more frequent, more organised, more
costly, and altogether more dangerod®®. In this vein, the 2010 Strategic Concept
concentrates on the possible risks of disruptions in critical infrastructures through the activities
of A f nilitaves andintelligence services, organised criminalgyoeist and/or extremist

g r o ulYf.sWhat is interesting is that although the Strategic Concept focuses on the

BIMYRLI, Sverre, 473 DSCFC 09 E BISNATO and Cyber Defence, op.cit.

190HEALEY, JasonY AN BOCHOVEN, LeendetNATO6s Cyber Capabilities: Yestero
Tomorrow 2012,p. 2.

191 « Relations between the NATO Parliamentary Assembly and NATNATO Parliamentary Assembly
available athttp://www.nate
pa.int/Default.asp?CAT2=0&CAT1=5&CAT0=1&COM=5&MOD=0&SMD=0&SSMD=0&STA=&ID=0&PA
R=0&LNG=0 (consulted: 5 February 2014).

192 MuUNRO, Kate,« Deconstructing Flame: the limitations of traditional defenggSomputer Fraud &

Security vol.2012, no10,2012, pp. 811, available at:
http://www.sciencedirect.com/science/article/pii/S136137231270(@tsulted: 10 Mag014) This espionage
tool infiltrated thousands of computers in the MidBast and stole large quantities of data, causing the
disruption of government agencies. Flame also erased massive amounts of information. .

193 DUNN CAVELTY, Myriam, «The Militarisation of Cybesspace», op.cit., p. 142.

194NATO, «Active Engagement, Modern Defence: Strategic Concept for the Defence and Security of the
Members of the North Atlantitreaty Organisatiomn, op.cit., p.11.
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vulnerability of critical infrastructures, it does not dispecific threato this paticular referent
object. Menaces are many and varied, coming from state (foreignrimdjtantelligence
services) onon-state actors (terrorists, criminals, extremist groopsvenindividualg. Apart

from the fact that the Strategic Concept is a va@mgcise document offering little room for
explanations, this is also becalitiee cybersecurity discourse is about more than dmeat

f o r m. Each 3ukissue is represented and treated differently in the political prot@ss
There are potentiallpnorethreats than referent objects, that is because the number of menaces
is only limited to the ingenuity of the human mjrm¢hereas the threat objects are in many cases
identical Cyberthreats are also feared because of the asymmetric natylepfncidets that

can be perpetrated by a single individual against bigger entities such as a state, a community or
an organisatiotf®.

In its NATO Policy onCyber Defence, therganisation doesotplace a lobf emphasis on the
identified threats and menacgither However, these threats are to be taken serioustinéyr

are definedn this specific policyas posing an urgent probleeguiringan immediate response

This is in line withthe approach of Buzagt. al who statethat in order for an issue to be
constructed as a security problem, it should satisfy to the urgmiterial®’. In this Policy,
threatsar e i dent i f i edimi@aborgansationa ghacktivistem afstades'f.
Nevertheless, the document recagsi that protection should geanted against all menaces,

al t h o u gast arrap of thredist currently faces'®is not furtherelaborated uporiThe
Chicago Summit declaration issued by the heads of state and government in the meeting of the
NAC of May2012 also vaguely refers to the cybersecurity threats but does not deepen the topic
ei ther; it i s cyberattgcksrcantinfieftaincreasedssigrifibaathy in Aumber and
evolve in sophistication and complegit§°. The document mostly concerika on the

development of its capabilities.

On its part, the National Cyber Security Framework Manual notegittiainternet is under

195 DUNN CAVELTY, Myriam, «From Cybe-Bombs to Political Fallout: Threat Representations with an Impact
in the CyberSecurity Discourse, op.cit., p.107.

196 Topp, Graham H.« Armed Attack in Cyberspace: Deterring Asymmetric Warfare with an Asymmetric
Definition », Air Force Law Revieywol.64, ,2009, p. 20, available at:
http://heinonline.org/HOL/Page?handle=hein.journals/airfor64&id=67&div=_&collectimonasulted: 4 October
2014).
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siege and the volume, velocity, variety, and complexity of the threats to the internet and globally
connected infrastrictures are steadily increasit”, necessitating a comprehensive take on

the question of thredtaming, combining different tools and including a rtoaditional

approach to security thre#t$ In addition to the previous explanations, this text consel&dat
transversal visioof menaces in cyberspace by bringing attention to the-cuding nature of

these threats. Indeed, the document summarily discusses issues such as cybkecrime
hacktivism(ie. hacking a particular system for political reasomrgperespionagemalware

i nformation theft and net wthepace dfiforeigrueponamecn, et
collection and industrial espionage activities against major corporations andrgments is

also accelerating?®and egardingc y ber cr i me, t he dthecewoesnot out |
appear to be a common view regarding what constitutes illegal or illicit activity on the
internet?®4 Indeed, when combining the fact that every country has its own computerlaws with

the borderless aliti of Internet, a culprit is an ambiguous word. In addition, the National Cyber
Security Frameworkmphasises thaisruption of critical infrastructures and the fact that it can

induce a propagation of the effects to other infrastructures, butpthaeérning risks by
protectingthese entitiess too costlyGlobally, these menacese understood as posing a direct

threat to national security.

However, NATO and i ts meybdrtreatssdehastate ordersare r st :
organisational boundadgs¥® and that a cyberattack can even reach the level of a physical

attack causing physical dama&eWith the exceptionf the Stuxnetafineverbeforeseen leap

from the digital world into the physical wotf’, which is one of the very feayber incidents

thathas been publicly disclosed as havwngjorphysical repercussions. The low level of other
materi al Adi saster so, combined with the di
cyberthreats (due to their virtual nature) hence impacts the percebtiybersecurity as a

rather speculative domafli. Immigration, which is considered to be a tangible menace to the
societalsector,is easily noticeable in a communityhile cyber incidentsn the cybersector

might even remain undiscovered for a longigeiof time al have disastrous consequences.

For example,tihas bee estimated that the Flame malwhesl beemctivefor four years at the

201K LIMBURG, Alexander(dir.), National Cyber SecugtFramework Manualop.cit., p. 6.

2021bid., p. 51.

2031bid., p. 6.

2041bid., p. 13.

205« NATO and cyber defence, op. cit.

206 K LIMBURG, Alexander(dir.), National Cyber Security Framework Manuap. cit., p. 76.

207« Duqu: The Precursor to the Next StuxneBymantecavailable at:
http://www.symantec.com/en/uk/outbreak/?id=stuXpensulted: 4 April 2014).

208 HANSEN, Lene,NISSENBAUM, Helen, «Digital Disaster, Cyber Security, and the Copenhagen Sehool
op.cit., p.1165.
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time of its discover§?®. No one knows what information has been stolen and what the
repercussions of the stolen data Mereover, Balzacq argues that threat perception is a highly
volatile phenomenon because it is impossiblatisolutely knowif an entity constitutes a
menace pnot and because fear tends to lead political actors to irrationally securitise &.issue
Nevertheless, this does not impadi&TO from framing cyberthreats in its policy documents
and other official textsHigure 2.

As a result of increasingly sophisited cyber incidents and intensifying media attention
over the last few years, cyber security issues have moved in two directions: upwards,
from the expert level to executive decisimoakers and politicians; and horizontally,
advancing from mainly being assue of relevance to the US to one that is at the top of
the threat list of more and more countrf¥s

Threats and menaces

Degree of |

importance
. H B N . |

Critical NATO network Terrorists Espionage Data
infrastructures  disruption manipulation
disruption

Figure 2: Cybersecurity threats and menacesiccording to NATO documentation

Even though many threats were cited in the narratives of NATO documentation the degree of
importance attributed to some of th&srmore acute. Data manipulation and the disruption of
networks and critical infrastructures are listed as the thredyrasplasised elements in this
subsection for NATO is very concerned about the resilience and the defence of its critical cyber
asset§'? They are mostlgociopolitical threatfocusing at the state and organisational level.
But, according to Dorothy Denning, ma threats have been translated to cyberspace and

different categories were addsachas cybespranks, cybewarfare, cybemweapons, eté:3 At

209DuNN, John E.«6 F | a me-@eapoy Wweatundiscovered for at least four yeafechworld 2012,

available athttp://news.techworld.com/security/3361331/flaoyderweaponrwentundiscoveredor-at-least
four-years/(consulted: 11 May 2014).

20BaLzACQ, Thierry,«La s®cur it ® : d®finiti oRéséralismect eurs et nive
Régionalismevol.4, ,2003, awilable athttp://popups.ulg.ac.be/13BB64/index.php?id=21@onsulted: 10

May 2014).

211 DUNN CAVELTY, Myriam, «The Militarisation of Cybeispace», op.cit., p. 141.

212 « Defending the networks The NATO Policy on Cyber Defenamp. cit.

213 DENNING, Dorothy E.« Stuxnet: What Has ChangesdFuture Internetvol.4, no.3,2012, pp. 672

687,p. 684, available atttp://www.mdpi.com/199%903/4/3/672consulted: 10 May 2014).
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this point, it is quite difficult to draw lessons on what constitutes the main cyberthreats to NATO
on the sole &sis of this first sectionBuilding on information issued from NATO
documentation, the same features Wiénce bediscussed starting with the political and

strategic dimension of cybersecurity.
2.2 Politico-strategic approach

Since theAlliance is concernedaboutt he e mer gence of Anew thre
c hal | &AT®dadi@shave beemrought under centralised cyber protecttriro tackle

the emerging cyberthreat, a division approhak been adopted within NATO HQ whereby a

new service was createdn 2010, bringing members from NF#
International Military Staff together in 2010 in the new ESEDThis division is in charge of
Andmadi t i csuch bs Energg Bezuwity, Counter Terrorism or Cyber Defegce
streamliningthe work of different centreand is meant to foster flexibility and develop
capabilities without increasingthe cd$fsThi s subsection examines N
cybersecurity, but essentially from the perspective of its ESfflals, who ae in chage of

the cyberdefence section of their divisiorhe reason for focusing on this division this

researchis because it is responsible for the creation of comprehensive policies and making
strategic decisionshusdealing with bottihe political and sategic aspectsf cybersecuritst’.

To better understand the structure of this
understand that the ESCD is the platformdidlogue and consultation on cybersecurity

responsible of the policy developmeRigure 328

According to the organisational structure of NATO Cyber Defetimegovernance structure
works in a bottorrup way. There is a process of escalation that starts at the technical level (the
one we will discuss in the second subsection) and &rtde North Atlantic Councjlbut only

if a cyber incidentudged criticalis being reported®. The technical level covers different
centres suchs the NCIRC or the NCSA amnelports directly to theESCD of theCybe Defence

Management Board (CDMBwhichin turn alerts the Defence Policy and Planning Committee

214RESOLUTION 387 ON CYBER SECURIZ¥11.

215EUROPEANSECURITYREVIEW,| S1 S Eur ope Briefing Note. MNAMEIgYI  mgw d
secur ity orcahattknpeahshaeirsg@p relevance and crediiilSIS Europe2010,p. 1.

216 « New NATO division to deal with Emerging Security ChallengeNATQ 4 August 2010, available at:
http://www.nato.int/cps/en/natolive/news 65107 [fomnsulted: May 2014).

21" HATZIGEORGOPOULOS Myrto, The EU, NATO and Emerging Security Challenges in 2El3

Europe2012,p. 3.

218 AGUILAR, Virginie, HASRET, Omer,« NATO Perspective on Cyber Defence and Botmets

219HEALEY, JasonVAN BOCHOVEN, Leendert, NATO0s Cyber Capabilities: Yester
Tomorrows, op.cit., p. 3.
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(DPPC) before reachingthe NA& 1 f t here i s no ffooudedNATOCcTr i si s

HQdb s cyber HKSCDtakesehe pdiitical dne strategic decisions without reporting to
the NAC?forint hi s mainsams the tsolefiesponsibility for coordinating cyber defence

across the Alliana&®?2

* NATO-wide CD management & Direction

* Policy development CYBER DEFENCE
+ National level liaison COORDINATION &
SUPPO

NHQ ESC Division

* CERT services

* IDS Management NCIRC TECHNICAL
» Engineering

* Vulnerability management CENTRE

« Scientific services

NIATC / NCSA

Local Information

Assurance NATO CIS OPERATING
Janagement AUTHORITIES

All NATO HQs and Agencies

)

NATO UNCLASSIFIED RELEASABLE TO THE PUBLIC

Figure 3: NATO Cyber Defence partial decisioamaking structure

Understanding this structure is important, because the dliffeypes of activities of NATO
personnel are derived from its organisation. It is on this basis that this thesis seeks to
differentiate between the discourses held by the technical experts, on the one hand, and of the

political specialists of cybersecuwyton the other hand.

2.2.1 The referent objects of cybersecurity

The interviews were conducted with three officials from the cyberdefence section of the ESCD:
Dr. Jamie Shea, DepufAssistant Secretary General for the ESCD, Dr. Detlef Puhl and Mr.
ChristianMarc Liflander, bothPolicy Advisos at the Cyber Defence Sectioh the ESCD.

This material constitutes our primary source sexves to identify the referent objects that are

designated in their discourse. Other relevant secondary sources are alsp sgedfy the

220 « Defending the networks The NATO Policy on Cyber Defenamp. cit.
221 HERD, Graeme P KRIENDLER, John,Undersanding NATO in the 21st Centuyigp. cit., p. 157.
222 |bid.
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arguments presented. Before embarking on this analysis, it is important to mention that even
thougheveryone has a different take on particular subjects and quegtietisree interviewees

presented a very close narrative construction shiéred values and a similar argumentation.

For the interviewees,heé new security environmergoes hand in hand withpolitical
representationsf the vulnerabilities and threats arising fromAtcording toDunn Cavelty,
this trend is a legitimate ptess of national security.

When looking at vulnerabilities, the follewp questi on i s: Owhat <co
the natur al answer i s everyt hi nogse. Thi
scenarios( épei yed in the political process. Wh
real t®#®reatsé

These representations are expressed in the discourse held by the actors of security. In this
regard, one of the first common viewspeessed about the cyber domasnthat hyper
connectivity is verypresentin our society and that this has implicatitiisIindeed, phones,

internet, television, computers, and tablkats now in almost every home on NATO territory

and ICTs have exponentially developédl.the last decadenobile broadband subscriptions

have been steadily increasing worldwide, abo
i nternet at h o mehouwsahaeobneativatywid lie seachingt7es by the end

of 2014?°. Cyberspace imperatively neetitsbe protected, since it is the environment that is
mobilised fohei meanacboingomimunication)wil/l é
theywill remaina constant concerand will always have to be secut@tf. However, the
preoccupatiorvis-a-vis the protectio of ICT detectable in this discourse escalated after the

cyber incidents on Estonia and the war in Georgia. Attacks were perceived as having disrupted

the infrastructural and societal system of communic&ioAccording toGarcia et al.the
exstentially threatened hitidalj iefagtrectures,f criticaly b er s e
information infrastructures and government websi&s Indeed,it is argued thaficritical

information infrastructure is thus part of a state's Cl and includes comp®rsrch as
computers, software, the Internet, satellites and fibre qjfics

223DUNN CAVELTY, Myriam, «The Militarisation of Cybespace», op. cit., p. 150.

224 Jamie Shea, DepytAssistant Secretary General for Emerging Security Challenges at

Nato, BrusselsPebating Europe?2012.

225 |NTERNATIONAL TELECOMMUNICATION UNION, The World in 2014. ICT Facts and Figur€eneva2014.
226pyHL, Detlef,«l nt er vi ew at NAT O eHe@dtincyberd¢dyOo6s engag
227 pyHL, Detlef, «<kEU-NATO: What complementaritiess, op. cit.

228 GARCIA, Suarez Marcial APALHARES, A c i ¢ i aReflegtions onD/irtyal to Real: Modern Technique,
International Security Studies and Cyber Security Environmgint JarFredeik KREMER, BenediktMULLER
(dir.), Cyberspace and International RelatioB®rlin, Springer,2014, pp. 268280, p. 278.

229 DUNN CAVELTY, Myriam, «Critical information infrastructure: vulnerabilities, threats and resposses
op.cit., p.16.
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Moreover the potection of NATO networkss perceived as quiessentialto the ESCD

officials, and the necessity to protect national networksimarily advocated for the salaf

the protection o# the Allianceb6s systems
No matter what you do militarily, whatever it means in the future, you will always need a
common shared space. This is quite often
ability to conduct operations, in aay that you are able to ensure the resiliency and

securityof your networks is important. This is the common part that allies have. That
NATO should first and foremost protect its netwéiks

NATO has two types of networks: one that is connected to tlenkit and one that is
independent (military). The former is used for political and everyday communications and
depends on the national networks, which makes it moreeraltte and explains why the
Alliance might want to protect therm the cyber domain, ATO systems are hence dependent

on nati onal mapgng sysitemk i& ouaparther Gountries is important. We want to
make sure that a piece of classified information does not become immediately compromised

because it goes out of a NATO system omat@nal systedr®2.

Securingthese publically available networks is not easy, as the underlining infrastructure needs

to be protectedHowever, quite a lot of NATO networksin across commercial provider
networks. Globally, almost 80% of the networks beldo private entities and not to st&tés

Protecting theindustriesis possibleat their requestind grave cyberattacks could justify
government intervention for it has to be noted that al8®% of the cyberattacks are
unreported”. This argument is howev tightly linked to the protection of the states, national

security and critical infrastructures such as financial infrastructures for instance. Specialised
private companies are currently providing many tools and servicgsads | and since N
(andndai onso6) I CT structure i s Dbthsipbsesthe probno mmer c
of the safety of information and means of communicatimaditional military security is

usually more worried about threats to a nation, but the threat object nosealss to arise

f r oowonjofned body of public and privasector network®=°,

Regarding cyberspace, it is difficult to determine wisadti stake and what is a threaking

Z0PyHL, Detlef, s nt er vi ew at NATO HQ on NATXopst engagement in
21| IFLANDER, ChristianMarc,«l nt er vi ew at NATO HQ on NAT»00s engageme
22Q&A about NATOO0s new Division for Emerging Security
SheaBrusselsYPFPtv,2011.

28| IFLANDER, ChristianMarc,«l nt er vi ew at NATO HQ on NATXopSit.t engageme
234GHEA, Jamie,d nt er vi ew at NATO HQ on NATxXopsit. engagement in
235 DER DERIAN, JamesFINKELSTEIN, Jessex Critical Infrastructures and Network Pathologies: The Semiotics

and Biopolitics of Heteropolarity, in MyriamDUNN CAVELTY, Kristian SObyKRISTENSEN (dir.),Secur i ng Ot he
Homel andé: Critical | nf r, lboedomRoutlédgeR(98, ppREADAkp. D d (I n) Sec
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that his environment is in constant evolution. The fundamental notions of cybersecurity are
perpetually being challenged because it is an emerging area of security, but also because of the
speed of technologicalhange(even moving faster than Moore ever pregi)236. A more

flexible approach to the study of the cyberspace is thus necessary in IR, in order to permanently
reassess the concepts such as what is considered a threat, whamed datmerable and
necessitatep r ot e c t iThenagnswer twitl .not €oen from cyber defence but from
international relationg?®’. However, it can be argued that this vision of cyberspace as a very
technical, complex and uncontrollable field in constant evolution, which threatens the security

of individuals and nations alike &very uncritical discourse. Indeed, the common overuse of

the current political categories about cyberspace in the constellation of cybersecurity discourses
bears the danger of taking these speeches for gféhtedfact, breaking with these common

senser epresentations, or-c wha@ae p tDiuo-rkehtei  that scdap 1 e |
spontaneous shared representations of the social world, is necessary in order to analyse these
representatiort$®. This approach to political discourse on cybersecurity tbais also be

interpreted from a more sociological deconstructive point of view.

Lastly, it is interesting to mention that protecting the populations isratsmnised asn

important attribute of cybersecuritijThe first part of the Strategic Concepfthich deals with

defence and deterrence, certainly marks a shift in favour of the new security challenges and
from the defence of borders and territory to the protection of popul@itinThe coneptual

approach of the politicadctors towards cybersecwyris thus very close to the one advocated

in the official documentatiorthe fear to loose national functions that are related to the critical
infrastructires is very impdant, but somewhat less emphasised than thessiyg to protect

NATO networks(Figure 4). Of cour se, this does not me an
concerned about the protection of critical infrastructures than they are of NATO, but only that
this is less noticeable in their discourse. It has already been argued that the fuhpetessis

is not to make an objective account on NATO

the construction of cybersecurity from a discursive point of view.

23| IFLANDER, ChristianMarc, «l nt er vi ew at NATO HQ on NATopsitt engage me
237 | bid.

238 ALLISON, CavanaghSociology In The Age Of Thetérnet Berkshire McGraw Hill Open University

Press2007,p. 48.

239 BOURDIEU, Pierre Language and Symbolic Powetarvard,Harvard University Pres4991,p. 13.

220GHEA, Jamie«NATO0s new Strategic Conc e p»JounalonwvBuropganf r om The
Perspectives of the Western Balkand.3, no.1, 2011, pp. 716, p. 9, availalte at:
http://www.europeanperspectives.si/index.php/component/phocadownload/category/46?download=49&Itemid=
(consulted: 2 January 2014).
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Referent Objects

Degree of |
importance |

Critical NATO networks Private sector Data protection Population
infrastructures

Figure 4: Referent objects of cybersecurity according tahe politico-strategic level

The analysis also revealed that there aaeous referent objects, which are all valued
differently than in NATO official documentation. For instance, since the organisation works
with many important private cybersecurity companiggir knowledge, experience and
insights are very much valu&d But they might as well be targeted by cyberattacks on this
basis. It is also interesting to see that the protection of information is also more detailed in this
subsection. Once again, the protection of ICTs and networks were acknowledged as important
factors ofcybersecurity on the part of NATO and its member states. This is also the case for
the protection of the populatiohis is coherent with theybersecurity sectoapproach
according to whichthe individuals, the network, are linked to societal and palitieferent
objectg*2

2.2.2 Threats, menaces and their specificities

fThreats from cyberspace have over the past few years increased tremendously in their
frequency and sophistication, with attack
communication too**i Gabor Iklody, Assistant Secretary General for ESCD, NATO
Given NATO6s interest in the ditisdndersamdablecyber
that the political representatives of the organisation present and sh@se of the
representansexposed in its official documentatiavioreover, the ESCD was specifically set
up in order to deal with the r anJleseomenadesn ew t |

present two important aspects: firstly, they have been prioriisesdguritised by the Alliance

241 « Working with the private sector to deter cyber attagSATO, 10 November 2011, available at:
http://www.nato.int/cps/en/natolive/news 80764.lfcmnsulted: 8 May 2014).

242 HANSEN, Lene,NISSENBAUM, Helen, «Digital Disaster, Cyber Security, and the Copenhagen Sehool
op.cit., p.1163.

243|kLoDY, Gabor« The role of cyber in smart defenseBrussels2013,p. 12.
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as new challenges and, secondly, they are not all of military r@guse not strictly economic,

political, domestic or foreign, but rather crasgsting and hybrid issues necessitating a
comprehensive approach to study tH&m This is precisely why this research combines
different levels such as tltcumentarypolitical or technicallevel. Moreover, we have been
entrusted thah additionto the2011 NATO Cyber Defence Policthe ESCD is working on a
conditional projectthavoul d resul t i n an i Entbfarther eadify Cy ber
elements of definitioff®. This possibility of which we have been advised demonstrates that
everything related to possible cybasecurities is highly debated inside the Alliartveweve

moving forward will be subject to approval of the heads of state and government at the
September 2014 NATO Summit.

Sharing an understanding of what cybersecwatysists ofs perceived as a matter of utmost
importancewithin the Allianceand he mostconcerning security challenges are not terrorism
or WMD to Jamie Shea, but cyberthré&tsThe Internet is aery usefultool of development

to him, but it is possible to see another side of this instruritgarbvidesintelligence services
(or even the pvate sectoywith a toolto gathewast amourgof data on individualand even
predict how they will behavét is essential tsecurecyberspace in order to prevent issues such
as identity theft, which arene ofthe most threatening issutshin?*’. It is possible to link
this malicious activity to the actions of cybatminals. IndeedDunn Caveltyargues howiithe
Internet is a near ideal playground for serand organised crime for activities such as theft
(like looting online banks, intellectual goerty, or identities) or for fraud, forgery, extortion,
and money launderirif*®. This is encouraged bthe difficulty to preserve privacand
anonymity in cyberspace, sinaegreat share ohformation is made available on the networks
andbecaus¢he degree dfurveillancas increasingAll these elements are worrisome for Shea.
fiWe are at a turning poinwe need security but 1t cannot b
there wondét be d¥mocracy in the world

The problem todgyaccording td?uhl is thateven though the Allies do not want to give up on
NATO and the positive effects of this Alliandbdere ar@nly few commonly perceived threats
justifying the continuation of this militarpartnershig®. Williams and Neumannon the

contrary,arguethat NATO persists today because it is a democratic community of shared norms

244 HATZIGEORGOPOULOS Myrto, The EU, NATO and Emerging Security Challenges in 204.Zit., p. 1.
245 pyHL, Detlef, «<EU-NATO: What complementaritiess, op. cit.

246GHEA, Jamie,d nt er vi ew at NATO HQ on NATxXopsit. engagement in
247 |bid.

248 DUNN CAVELTY, Myriam, «Cybersecurity», op.cit., p. 11.

249GHEA, Jamie,d nt er vi ew at NATO HQ on NATxXopsit. engagement in
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50



and identitieswhich rearticulated security in its own vfay This representation is linked to

the fact that the actorsew these threats as haygi a different impact on the mmber states:

Puhl outlined thafithey do not affect all the allies in the same @2handLiflander stated how
fdifferent countries are vulnerable in different wéd?S. Countries with few resources to
allocate to cybersecurity, or countries that are making their way into this domain are potentially
more concerned abit a larger amount of threat than, for instance, France or Germany.
According toJamie Shedjsecurity isonly as good as its weakest I3k

Even ifthere is no unanimitgn the types of threats and the reasons why thegeareived as
menacing to the Allies, there are still global categories of threats that are acknowledged by
these actors. For instancgeis acknowledgdt hat safeguarding the int
networks is important by preventing their disroptiand by making sure that th&ynction

p r o p éoth hardwar@ and software are being put in place in order to ensure we know what
IS going on in our networks and we have necessary tools to respond to server attacks. So this is
the part that everybody shares, the part where everybody senses that a commonality is
needed®®. In cyberspace, it is even easier to manipulate communicationsittig in the
ordinary wayandthese virtual possibilities that exist in this world of communication can be
very t hf%Motethanithregtdto the network, it is the manipulation of iméion that

iIs being pointed at, because the use or the mistigiata is facilitated by the technical
possibilities of this virtual environment. These types of threats to the networks of the Alliance
or the critical infrastructures are very coherent with the type of referent objects put forward in
the previous sean, for they are the ast emphasised threat objects and thus menaces against

them are heavily emphasisdeidqure 3.

Of course, other types of threats are taken into account by these actors of the ES®IY, but

the threats that have a potentié¢-threatening connotation were taken into account in this
table in order to remain coherent with the approach of the Copenhagen School (spamming was,
for instance, not included in our summary table as it does not constitute an existential threat to
NATO). The other menaces encompassed were malware,-sptaisored threats or
hacktivisnt®’, but with the exception of the repercussions of malware, the other elements were

1WiLLIAMS , Michael C.NEUMANN, Iver B., «From Alliance to Security Community, op. cit., p. 358.
252 GHEA, Jamie, dnterview at NATOHQOoMN AT O6s engagemenstop.ciin cybersecurity
23| IFLANDER, ChristianMarc, «l nt er vi ew at NATO HQ on NATXopSit.t engageme

254GHEA, Jamie,d nt er vi ew at NATO HQ on NATxXopsit. engagement in
25| IFLANDER, ChristianMarc, «l nt er vi ew at NATO HQ on NATXopSit.t engageme
26PyHL, Detlef, «d nt er vi ew at NATO HQ on NATopsit engagement in
257GHEA, Jamie,d nt er vi ew at NATO HQ on NATXop.sit lecrAigpaRg e me nt i n
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less discussed. The reason for this is that the actors are very wary of the implafatiatvgare

such as Stuxnet. The kinetic effects (direct or indirect physical damage) of cyberattacks are
particularly feared in this regad. In line with the geopolitical tradition, the researcher Ronald
Dei ber t Alhaughungoking fears of an eteanic Pearl Harbor may be overheated
rhetoric, an arms race in cyberspace creates an environment in which crime, espionage,
malware, denial of service, filtering, and surveillance prosper and tifi%eMore than the
potential physical impact of malwaredaather cyberattacks, it is indeed a cybans race that
worries Jamie Shea, who makes an analogy between the cybersecurity environment and the
nucl ear ar ms rwecae backin thebeegeatIM@mIWaressuch @Stuxnet is

thus comparable to ibshima in a sense, but without the collateral damage. This form of
discoursei or hypersecuritisatioii focused on constructing cyber disasters scenarios with
important cascading effects has however never taken place and these narratives are very close
to the ones that can be found in the environmental sector (the planet is said to be very

endangered®®.

Threats and menaces
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Figure 5: Cybersecurity threats and menacesccording to the politico-strategic level

Malware (and their potential kinetic effects) are not the most emphasised threats at the political
level. The most salient threats according to B®CD officials are NATO network and critical

infrastructure disruptions, as well as data manipulation. Qyveéhare was no significant

«lnterview at NATO HQ on NATXOpsit. engagement in cyberse
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political concern oveemphasising one of the issues. This is why the scores attributed to the
menaces in the table are relatively homogendousay be noted that the results are close to the

ones obtained for the analysisNVATO documentation. The political appear to adapt their narratives to

the policies outl i ned Inarderttd rthéritdst cumhymothesis mndb | i ¢ a
compare with the information obtaingtie same methodology will be applied one lasetio

the fAtecdoonfi cMAT OQdbasy ecsirustere ibferé eomcluding on tfiedings of

this first chapter.

2.3 Technicalexpert approach

In the previous section, the political and technical levels of egbeernance were quickly
differentiated, but not elaborated updihis section includes opinions and perspectives of NCI
Agency member s, not abl y NCI Rdéetailgu ergasisatiomak | . Si
structure is not very publicisgdnd sometimes even kept serdiie to sensitive information

or activities, it is very difficult for the ordinary citizen to understand how services are organised
without previous knowledge of the Alliari®& This is especially true for the services that are

the organisationds first ' ine of defence, !,
Information relative to their work and responsibilities remains obscure and unclear because
there are few publichavai | abl e sources discussing this.
technical structure is thus appropriate before going any futttwwever, it is necessary to

mention that during the completion of this thesis, the NCI Agency was undergoing a structural
reorganisation and the transformation is still not complgted Therefore, the explanations

provided belowon the structure of the organisatimere the ongobtained at the time of the

writing of the present study amday, as a consequendse subjecto change.

It is worth explaining that the NCI Agency is mobilised in this research for it is NATO's main

IT provider. Indeed, this service isponsible for the Communicatiand Informatio Systems

(CIS) means and services and is in charge of technolodyg@nmunications capabilit#s.

More specifically, it is the cybersecurity division of the NCI Agency, which is deemed relevant

for this thesis: the Cyber Security Service Line (CSSL). As sarmth since its creation in July

2012 as part of a NATO broaderform processthe NCI Agencyembodies the expert and
technical section of Nraspdsbde fothe pyoseationsoBNATG n a | S

262 ROWLAND, R. A.,« NATO Security Briefing», United States Marine Corp20 November 2012, available

at:
http://www.mcieast.marines.mil/Portals/33/Documents/Adjutant/Security%20Manager/SharePortal%20Docume
nts/INATO%20SECURITY%20BRIEFING.pdtonsulted: 2R pril 2014).

263 « The NATO Communications and Information Agency (NCI AgengyNATQ, 17 July 2012, available at:
http://www.nato.int/cps/en/natolive/topics_69332.lftmnsulted: 29 April 2014).
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capabilities Moreover, this IT agency supervises the service responsible for the operational and
technicalcyber security support services: the NCIR&hnical Centr€TC)?%4 This capability
Is aimed at dealing with the cyber aggressions and menaces against the organisation through

incident handling, detection and reporting.

As explained abovehe NCI Agencyversees the main cybersecurity activities of the Alliance.

lts recent transformation is the result of a
General Manager, for a more efficiertg@cewith less duplicatioff®. It is with that perspective

that the CSSLhas been createFigure §2°. It is the specialist otyber securityrelated

S e r v scerdifg, tethnical, acquisition, operations, maintenance, and sustainment support,
throughout the lifecycle of NATO Infoation Communications and Technology, enabling

secure conduct of the Alliance's operations and busiféss lan West is theChief

representative of this CSSitgsponsible fothe different newly created service lines.

The IT specialists interviewed who ae under the supervision of Mr. Weistare mainly
members of the NCIRC TC, the organisationbés
TC is part of he CSSL and, in the figure hereundsrspread across the structure. However,

the NCRIC has not yeeached its Full Operating Capability (FOC) yet and is still in a transitory
phase of devel opment called fiphase 160. Once
reach fAphase 20, the N&% RB bdsicaly mednsa thdt theb e a c
organsation will be done with the recruitment, organisation and training process and will have

updated cyberdefence systems.

264 « NATO and cyber defence, op. cit.

265 AGNEESSENS JeanFrancoisxl nt er vi ew at NATO HQ on NAT»00s engageme
266 WEST, lan J.,« From Assets to ServicesCapability Delivery in the 21st Centusy

267 « Cyber Security>, NATO Communications and Information Agerayailable at:
https://www.ncia.nato.int/Odwork/Pages/CybeBecurity.aspXconsulted: 29 April 2014).

268\WEST, lan J., <rom Assets to ServicesCapability Delivery in the 21st Centusy op. cit.
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In the same fashion as the last two sections, the referent objects of cybersecurity and the
threats and menaces pertaining to this sector will be analysed from the point of view of the
NATO technical expertDue to the sensitivity of the issues dealt with in the Cyber Sgcuri
Service Line two of the interviewees wished temain anonymous, but agreed to be quoted.

They are identified and referred to as AAnon

2.3.1 The referent objects of cybersecurity

Contrary to the political take on the referent objects of cybersecurity, the technical experts
presented a more nuanced discourse on cybersedurisydifferent perspective is very much
linked to their professional background and current professionabmebilities. However,
similarities were found with the political level. These specialists are seatMgTO like the

ESCD officials soit is quite urderstandable that they generatenewhat similadiscourses.
However, hetechnicalactors mobilisedtgarea particular terminology pertaining momputer
security and ICTs, which is usually hard to master for neophytes or even political sp&Sialists
This however did nadffectthe content of this research, since concepts were sorted out in order

to facilitate the analysis.

There are three characteristics of information that must be protected by information security:

269 NISSENBAUM, Helen, «Where Computer Security Meets National Secusijtyp. cit., p.72.
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Confidentiality Integrity and Availabilit)’°>. Usual | 'y abbreviated #ACI A
however nothing to do with the Central Intelligen&gency.This threedimensionaprinciple

is widely used with egard to threats in cyberspace. Dunn Cavelty refers to it as the
comprehensive approach of cybersecdfityand Nissenbaum, recognises that theseethr
elements are structuring the approachetusity in the technical communfty. Confidentiality

is the ability to keep sensitive information secret and is often viewed as the most important and
selfevident principle when discussing information protecti@g.s ecr ecy of NAT
missions abroad aof other classified elementdntegrity refers to maintaining the original
information and dta secure without altering theontent €.g. preventing fraudulent
modifications of the content of a NATO document in order to avoid misleading representations

or misguided actions). Availability concerns the accessibility of thevda¢a needede(g.the

DDoS attacks on Estonia blocked access toynthfferentwebsites of Estonian organisations

and institutions, including other general servi¢es)

Information is thus very important in cybersecurity fas ithe founding principle afyberspace

and is considered as part of the defence domaithedifferent modalities of the CHarinciple

were outlineditis argued that hese t hree interlinked feature
can be understood as information assuraacenformation securityas well.lt is thereferent
objectthat stand out the moswith the exception oNATO network securityNATO technical
experts also participate, just as much as political actors do, to the framing of issues as
cybersecurity threats, since they stress the importance of protsetisgiveinformation, but
alsounclassified information (like data belongingndividualg?’ This is particularly truéor

the members of the CSSsincefinformation and technology have always been core elements

in military affairsd?’®. Threats to information are thusoreemphasised than in the precedent
sections. The specialists from the CCSL are, as a whole, directly confronted to this technical
layer of cyberspace. They are dealing with and using ICTs on a daily basis, which statistically
makes them more aware of theuiss linked to the use of these technologies than the average

person would be.

2I0ANONYMOUS2, «l nt er vi ew at NATO HQ on NATXOpsit. engagement in
271 DUNN CAVELTY, Myriam, «From CyberBombs to Political Fallout: Threat Representations with an Impact

in the CyberSecurity Discourse, op.cit., p.107.

272 NISSENBAUM, Helen, «Where Computer Security Meets National Securityp. cit., p.63.

ZBANONYMOUS2, «I nt er vi ew at NATO HQ on NATXOpsit engagement in
ZIAANONYMOUSL, «l nt er vi ew at NATO HQ on NAT»0O6s engagement in
275 ERIKSSON Johang Cyberplagues, IT, and Security: Threat Politics in the InformationsAdeurnal of

Contingencies and Crisis Managemerdl.9, no.4, 2001, pp. 200210,p. 219, available at:
http://onlinelibrary.wiley.com/d0i/10.1111/1468973.00171/abstra¢tonsulted9 May 2014).
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In its 2013 glossary,he NATO Standardization Agency defines an attack on a computer

net wo r kactianstakenno diSrupt, deny, degrade or destroy information resident in a
computer and/or computer network, d&dPfThishe con
vision sticks to what has just been explained: information in all its forms-p@i&iple) is

seen as threatened. But, not only is classified information at rigkAT O6s own net wo
but sensitive data on the Internet or other public networks also constitutes a source of
conceri’’. This is the second big referent object to be outlined in thissciion, which is

alsovery much emphasised in comparison to the atpetted threat subjectaccording to the

experts, ahieving netwek resilience is thus essential in order to protect the endangered NATO
networks and equipmenit. It is acknowledged that the availability of the operational systems

is globally at risk’®. Cyierspace is more than the internet, including not only hardware,
software and information systems, but also people and social interaction within these
networkg?®%. The network is claimetb be the object of security by Ronal Deibert, who argues

that this eferent overlaps with the collective security of the $8atdccording to Agneessens,

the vulnerability of the network is alsperceptiblebecause NATO islependenbn civilian
communication infrastructure like internet or satelffésfiThe days were theilitary were

having their own communication equipment cushanit by the industry and where they were

using dedicated channel of communications is @#&rThis is also why they viewritical

information infrastructures as a particular weakness as well.

The civilian critical infrastructure, but also corporate supply chains are regarded as potentially

me n a c e d : willinéed t® @y to protect the private companies responsible for supplying
equipment to NATO and its memi@#é?4 This is interesting becausef | owi ng Dunn Ca
argumentfithe large majority of attacks remains fairly unsophisticated and goes after low

hanging fruits, which are small or meditsized enterprises with little IT security awareness
and/or investmeg£®>, However, NATO principally wrks with important IT suppliers for their

security services (this has already been discussed in the previous section), which have more

276 NATO STANDARDIZATION AGENCY, NATO Glossary of Terms and Definitions (English and Frerz)3.

2ITANONYMOUS L, «l nt er vi ew at NATO HQ on NATXOpsit. engagement in
278 AGNEESSENSJeanFrancois,d nt er vi ew at NATO HQ on NATQopsit. engage me
28 ANONYMOUSL, «l nt er vi ew at NATO HQ on NATxXOpsit. engagement in

280K LIMBURG, Alexander(dir.), National Cyber Security Framework Manuap.cit., p. 8.

281 DEIBERT, Ronald J.« Circuitsof Power: Security in the Internet Environmentin James NROSENAU, J. P.

SINGH (dir.), Information Technologies and Global Politics: The Changing Scope of Power and

GovernanceNew York, State Univeristy of New York Presz)02, p. 315p. 129.

282 AGNEESSENS JeaAFrangois,d nt er vi ew at NATO HQ on NAT»Qopsit. engageme
283 | bid.

ZAANONYMOUS2, «I nt er vi ew at NATO HQ on NATXOpsit engagement in
285 DUNN CAVELTY, Myriam, «Cybersecurity», op. cit., p. 10.
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resources and ar e abl dtisthes hightyanlikeldthat sychacidne r
will be undertaken eveif the conception of securing private companies in emergency cases is

not rejected.

Also, it was noted that even though the protection of individuals is not included in the mandate
of the Alliance, safeguarding the population is impor&nt Evéryone lecomes a target.
Nations are so heavily relying on the civilian infrastructure that they will be targeted as
wello?®’. Referent objects of cybersecurity are to a certain extent tied together, because the
security of the networks, which are of utmost impasato the technical expeft§ are viewed

as related to national and collective secuiityis is also the case for data protectiGiobally,

the technical discourse demonstrates thalitical questions are less discussed anat th
technical preoccupationare an important criterion for tackling the referent objects of
cybersecurityEigure 7. If this seems natural at first sight, this remark is nonetheless relevant

for this research.

Referent Objects

Degree of |
importance |-
Critical NATO Private sector Data Population
infrastructures  networks protection

Figure 7: Referent objects of cybersecurityaccording to the technicalexpert level

Finally, in contrast to the political discourse and the narratives found in the official
documentation, the technical experts have a very distinguishing view of what the referent
objects should be. They clearly féifentiate NATO networks and information as the key
aspects to defend in cyberspace. On their side, the political experts tend to be more concerned
about the state of the critical infrastructures and present a more homogeneous level of concern

for the different referent objectsf cybersecurity

s

ZEANONYMOUS2, «l nt ervi ew at NATO HQ on NATXopsit,phgagement in
287 AGNEESSENS JeaAFrangois, d nt er vi ew at NATO HQ on NAT»Qopsit. engageme
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2.3.2 Threats, menaces and their specificities

At Yahoo, the cybersecurity team is called
cybersecurity belonging without compromising the notion that cyberseaugtitical to their

business operation&®. On the one hand, it is true that NAT€hnical expertbave, jst like
YahooOs petpedinake nybersecurity part of the pictoyesecuritising this issue and

raising avarenessibout certain types of isssiin cyberspad@amely through cooperation with

the CCD COBE} These activities participate to the creation of an organisational culture of
cybersecurity, publicising the dangers of cyberspdceNATO technical experts have in

common with their political counterparts that they also piatybersecurity as an integral part

of the security culturecybersecurity is slowly mainstreamed and recognised as a common
business preoccupatiéf?. On the other handYahoo 6 s humor ous name
cybersecurity specialists would, ironically, better suit the technical personnel of the Alliance.
Indeed, they are very vigilaatith an increaed threaperception. This is also why some of the
interviewees wished tcemain anonymous.heir approach to cybspaceattributed a much

greater positiot o r i s k. However, D u the lev€l afvcgbleriskyis a d v o ¢
overstated. Reasons are to be found in bureaucratic turf battles due to scarce resources and in

the fact that cyber i s ks ar e S0 call ed ndr ead ri skso

disproportionally afraia .

The technical discourse analysed presented a terminology very close to the one that is found in

the political discourse: it focused on various simitaeats and theiredjree of importance.

However, this vocabulary also included medic
Awor mso, fiMenages @rising €ront cyberspace are being compared tdifeeal
bi ol ogi cal v isouwgessosmankowt®® Nobdnly areithee ménaces viewed as a

plague, but also conceptualised as a weapon threatenéfgrent objeciT hese representations
are enshrined in the securitigatiprocess: just like doctorgchnical specialists are expdris
their domairw h o é

€ construct an issue as reliant upon a t
simultaneously presuppose a politically and normatively neutral agenda that technology
serves. The mobilisation of technification within a logisedfuritisation is thus one that

289 MEHAN, Julie E.,Cyberwar, Cyberterror, Cybercrime: A Guide to the Role of Standards in an Environment

of Change and Dange€ambs]T Governance Publishin@009,p. 79.

290 STRAUSS Andreasx Der Krieg im Netz Die NATO riistet gegen Cybeéngriffe auf », Osterreichs

BundeheerJune 2011, available dittp://www.bmlv.gv.at/truppendienst/ausgaben/artikel.php?id=1221

(consulted12 March2014) .

291 ANONYMOUS 2, «Interview at NATOHQonNA O0s engagement,odct. cybersecurity
292MEHAN, Julie E. Cyberwar, Cyberterror, Cybercrimep.cit., p. 80.

293 DUNN CAVELTY, Myriam, «From CyberBombs to Political Fallout: Threat Repretations with an Impact

in the CyberSecurity Discourse, op.cit., p.8.
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allows for a particular constitution of epistemic authority and political legitiri¥cy

Nowadays, there are more and more technical threat representations, which, to a certain extent,
the links made between the developmenCdfs and computers and the modern security issues

as perceived by politicians, the media and the general piiblic

In this very technical discourse,oneoh e mo st r e c ur Advanced Pessistent e s |
Thread ( APT) , w h i ¢ hform ef atthek shat risidibeetatl towesds a state or an
organisation and that aims to steal information or cause damage to thes&%ctofsAd v an c e d ¢
means that the menace is sophisticated and
achieve a spedif task until the goal has been reacliédAn APT is a rather broad category

that can imply different elements. It wdsetUS Air Forcethat coined the ternmn order to

describe complex cyberattacks used by one natiate against another natistaté®®. Even

though the definition of APTs has been expandedlT® focuses on the iial acceptation.
Statesponsored threats against NATO or its member states are thus particularly alarming and
constitute one of the most threatening issue in cybergpagare §2°°. fiHowever, some IT

security companies have recently warned against overemphasizing so called advanced
persistent threat attack6APT)3%°. Only 3% of the incidents are currently impossible to stop,
according to Dunn Cavelty, and these are usually very stiqgated malware3.hese narratives

tend to relegate other issues to the ditlée are taking the security problem at too high level

without looking at the basio¥.

Malware outbreaks are the second biggest fear of these specialists. Theydedimgpeished

from the APTSs for they are not specifically targeting NATO or its member states, but rather
indistinctly attack a certain type of machine like Windows systems for insfnca@he
technical discourse is focused on computer and networks d@mgpaused by different types

of malwaré®®3, There are many types of malware. Some of them are very common and others

294 HANSEN, Lene,NISSENBAUM, Helen, «Digital Disaster, Cyber Security, and the Copenhagen Sehool

op.cit., p.1167.

295 DuUNN CAVELTY, Myriam, «From CyberBombs to Political Fallout: Threat Representations with an Impact

in the CyberSecurity Discourse, op.cit., p.10.
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2« nterview at NATO HQ on NA T>0p.sit. AAGREgSsENEIEaeFnahcois, n cy ber s
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are more complex with physical implications. According to Agneessens, NATO is threatened
by these dangers because it relies on Comme@fiallrhe-Shelf (COTS) products for its
software and systems, meaning the organisation is built upon devices that are also possibly
vulnerable to everyday malwaréNo one would dare to buy fighter jet weapon system
developed in a neally country. No one wdd want to have the development of the code
running on such a platform developed in a +adlly country. We do it everyday for 99% of our

IT equipmena®®4,

Threats and menaces

Degree of |
importance |

Hacktivism NATO Malware Information Advanced
network leakage Persistent
disruption Threats

Figure 8: Cybersecurity threats and menaces according to the technicalpert level

Malware are however not the only threats worrythgsecomputer scientists. Hacktivism
threats affecting the reputation of a country or an organisation (it can be a simple website
defacement or a DDoS attack like the one that hit Estonia 07)2@spionage targeting
classified NATO information, sabotage aimed at damaging a systeimformation leakage
from an die a collectienr dd menaces that are framed as threatening to the
organisatiof®. Globally, the concerns are to prevent NAG@etwork disruption and to
protect dataor in other words protect computer systems to avoid the abhemtioned issues
According toNellie Kroes, VicePresident of the European Commissiébata is the new
goldd®®®, This is exactly how the NAT® sechnical level approaches issues of cybersecurity.
The Confidentialitylntegrity-Availability principle mentioed in the precedent section helps
understandinghe types of threa feared by technical expe?té. For Nissenbaum these attacks

fit in three geeral categories:

304 AGNEESSENS JeaAFrangois,d nt er vi ew at NATO HQ on NAT»Qopsit. engageme
S5ANONYMOUS2, «I nt er vi ew at NATO HQ on NATXOpsit engagement in
306 KRoES Neelie,« Data is the new gold, European Unionl12 December 2011, available at:
http://europa.eu/rapid/presslease SPEEGH1-872 en.htn{consulted: 25 April 2014).
07ANONYMOUS2, «l nt er vi ew at NATO HQ on NATXOpsit engagement in
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1. Attacks that render systems, information, and networks unavailable to users, including

for example, deniabf-service attacks and malware such as viruses, worms, etc. that

disable systems or parts of them.

2. Attacks that threaten ehintegrity of information or of systems and networks by

corrupting data, destroying files or disrupting code, etc.

3. Attacks that threaten the confidentiality of information and communications, such as

interception of emails, unauthorized access toesygstand data, spyware that enables

third parties to learn about system configuration or web browsing h#its.
What is at stake according to the discourse of the technical experts is the safety of cyberspace.
The first and most important cyberthreathemare malware, NATO setwork disruption and
APTs These threaperceptions are coherent with the referent objects that were defined. There
IS however anotable difference between timarrative of these actors and the conceptions
exposed in NATO documertitan and the political level: data manipulation is much less cited,
as well as hacktivism while the other threats are much more salient in their discourse.

Securitisation operates in a different way according to the type of source.
2.4 Results

This first chapgr aimed to analyse hoWATO frames cybersecuritgccording to the three
chosen source#.is argued that the Alliance presents a large perception of what cybersecurity
entails although this position is not ov@nphasised in its narratives. This positraaost be
qualified. Before getting to the heart of the matter,agree with Hansen and Nissenbaum that
the cybersecurity sector ésrelevant category to analyse ahdtit does not mirror the other
sectors®. After having identified the main threatenedtittes of cybersecurityi . referent
objects), the analysis focused on studying the thpeateptionfound in the NATO
cybersecurity policy documents atig narratives aheinterviews transcrifg The table below
clusters these referent objects ahdeats ogether in order tgrovide the reader with an
overview of the different discours€Bigure 9. The NATO official documentation level is
referred to asst rfiat. edg endtthedgschpiead M 4@ rcto Tde mostl | |
important unts of each category were put in bold in order to see which threats and threat objects

are standing out.

308 NISSENBAUM, Helen, «Where Computer Security Meets National Securityp. cit., p.63.
309 HANSEN, Lene,NISSENBAUM, Helen, «Digital Disaster, Cyber Security, and the Copenhagen Sehool
op.cit., p.1162.
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Referent object Threats
Critical infrastructures Critical infrastructures édisruption
NATO networks NATO network 6 disruption

I. | Data protection Data manipulation
Euro-Atlantic society Espionage
Civil & Political Rights and Freedom Terrorists
Critical infrastructures Critical infrastructures 6disruption
NATO networks NATO network 6 disruption

Il | Private sector Data manipulation
Data protection Malware
Population Cybercriminals
Critical infrastructures Critical infrastructureddisruption
NATO networks NATO network ® disruption

1. | Private sector Malware
Data protection Advanced Persistent Threats
Population Information leakage

Table 1: Main referent objects and threats according to the three sources

The technicakxpert discourse, for instandgs an unmitigated point of view on what the main
threats and referent and referent olgexftcybersecurity are fohe Alliance NATO networks

and information as defined by the CpAinciple needs to be protected from disruption,
malware APTS sabotage, espionagetc It is constructed according twological medical
metaphors antb a very technical terminologgifficult to understand for the laypersth In
contrast, the political level insisted less distinctively on particular threats or referent objects.
However, the point of view was very close to the one presented in the documentation and
concentrated more otraditional categories of threats than the technical layer. Critical
infrastructures, NATO networks and dat@ deemed endangered by criminals, terrorists, states
and political activists and extremists in this framework. The logic operating in theabffici
documentation cluster is close to the politic level, since the texts analysed were mainly cyber

policies, but they do ndbtally overlap in the categories identified.

All the publications and policies of the Alliance, notably the Strategic Concei1df, the

2011 NATO Paolicy on Cyber Defence and the oral amgions furnished by its cybersecurity
personnel are proof of the organisationds s:¢
showing an attempt to provide a collective and coordinatpdoaph to cyberdefence, these

sources also indicate the degree and extent attributed to cybersecuritylbgicgrthe three
approachesogether. This cybersecurity representattmmewhat exceeds a strictly military
vision and NAT OO sscyberthreats tins acdnstdildtian of veferent objects

310 DUNN CAVELTY, Myriam, «From CyberBombs to Political Fallout: Threat Representations with an Impact
in the CyberSecurity Discourse, op.cit., p.11.
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together: the network is as important as the security of critical infrastructures (such as financial
institutions of the economy), nationstbe protection of privacy rights amdl these categories

are interlocked in the discours&ccording to Jamie Shea for instance, it is clear that identity
thefts are a very preoccupying quesdsithen and
Copenhagen School mi ght hawe dictr,i meadse budf adie
as threats to the network and hence to sootétyHence, the security of the networks of private
companies or suyng IT services to NATO is politically important in the sense than an attack
against it could harm, not onNATO, butalsothét he col |l ecti ve referent
6the societtylhe @ wilentemgndectemieiviorks ofhe fifth domain mean

that corporate security is linked to a collective referent object.tiisds just an exame| but

the same argument could be applied to individual security, for collective security has to be

balanced with individual security in this approach.

It is perhaps interesting to mention that the referent objects and menaces idéatiied
similarities with other sectors buto not totally overlap with angf the other five sectos

identified by Buzanet. al®'®. Indeed, the referent objects amwre than the state, the
government, the sovereignty of the nation, and at the same time threats tentitéss are

more varied than what the authors identified. The cybersecurity sector is also different from the
economi ¢ s ect ofefttbtherlibemlanarket butimplies accomplextconétellation

of publicprivate responsibility and governmial authorityo®!4. It is thus argued that the
cybersecurity sector is an appropriate framewotkat al | ows di sti ngui shi
approach towards security. However, this does not mean that NATO sees for itself a bigger role

in this cybersecurity s¢or (this will be discussed in the next chapter)

Teachings can be drawn from this first pRitstly, it is important to mention that in the selected

of ficial documents and publications, NATOO s
t h eew paadigm of security threatd'® and focuses less on identifying the many different
targets of these menaces. This, in part, because the Alliance and its personnel encompass threats
aimedat the member states or the organisation itself and do not immediatdlyatenention

other types of referent objectsaththe networks and infrastructures of the Alliances and nration

311 HANSEN, Lene,NISSENBAUM, Helen, «Digital Disaster, Cyber Security, and the Copenhagen Sehool
op.cit., p.1165.

312|pid., p. 1155.

313BuzAN, Barry, WAEVER, Ole,DE WILDE, JaapSecurity. A New Framework for Analysip. cit., p. 27.
314 HANSEN, Lene,NISSENBAUM, Helen, «Digital Disaster, Cyber Security, and the Copenhagen Sehool
op.cit., p.1162.

S15NATO in the Cyber Commarigallinn, NATO ACT, 2010.
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states. Moreover, there amaultiple ways to damage, alter impact a system than there are
referent objects (they tend to always be the sang&tate, a community, a principletc).
Secondly, if the three main types of sources analysed often displayed similar threats and referent
objects, it is the emphasis placed on those units that differs. Thirdly, the three discourses
transpire a constelian of referent objects and threats, although this is somewhat less

noticeable for the official documentation.

Also, it can be argued that one of the biggest challenges for NATO to tackle, from a political
perspective, will be to specify its terminologgpdeed, strict and preciskefinitions of what
constitutes a cyberwar, a cyberattack or even a aydeiof force araot available yet (with

the exception ofthe Tallinn Manual, which we will discuss in the third chaptEnese elements

are essential foa precise analysiNAT O6 s d o ¢ tmuchroeused sn cyberdefence
and has not much developtiek term ofcybersecurity for instané¥. Its discourse thus lacks

such developments that would offer an even larger view of what cybersecurity entails.

This second chapter hence focused on NATOOGs
or what needs to be protected and from what menaces. This correspondslitmtiostic

framingof cybert hr eat s, which Dunn Caveltybudngsed o
describes as the act of defining something as an issue and isolating the cause of thes issue (
determining referent objects and threats); the third chapter rather focusesproghestic

framing, which is directed at elaborating solutiongtitzs to counter the threatd. the role of

the actors of securit$y’.
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3 On the operationalisation of cybersecurity: the reconstruction

of NATOGs institutional Il dentity

This chapter focuses on how the organisation defines é@swith regard to cybersecurity and

how it commits itself to thicybersecurity missianm It constitutes the second deep questioning

of this thesis after having addressed the de
represents. The objective thfis third part is to determine if the Alliance sees its mandate as
overlappingstricto senswvith the previous definition and, if not, to assess the differences that

exist between these two understandings. By the end afetbeésirch we will be able tagif

NATOO6s activities and role in cybeptatsnecur i ty

The structure of this chapter is organised in the same manner as the previous chapter to the
extent that it is divided according to the three main soudfesnformation (official
documentation, politicetrategic and technical actpendaresultssection. Proceeding in such

an identical logic confers a scientific rigour to this approach. Indeed, answering the research
guestion necessarily involved the &ig structure implemented in this research, which is linked,
firstly, to the global definition given to cybersecurity and, secondly, to the scope of the mission
vis-a-vis cybersecurity. However, if the latter chapter is subdivided in the same way with
idertical sections, its focus is quite different. Indeed, the emphasis is not placed on the
identification of referent objects of cybersecurity or of tlagious types of threats, but on
determiningthe actors of cybersecurity and their main functions inftald. Following this
investigation, results will be drawn together and evaluated in a last section before the joint final
conclusionsBeforegetting into the heart of the subject, it is necessary to bear in mind some

aspects that are essential for tmalgsis.

Regarding our theoretical framework, Buzein al stressed the usefulness of distinguishing
different levels of analysi$We havealesigned our theory so that it can accommodate nonstate
actors, and even allow them to be domina#t. The CopenhagenakeSchool
individuals, subunits (like bureaucracies, lobbies, etc.), subsystems (like NATO) or systems
(the world, the entire planet) into account, even though staties unitsi remain the most
significant actors of secugtstudies to thed®. NATO is situated at a mactevel, but other

micro-level actors can be found its cybersecurity narrativealthoughcollective security

318 BuzAN, Barry, WAVER, Ole,Regions and Powsrop. cit., p. 12.
319 BuzaN, Barry, WAEVER, Ole,DE WILDE, Jaap Security. A New Framework for Analysip. cit., p.5.
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conceptsare still privileged for the study of identity in order to determine a collectiv&%elf

It has also been mentioned that it is possible to differentiate between securitising actors and
functional actors in thiapproach to securitfiA securitizing actor is someone, or a group, who
performs the security speech act. Common players in thHes a&oce political leaders,
bureaucracies, governments, lobbyists, and pressure groups. These actors are not usually the
referent objects for securi§?. In the cybersecurity sector, the securitising actor is usually the
state because nations talk aboutrtbed to create an agenda for such atéa€kin many cases,

the securitizing actors will be different from the referent object, but in othersst notably

the statei the referent object will in essence speak for itself through its authorized
representave3?3. However, this is not always the case and subsystems like NATO are
recognised as security actors by participating to the creation of a cybersecurity agenda at their
own level through, for instance, the establishment of common policies. As an
intergovernmental military alliance of 28 member states, NATO is thus a securitising actor on

its own.

Myriam Dunn Cavelty recognises that different actors frame cyber issues in terms of threats
which can be a group of individuals, a constellation of actoraroindividual alone and,
generally, these actors tend to be security professionals-potitigians’?4. Not only do these
framing actors influence this securitisation process, but there are also invisible participants and
functional actors involved in f8°. The functional actors play an important role in the
Copenhagen School 6s approach to security for
fiwithout being the referent object of the actor calling for security on behalf of the referent
object, this isan actor whosignificantly influences decisions in the field of secotfy It is
sometimes difficult to differentiate functional actors from securitising actors. The main
difference is that securitising actors tend to securitise an issue, whilst functional actors would
only contribute to the politicisation process.is difficult to identify the functional actors,
because Buzast. algive few indicators on how tpproach them. Moreover, their role remains

unclear: although it is specified that they influence the dynamics of the sector, they do not frame
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op.cit., p.1159.

821 BuzAN, Barry, WAEVER, Ole,DE WILDE, JaapSecurity. A New Framework for Analysip. cit., p. 40.
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cyberthreats and menaé&sHerce, this chapter will focus on identifying the key actors of the
cybersecurity sectohut will not define the functionabr securitisingactors as suchAfter
having distinguishedthe differentmain actorsof security our method will focus on the
particdar roles played by these actors, their functiore securitisation procegsowever, it

must be noted thatouranalysis mostly i nterested in NATOOGs
31 0f fici al di scourse on NATOOs invo

Internationally, many countriesd organisations place cyberthreats at the top of their security
agenda. NATO is one of the first organisation in the world to have implemented a common
cyberdefence polidy®. According to Herd and Kriendler, the Alliamdd s cyber di scou
definesthe new mission the organisation assigned itself

While cyber created the need for new capabilities and new roles for NATO, it also offers

the opportunity for the Alliance to continue its work of maintaining a framework for peace

in the North Atlantic. It ismportant that Alliance members provide the commitment and
the resources needed to stefo this new rolé?®,

This is one of the reasons why we found it relevant to focus on the official documentation of

the organisation in order to see, not only how the Alliance conceives its role, but also what
actors are identified in it and what function they haveybersectity. This section handlgbe

same texts and policies analysed in the first chapter, but under theeangp f NATOGO6 s mi

and the different actors of cybersecurity.

3.1.1 The main actors ofybersecurity

fiCybersecurity and cyberdefense are tough issuestdite actors all over the world and
perhaps even more for an organization like NAT®@ ) rdiskstthe critical question of what

roles states should and actually can play in the field of cybersetiifitaccording to Dunn
Cavelty, states tend to focus thre protection of their own networks, but next to NATO and its
Member states other stakeholders are also included in thetggmadessthe international
dimension ie. the international partnerships with the private sector for instance) is verytpresen
notably for exchanging information on menaces and issues. Indetbd 2010 Strategic
Concept does not specifically mention any actors, the NATO Policy on Cyber Defence states
t h e n engade witlopariners, international organisations, the prigatgtor and academia

327 CAVELTY, Myriam Dunn,CyberSecurity and Threat Politi¢®p. cit., p. 28.
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in a way that promotes complementarity and avoids duplicatn The organisation
recognises the importance of cooperation with these other agents, because cyberthreats are
defying state borders and organisational structtifesAcknowledging these entities is
envisioned from a wutilitarian point of view:

capabilities and strengths in combatting them.

The Framework Manual specifies the relationship that Member states and NATO can have with

the private sector. Not only are NATO, states and the private sector referent objects of security,

but they are also important security actors. For instakéd,O is putting in place Private
Public Partnédrshidpaw(PBRP)oimbi ning the best ¢
the environment to support operational cy@&?. It can include sharing technologies,
knowledge, information, or other elements in ortdgrrotect the networks difoth entitiesThe

industry is recognised as a vital actor for ensuring cyberdefénidext to the cooperation with

the private sector, the Alliance has widely extended its cooperation withlADO® nations

through bilateral programes and cooperates with organisations such as thé° EDther

countries and organisations are even encouraged to join in thi$%fftine institutionalisation

o f such in the Allianceds policies and doc
responsibiliy in the cylersecurity sector, where boundarte® not st op at NATOG
The Chicago Summit Declaration of 2012 reiterates this desire to engage in partnerships with

entities able to improve the commoybesecurity>’.

Globally, the narratives dhe policies and other texts of the Alliance list a number of essential
actors that are involved in the cybersecurity sector, which equally share the same fears as
NATO does. The principal actors next to the Alliance are ofsmiis Member States (Figure

9). On this particular point, Dunn Cavelty fears thtite more recent tendency to expand the
logic of its cyberdefense, from the narrow confines of their own networks to those of their Allies,
risks meddling with this historically grown logic of who cimwhat in cybersecurity®® After

the Member States, NATO recognises a great role to the private sector and its pentnars,

helpingdefendagainst the commonly perceived threats. Lastly, the organisation recognises a
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role to the scholars and otheiirtk tanks, whichparticipatein the framing of cyberthreats
through their knowledgbased productionddowever, ilonly professionals of security are
actively involved in a threat framiag®.

Main actors

Degree of |
importance [

NATO Member Non-NATO Private Sector Academia
States nations &
organisations

Figure 9: Main actors of cybersecurityaccording to NATO documentation

fAs expected, different actors are involved in forming and shaping the represeritatiany

of them outside of government. Therefore,-gowernmental actors play a substantial part in
constructing discursive setting}é> B u t the most i mportant actor
first and foremost the organisation itself and the nagtaies, although the role of the other

actors is not to be neglectdde fact that the organisation recognises other actors in thisproce

is because they can help NATiOits mission of protecting against cyberattacks from terrorist
groups and o Ddmenatingethe battle of theonarsative ificyber space is therefore

very important to NATG&*L

3.1.2 The primary functions othe Alliance

ANATO isnot in a position to address all aspects of this challenge, but it does have a
significant role to play, not least because it unites nations with the most developed
information and c¢ommd*iiMchael Jopling. i nfrastruct L
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Further to is acceptation of what cybersecurity entails, NATO also displays a particular vision

of its role in this domain. In its narratives, this mission is brought to light by the current
cybersecurity framework advocated by the organisation. The scopeimpitsationin this

domaini s al so to be inferred from NATOGO6s di scoc
cybersecurity, that is to say, on how the Alliance conceives its involvement in this field in the
long-term. Among its publications relative to the geoof its engagement in the realm of
cyberthreats, one can find soro€the official NATO documentddentified in the previous

chapter

Already in 2008, the Bucharest Summit Declaration emphasised the thedittee Alliance

had to develop the systemend structures in order to provide capabilities to deter
cyberattack¥. It was in2010that the NATOStrategic Conceptoncretised this aim and
outlinedthat the main points on the security agenda of the organisation comprised elements
such asffurther our ability to prevent, detect, defend against and recover from eyber
at t a@d*k Ehérole to be played by NATO focused on incident handling and the detection
o f cyber mena cealmnce amd coardih&e natior@al cylmfence capabilities,
bringing al NATO bodies under centralized cyberproteaiip After the Lisbon Summit, the

NAC was charged of developing aljgy relative to cyberdefence, because it was deemed
necessary in this worrying security environment.

NATO needs a declaratory policy thpxbvides a credible, convincing explanation of why
NATO takes cyber threats seriously and intends to respond with decisive §ctdhns
establishing its policy for cyber deterrence, NATO has the unique opportunity to shape
the international standards which cyber attacks are viewétf

The NATO Policy on Cyber Defence clearly lays out the purpose of its creation, which is aimed
at pr o JYoundationdromawhiéh Allies can take work forward on cyseurito**’. The
document hgshowever,a bold mentia emphasising that its purpose is strictly limitedhe
protecti on ofiThe MaMfa@issthelNEBTIOsPolicy on Cyber Defence is on the
protection of NATO networks and on cyber defence requirements related to national networks

that NATO relies pon to carry out its core tasks: collective defence and crisis manag&fient
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Two important elements to mention in this regard are the integration of cyberdefence into two
important programmes fothe Alliance: the NATO Defence Planning Process (NDPP)
mentimed in this Policyandttle AT O6s Smar t D fThe first proglam setvésat i v e
the integration of cyberdefence in the national framework, where NATO considensum
requirements in order to assist the Allies victim of a cyberattack in protediimmgal systems

and networks if NATO or its information is compromised through this inciefeiihe second

program aims at leveraging resources for greater possibilities in this dSfaifihe
organisation focuses on three grand principlelich constitute te mainguidelinesto be

followed: prevention, resilience, nestuplicatiors®2

The different problems identified, the policies set up as well as the politics around the cyber
phenomenon are good indicators of the very active role NATO plays in the definition of the
transatlantic security schenmiehe Alliance is a security providerubthe question for many
researchers remains what extent this mission takes. To further the Stiexdsential to see

how the Alliance constructs, not only its policies, but also its organisatienofiganisation
recognises the importance of #isucture in defending against cyberthreats, by citing the role
played by theCMDA for strategic purposes, ti¢CIRC for incident response and the CCD
COE for trainingand knowledggproduction, which is heavily relied uporNATO and Allies

are encouragetb draw on expertise and support from the Cooperative Cyber Defence Centre

of Excellence in Tallindr>3,

If the CMDA and theNCIRC arepart ofthe NATO structure, the CCD COtas a different
statusHowever, be it in the NATO Policy on Cyber Defence omwigbsite, this CCD COE is

wi dely r eWrermreas ttohe ACDMA i s charged mainl
cyberdefense in an operational capac+etny, Est
NATO cyberdefense doctrim®*. In order to understand tecope of NATOG6s
cybersecitity, it is necessary to know ifs mission comprises the activities led by the CCD

COE or not, as well as to understand its links to the organisation. This is why, in this final
argument, we will expand a bit dinis sulpect.

After the release of the Tallinn Manual on the International Law Applicable to Cyber Warfare
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on the 28 of March 2013 the CCD COE, which had the study carried, ouas widely

advertised and discussed in the media by think tanks and practitisrt@esfastorganisation

to ever have made such ardepth examination of the applicability of law to cyber®arThis

thesis argued that the CCD COE is an important dtabhelpghe Alliance in its cybersecurity

tasksand that itdoes sdoy providing expertise trainingand cybedefencecapabilities. While

its role is emphasised o n®5NaArgionsanduhe bxent bfe a n o
its powers needs to be elaborated on. What is the reach of its powers? Is the Alliance relying

on this baly and its contributions, or is this CCD COE a mere political statement?

The CCD COE was created in 2007 after the cyberattacks on Estonia in order to increase the
co-operative cyber defence capability of NATO and its member states through training,
resarch and development. It was established as part of the NATO Policy on Cyber Defence,
and its main tasks include:
1) providing cybetrelated doctrines and concepts for the Allian@&); hosting and
conducting training workshops, courses, and exerciseNfofO member states)

conducting research and development activiti®sstudying past or ongoing attacks to
draw up lessons learned; a®) providing advice, if asked, during ongoing att&éks

The CCD COE is not part of NAT®@€ommand structure and it &so not an operational
centre, but it is a NATO body. It is an International Military Organisation (IMO), which plays

the role of a research and learning centre and can be supported and joined by all NATO member
states (partnerships are also availabledimer states and organisatioii8) The Centre is
NATO-accredited even though funding is rotveredn theNATO budget butomesrom the
contributions of sponsoring natioh$ Participation is thus voluntary and the CCD CRE
directed by a committee comged of representatives from the cooperating member states.

The Paris Protocol agreement conferred the status of IMO to the CCD COE in order to improve
NATOOGs cyber de fsieca, azan iMaijs mdini objective i tgontribute tathe
transfornation of the Alliance through its expertf®& It should be mentioned that the CCD

355 Ewis, Patricia,International Law on Cyber WarfareTallinn Manual on the International Law Applicable
to Cyber Warfare Launch, 15/03/200BALKS00, Lauri, « The Tallinn Manual as an international event
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COE is not the only Centre of Excellence (COE) and is part of a wider web of facilities that
were initiated after the Prague Summit of 2002. There are currently 21 COEdiffathnt

functional specialtie$®. The Allied Command Transformation (ACT) was designated as the
entity responsible for the coordinatifagen of t
future challenges by enhancing training, conducting experisng test new concepts and
promoting interoperabilitg®®2 According to NATO publications, the COEs, and hence the

CCD COE, are meant to provide the organisation mainly with training, reseduitdtworking

side by side with the Alliance.

Although therole ofthe COEs i s of i mp aheit utlinatoa withio NAN@ [0 , f
with ACT, in ceordination with the Supreme Allied Commander Europe (SAC&ESR])his

i s mainly because, although the CCD CQE take
not all countries arpart ofthis structure (mainly for financial reasons). To some extent, this
Centre could be compared to a lelesnanding version dhe system of closer cooperation
proposed bythe European Union (EU): EMember States interested farthering their
cooperation an launch a cooperation proce$fie CCD COE igofficially separate form

NATO but also referenced officially as suppo
and training on cyber warfag® Initially composed ofeven nations, the Centre is gaining in
popularity and now comprises eleven Member States (as well as partner Aatigvighout

formally being tied to NAT® €ommand Structure, this CCD COE contributes to NATO,

whilst at the same time benefitting the pat*®®. These precisions in NATO policies and

official reports outline the leading operational role pthipg this structure within NATCthis

Centre produces knowledge through its publications, participates in the training of NATO
personnel, and offers otheyberdefence capabilitieblence, without officially being tied to

NATO, the CCD COE plays a great securitising role through its productidres.main
explanation for its important role is theg active involvemenincreases the proximity with the

audence, thereby making it easier for it to accept the claims of NATO about cyberdefence and
cybersecurit$?’. Hence, it is arguethat theCCD COEdocuments promoted by NAT&nd

2014).

361« Centres of Excellence, NATQ, 30 July 2012, available at:
http://www.nato.int/cps/en/natolive/topics _68372.tftmnsulted: 1 May 2014).

362 | bid.

363 | bid.

364 HERD, Graeme P KRIENDLER, John,Understanding NATO in the 21st Centuop. cit., p. 157.

365 « Cyber Defence>, NATO Cooperative Cyber Defence Centre of Excellgt@b4, available at:
https://www.ccdcoe.orgtonsulted: 4 August 2014).

366 HQ SACT TRANSFORMATION NETWORK BRANCH, NATO Centre of Excellence Establishement Manual.
Version 3.0.August 2012p. 5.

367 BuzaN, Barry, WAEVER, Ole,DE WILDE, Jaap Security. A New Framework for Analysip. cit., p. 33.

74



issued bythis Centreare relevanfor this researchnd illustratevelltheorga i sat i onds po:

and roles ircybersecurity.

If this Centre proves to some extent the expansidahe security structure of the Alliance, it is

difficult to say that the Tallinn Manual can be analysed as being a NATO narrative. lindeed,
nonbindingnat ure of this document has beemsstron
wellasby t he CCD COE and by the experthesfalimho hav
Manual is not an official documaiite, It is thus argued that NATO promotes the wofkhe

CCD COE and its productions, but this argument is limited to some productions, which we

have been using in this thesis.

Lastly, but most importantlyhe Framework Manual on National Securitgntionsthat even

thoughNATO focuses on cyberdefence it i s al so concerned by in

€ addresses a broader information security environment: communications and

i nformation systems (CI S) security, wher
adequately protect the confidentialityntegrity and availability of C$ and the
information processed, stored or transmitfd

Next to its restrictive definition of cyberdefence, the organisation addresses issues extending
beyond the frameworkhe traditional military contexof national secuty®’®. This does not

mean that NATO has absolutely different functions than an actor of the military sector of
security would have, because one of the characteristics of the cybersecurity sector is that it
overlaps with the other sectors of security (andsthiill focuses on national defencéut

NATO differentiates between cyberdefence and cyberseglirlyATO perceives the change

in its international environment and is discursively adapting to it.
3.2 Politico-strategic approach

NATO documentation has shown that even though the approach of the organisation towards its
role is mainly framed in terms of cyberdefence, the organisation does somewhat take into
account the global nature and transborder natuylmér incidentstherebyconsidering the
securitisation of the networks and other CIBe question now is to see if this is coherent with

the political and technical di scourse of the
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same manner as in tipeevioussubsection interms of structure by analgng the different

actors andunctions of the main securitising actor of this research: NATO.

3.2.1 The main actors otybersecurity

ASecurityo is a very powerful concept lin I|IR.
Security Studies and the Copenhagen School have recognised that using this term in political
discourse does not only serve to legitimise policies in this field, it also gives priority to the
subject in questiof’?. The consequence is that an issue thajhinnot be considered as
dangerous or threatening starts to be seen as a menace and added to the security agenda. NATO
mostly leads this paess of securitisation in thisesis, but this does not meas we have seen

that the organisation is the solda@adn cybersecurity anth cyber governancprocessJamie

Shea recognises this, but stresses that the multiplicity of stakeholders invohedcyber

domain risks diminishing the overall efficiency of securitisation. This is why an international
cyber treaty would not be achievable at a global level.

You cannot have an organisation like NATO or the EU to pretend speaking on behalf of

the worl, so ultimately we are probably looking at the UN or UN bodies like the

I nternational Tel ecommunications Union. T
the more universal you go, the more you have various political factors coming into play,
which dely and complicate the wotl

At NATO level, finding an agreement on the cyber isshas do not meet with eonsensus

thus remains the priority of the Allies. Currently, modernisation and centralisation of the
protection is being guaranteed through theRIC In 2013, 24out of the 28Viember States

have signed a Memorandum of Understanding (MOU) with the NERThe MOWs are
agreements for future progress in the area
receive assistance from other forces #émdnaintain its military asset§o, NATO and its
Member States remain the most important adtothie international realm according ttoe

political actors of securityMoreover, it is possible to determine thedoperation with
internationalpartners gch as the EU or the OSCE is mostly based on the fact that the majority

o fthefommunication networks are owned by the private netfogk3 NATO6 s owner ¢
of about of 30% of the network that we condt/ét This means thabnly a small share of what

NATO does is performed by the organisation, for corporate actors provide most of the services.
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The importance conferred to the private sector thus exceeds the degree attributed to it in our

last subsection (Figurel0).

Main actors

Degree of |
importance |

NATO Member Non-NATO Private Sector Academia
States nations &
organisations

Figure 10: Main actors of cybersecurity according tothe politico-strategic level

The private sector ihusoften more than the victim of cyberattacks. Hansen and Nissenbaum
corroborate the view that the private sector is not only a referent object of securalgdaut
co-responsible actor of cybersecurity, thereby sharing the same role as NATO.

Negotiation & the boundaries between the public and the private and between the
economic and the political thus couples the netorka g ment at i on i mpl i e
with an understanding of business and government as sharing the same goal. At the same
time the politial centre still constitutes the private sector as responsible for major parts

of the digital realm’®.

There is a political reason to burden sharing with the private sector and other nations: states do
not want to pay for theiown defence andor the colledive defenceat the same timeThe

problem is that information sharing is a delicate i85uEor instancea company lik&Symantec
mightnotbeready to share all its information with NATO, because securityg [susiness, the
reason why iinvess so mu& money in it.Even though the nations are recognised as the
primary actors by all/l t hr e businessds eare vai caugiad e s
playe’’® Therefore, a symbiosis between NATO and the private sector is highly desirable in

the cybersecuy sector.
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Finally, Liflander acknowledged the importance of scholars and other knowpeddecing

actors in contributing to the secusite t i on of t he c gnbacademit mswgati n . I
will benefit practitioneré t &' Althongh they do not awstitute the primary actors for the

political level, they can help to make progress in the definition of terms and concepts. Indeed,
social sciencesd6 professi onal s-retafedtapichirelR secur
such as Myriam Dunn CavgltRonald Deibert, James Der Derian or Johan Eriksson are widely

attended authors for questions relative to these issues.

3.2.2 The primaryfunctions of the Alliance

NATO now defines and acts against a globalized, viral or systemic threat that operates
acrossthe international system and which defines a condition or potentiality: the threat
of systemic disorder and the endangering of global governance. In a sense, then, the
threat assemblage of terrorism, WMD proliferation, and cyber attacks highlights and
dramatizes the dangerousness of the anarchical system a&®8iidkndreas Behnke.

The ESCD officialsper cei ve N AT @ secessanilpy extending $0 the new
ficybersecurity challenge According to Sheahe first part of the Strategic Concept, whic
deals with defence and detence, certainly marks a shift in favour of the rfeaus of NATO:

thesecurity challengesf proliferation, cyber, terrorism and energy seciifity

It gives NATO a clear mission statement. But it will only be as good as theymelis of
NATO to implement it, angrovide the resources to develop the needed new capabilities:
missile defence, cyber, intelligence and expeditionary forces both for Article 5 and out of
area contingencie¥?

Indeed NATO not only considers taking into@untthedinew cybert hreatso, b
admits that Article 5 of the 1945 North Atlantic Treaan bdinked to cyberdefence and could
potentially apply in case of a serious incid&htA collective approach to cyberdefence is thus
considered apart of the role of the organisation according to Shea, if this will ever happen
seeing a# takes time to grind the positions of the different member states togetiegPolicy

on Cyber Defence mentions tidATO will maintain a strategic ambiguity dhe question of

a potential Article 5 response to a cyber incid&htLiflander outlined that NATO will

determine that a situation requires collective defence when the organisation sees such an event,
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leading a great deal of vagueness and confusion onlthefrNATO, It will depend on the

type of attack, its characteristics, its size and other features, because cyberthreats are
asymmetric and the type of response will have to be decided after consutiatce, whether
cyberdefence should remain framedvithin the Article 4 of the Treaty (consultation between

the Allies on cyber problems), remains a structuring question within the discourses of the
Alliance and its membet®. So NATO has a role to play in cyberspace, but its mission is not

clear yet.

It is difficult to assess what kind of attaoctuld trigger an Article 5 response. Shea recognises

that it is imperative for NATO tget a better definition of what is meant by cyberwar, and what

is the duty of disclosure when it comes to cyber incid&hBut the outcome remains thame:
ficyberattacksre increasing everyday and NATO has therefore to go beyond the protection of
its own systems (where we were before the attacks against Estonia in 2007) and be able to
providecyber servicescyberprotectionto the Member tates*®8. However, every actor does

not share this narrative about the existence of cyberthreats. Indeed, it has already been explained
that next to actors who really believe in the risks and menaces arising from cyberspace, there
are alsamore critical actors who believe these representations are a social construction of an
issue. Already in 1998, Smith was being very cautious about the possibility of an electronic
APear | AtHsafarbranr pooven that the country is at the mercy afsilde devastating
computerized attack®®. A discourse emphasising the risks linked to cyberspace like the one
held by the Alliance thus not only frames a threat, but ateates insecurity and, to some
extent,leadspeople into believing that they neefection from these cyber menacksthe

end, such a narrative can ser vieprevemtmg cgberr po s e

catastrophes

Hencef or t he E S @GP cybeghmeht ésrcenstaimtly becoming more sophisticated
and we need to cetantly verify that we are able to protect our own syst&isThis is
principally achieved through upgrading the NCIR@d suggesting all Allies develop a
Computer Emergency Response Team (CERY developinga cybersecurity culture inside

the Alliance,as well astraining the weakest Member States in order to avoid the effects of the
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digital divide (this is principally achieved through the Cyber Coalition exercises that take place
at the CCD COE in Tallinn every ye#t) Shea has emphasised treed to brig the civilian
networks to the level of the military networkeecausédwe cannot run B%fore
However, the responsibility to protect national networks and private networks lies thighin
natiors®®3. According to Liflander, NATO has no powef decision except over its own
commonly funded networlkend this is thus the reason why the focus placed on it is much more
important, although NATO tries to bring all nations to the same¥¥vdhis is not really a
political question, since this viewéndorsed by all member states for sovereignty is conceived

as resting with the member states and has not been given away

Moreover it is deemedhecessaryy the political actor$o provide cybersecurity awareness.
The cyberspace must not only be redegd as a fundamental element in the functioning of the

Alliance, but also perceived as a security environment, where everyone is able to participate

and contribute to its protection. Cybersecur

role. NATO tries to institute a cybersecurity community with shared values and practices, a

common fAcyber code of conduct 0. Devel oping

instance, an important step towards the inclusion onseonrity specialists in thdata

protection exerci se. Winterbers aof the onganszationymayeviews e c u r

cybersecurity as complex and highly specialized disciplioae that does not involve them.
Such a perspective is highly unlikely to encourage participatié According to Detlef Puhl,
cyberthreats can reach a threshold that threatens national arAtiuntic prosperity, security
and stability and this is the political basis upadmich NATO has been acting.i# also on this
basis that the ESCD has best up in 2010 and that it is currently preparing different policy

papers on how to deal with cyber incidents and cyber metféces

Facing the divergences that exist between the different governments of NATO Member States,
fwhat NATO and 28 Member Statdecided to do is to act like almost like a thiakko*®’

NATO is perceived as a forum of discussion until a decision is reached on how to define its
functions in cyberspaé®. It is argued that this is the reason why the organisation so heavily
relies upon the work and capabilities provided by the CCD COE. Indeed, the partner countries
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involved in itshare the common objective of furthering the cyber role of the Alliancéhand
will to pool their resources at the NATO levEhese contributors thus tend to be the weakest
or smallest countries, which have a direct interest in joining forces at the organisatiof&l level

Finally, although the types of functions assumed by Al@nce are very similar to the
traditional military securityodés framework, i
are (consciously or unconsciously) attributed to the organisd#@yber defence is a very

complex issue and stretches viiyond the traditional military or security [y issuesit has

a deep societal impact on the way in which we do security policy. The question of democratic
control is on the tabke4° On his side,the Major Gereral Patrick Fermier stresses the
importane o f NATO6s role in the cyber domai n, b
organisation in this field remains rather conceptual for the momesdiining cybesecurity is

difficultil 6 m not even sur e gwentheacope dfdprobland tthinki ght n
we need to be humble in front of this thié3t This is also the point of view of Dunn Cavelty,

who argues that according to public sources, a lot of resources are being invested into this field
because it is a new centre of interest tfsg organisation, which marks the infancy of the

Al lianceds institutfddhAmTOssatn ewm iorfs tciytbwetriserca
emerging security challenges should have the full backing and support of Allies if it is to be
successful and addalued*®. If the political discourse marks the undergoing process of
securitisation, it also emphasised that the reasons for the existence of all these obstacles in the

cyber domain can also essentially be found in the current austerity mé¥4sures
3.3 Technicalexpert approach

For this last sectiorthe exact same procedure is followaefore reviewingin a conclusive

table,the different results obtained.

3.3.1 The main actors otybersecurity

Priorto discussing the different actors identified andftimetions attributed to the Alliance in
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their narratives, it is necessary to mention that the technical experts interviewed for the purpose

of this research mentioned the fact that they are mostly in touch with cyberdefence personnel

of the different Membe States Thiy selld services to the nation®™. This is why their

discourse is focus and restricted arogedaintopical issues and actors. For instance, if the

NCI RC finds traces of an incident on & natio
deal with this issuebut it will however provide suppoit€ommunications are thus often limited

to these types of exchanges between security event analysts, also often called security
professionals, which are in charge of monitoring all cyberthreathamdle the incidents on

their systems and networks.

Hence, it is understandable that these actorsbowe allfocused on the important role played

by the nations and the Alliance in cybersecufifygure 11). This is coherent with the
perceptions othe political level and the NATO official discourse that were analysed in the
previous sectiond'he technical experts also focus on the role of the private sector, very much

like the ESCD officials. The difference is that they solely identify thmemary actorsin
cybersecurity: the Alliance, the nations and the private sector. This is because they are the most
relevant three actors in their opinf8h fiClearly, it is plain impossible for the state to increase

the cybersecurity of an entire country iselfd*®’. This is exactly what transpires from the
representations of the technical levEhe corporate actors participate in the securitisation of
thecyber domain. This is also brought about b
They congtuct the cyber environment as potentially harmful and in aavskse logic prpose

tools and services to the Alliance and its Member States. In doing so, they are not only seen as
providingnB8secment g 0, b u t errerprane @iilies jeopaadsipgr 0 a ¢ h €
NATOOGs secur it y secufith ac®r ambivaleneetis ingartaind for the technical

actors.

Businesses (mostly developers) should be firmly made responsible for the vulnerabilities
they unintentionally leave in their codeid because of these flaws that a network as ours
can be compromised@he days that a military organisation was solely based on castom
build equipment is over. Nowadays, even our security equipment is COTS and thus
depends on private partners who have eng@sources and are as much implemented in
cybersecurity as we at®.
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Main actors

Degree of |
importance |

NATO Member States Private Sector

Figure 11: Main actors of cybersecurity according to the technicakxpert level

Hence, the close partnerships between these actors are mainly aimed atiegchimgation

on threats and other issues, thereby socially constructing the cyber domain as 4¥secure
Accor di ng incarpordiaghcgbrrsecufity into the culture can be an enormous task
and may involve challenging established ideas and methaldsnf business that have become

part of the corporate cultural meman®.
3.3.2 The primary functions of thélliance

At first glance, the discourse of the technisaturityprofessionals is very traditional. They
contend that NATO is mainly concerned with eyibefence and that everything that has not
been formally approved by the 28 Member States is sotto speak t he Al |l i an
responsibility!l. The question that is raised is to know if, just like the political level, this
discourse presents an ambiguity. & t h e &ttibutioress madeed&anceived as limited to

a restrictive role in cybersecurity? This is what we are trying to identify in thisesttion by
focusing on thdunctions identified by the technicaécurityexpertsNATO experts are very
wary about cybermenaces and similar vulnerabilities. This is also why the NCIRC FOC is
designed as a continuing project becaush®fapid technological changandthefievolving
threatsy*'2 fAiWe try hard to cover everything on top of that, like ‘amyrld-class" CERT would
dod*'3, According to Erikssonthese types of structures are representative of the institutional
arrangements made because of issues in cybersjpe.units for analysing and preparing

for these newly framed threatimages havelseent up such as 6Comput er
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Teamsd and ORed Teamsdo, someti med“RedTramsar | y
belong rather to the offensive side cybersecurity, whereas CERTSs are rather specialised in
defence. The NCIRC TC, for itemce, carries out only defensive operations and the reason
advocated for this is that tians do not agree on this possibility and that usugsiych
capabilities are too sensitive to share with Alli€§ but still every Cyber Coalition exercise

sets up &ed Team in its procesBefensive forces are also composed of hackers except that
this fApejorative termo is rather transfor med

Al CT experto, etc.

The number ofncidentsrecorded everyday exceeds080despite the protective systems that
are in place. midpmebes to econcgrted aftacks®nForithese actors, the
security of their systems is greatly compromised by APTs and other types of malware and
viruses. This is whyhtese computegcientiss perceive the developmenttbeRRTs as a major

| eap forward, characterizing an i mporifant ac
RRTs arecommonly fundedeams to be deployed, at the request of a natiadhe event of a

cyber incidentTheyarecomposef fisix specialised experts who can coordinate and execute
RRTmi s s i ) hheir nGngbeand profile will be determined on the basis of the mission to

be carried out*'8, According to Agneessens this type of service is very uncommon, dgecau

not every CERT offers this type of servite What is interesting is théttese units areperable

within 24h in the case of an incident. They constitute an innovation on the part of the Alliance
fie have to think of everything, all the tinthink like them and anticipad*?’. The RRTs are

still in their implementation phase, but they are trained during the exercising phases and are
involved in the Cyber Cogilon exercises held every yedduring the Cyber Coalitions, the
nati ons can odp rtentee NRARGT Tatisaloésowt ohly eldrify wheria member
should be able to call on them, but it is also an exercise that trains the coordination between
RRTs and the Member Sta¥®s Officially limited to interventions within the Alliance, we
havebeen entrusted that suchiaitial for RTT was tobe deployed in Georgia in 2008 non

NATO country??. These elements show that the Alliancelgrig on new responsibilities, half
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committing itself to broaderesponsibilities even if this is not evidartd clearcut when first

approaching these narratives.

The first chapter has shown thdATO has been gradually enhancing agber defence
capdilities for the past years. It has established a cyberthreat assessment cell, the NCIA, the
CSSL, the RRTandit holdscyberdefence exercises and is still undertaking the upgrade of the

NCI RC. All these ameli oNATTIOOsSs adbr éi aymeo adef
and civilian networks against all types of intrusion and atdék. In executing its
responsibilities, the CSSL providésupport to the development and implementation of cyber
securityrelated politesy*?4, although for the Major General Koen Gijsbers, General Manager

of t he NONATQRwgllehot beythe glgbal cyberforce, it has no intendo that | must

saythat NATOcam nd does | e%dhelnterna dilemmp bewvéen the proponents

of an increased collective security role for NATO and the advocates of purely natooaty

oriented defence transpires in all the narratives discussed until now.

The latter tend to be the bigger staf@maller sates request help in the cyblefence area but

not the large stat@8?®. According to Nye, this difference in the conception of what the Alliance
should be andghould bedaing in cyberspace is not totally relevant in cyberspace because of
theasymmé r i ¢ nat ur e Tieflargesypoveers arré unlkelyttosbe abli@é to dominate
this domain as much as they have others like sea ¢f?aiThe fifth battlefield still leaves the
states as the strongest actors of world politics, but its napees upnew possibilitiesfor
smaller states to step in the process of threat franNpg only small countries with weak
capabilities can be targeted by serioyberincidentsand if a larger country ever necessitates
NATOO6s assi st anc e orksor systerhse thigl wilh sgibseiquerstertairdyt w
triggermore interest, from the part of this larger country, in the cybersecurity activities of the
Alliance (and open a window of opportunith) fiThee is always thelanger of being the lower
hanging fruit Eventually, NATO Member States are all interconnected via the NATO network,
meaning that if an enemy wants to attack NATO it can and will do so through théhlamgeng
fruitd*?®. Overall, the mission of NATO is deeply linked to its Article 5 understandiipen,
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and not if, it becomes clear what a cyberattack or what cyberwar is for NATO, then it will

probably start extending beyond its current boundafi€s

Inlan Wesd s o pthereiare a few points tha¢ed to be ensurdry the technical team of

theNCI Agency in the future (with the cooperation of its partners) in order for the Alliance to
effectively fAprovide securityo: anticipatin
(external incidents as well), recovering from attacks, investigaticigents, extending the

NCIRC coverage to unprotected sites and improviagousiness continuity planning@.e.
maintaining the good functioning of the organisati®h)f these attributions can be thought of

as traditional features of a military alliancdsiargued that is possible to findn the technical

narratives of the professional security expdiscreative tension between flexibility and

ambiguity on onednd, and planning on the othé?? vis-a-vis cybersecurity.
3.4 Results

N A T Chdtwse role in cyberspace illustrates how the mission of the Alliance is shifting.
Many of the capabilities NATO will ne¢al provide for collective cybersecurity do not
now existlf NATO is to continue to serve as the transatlantic security alliance against
all threats, NATO needs to make itself relevant for issues of collective security in
cyberspact®- Herd & Kriendler.

The purpose of this chapter was to see if NATO is perceaigeifectivelytaking on a mission

in the domain of cybersecurityy examiningthe different discourses of the three selected
categories of sourceBor this purpose, theariouskey actors of cybersecurity were identified
in the different narratives anthe@ functions of the Alliance explorett.is argued thathe
Alliance is indeed said to takeome responsibilities in cybersecuritlyusunveiling acertain
degree of involvement in it. However, this role is limited and presents a more ressocipe
than the definition attributett cybersecurityn the second chaptdBefore detailing the results

of its perceived mission, the lessons learned from the different discourses need to be gathered.

The main actorsf cybersecurity as identified by our soureesre very similar, which was not
the case for the referent objects and threats of cybersecurity. Interestingly enough, a very
important role was conferred to the private sector as a main security providemtretgect

and threat subject at the same time. Although the political level was much more explicit in its
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narratives on the role of the private sector, this was also salient in the technical discourse.

Globally, recognised actors are not limited to tiages and the Alliance alone, for the academic

world and the international partners are also taken into account.

Threats
Information leakage

Referent object Threats Actors
L Critical infrastructures NATO
Critical infrastructures . .
NATO networks disruption Member states
| Data protection NATO network Non-NATO nations &
Euro-Atlantic society dlsruptlon. . organisations
o . . Data manipulation Private sector
Civil & Political Rights and : :
Espionage Academia
Freedoms \
Terrorists
Critical infrastructures NATO
Critical infrastructures disruption Member states
NATO networks NATO network Non-NATO nations &
Il | Private sector disruption organisations
Data protection Data manipulation Private sector
Population Malware Academia
Cybercriminals
Critical infrastructures
e disruption
Critical infrastructures NATO network NATO
NATO networks . .
Il | privatesector disruption Member states
. Malware Private sector
Data protection Advanced Persistent
Population

To

Table 2: Main referent objects, threats andactors according to the three sources

sum up, it

can

be

argued

t hat

through its speech adtscomprise these three essential elements:

T

The coordination of its policies and activities through theBD&the ESCD and the

implementation througthe CSSL (comprising the NCIRC)

Providing assistance to individualies such as was the case in Estonia (now this task

could be faciliated by making use of the RRTS)
Researchrad training through the CCD COE

T &6Ardn20 s

These elements illustrate the main cyberdefence functions as understood by the three different
types of speechct analysedit is necessary to remirile readethat, once again, the purpose
t his t dNATOIinscgbereesusty thisweuldo b j e c t

be difficult seeing the sensitivity of this issudut to analyse how cybersecurity is framed by

of thesis is not
the Alliance. Contrary to our expectations, the organisation, through these three sources, does
not strictly define its ra in terms of cyberdefence and cybersecufite official documents

present a flexiblapproach to cyberspace and ambiguity is maintained on what type of response
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to adopt in the event of a seriauger eventindeed, cyber retaliation is only thoughisgible

in cases of an Article 5 incideand this is also not sursince the Allies do not agree on the
terms of what kind of incident could trigger suheactiorf® It is argued lhat this ambiguity
(on the terms of such a reaction) identifiedtbg thee discoursesffers greater leeway for

NATO to act as a cybersecurity actor.

Moreover, the political and technical level bring to light the fact that even though NATO
remains an intergovernmental organisat@mmmitted to cyberdefencét is undergoinga
transformation process in order to adapt to
FOC, for instance, as well as the transition towards a brand new CH$t)arguments

analysed do not exclude the fact that NATO could become a security pramdie fcyber

domain, only that this possibility is currently unlikely. If at first sight, the discourse seems rather
pessimistic, it is a rather positipeocess that is being depictéddN AT O6s pri mary cha
to decide the role it will play in thegbal cyber ecosystem, develop its capability to opérate

even in a cyber degraded environmérand delineate responsibilities between the command
structure and Member Staté®>.

Finally, this chapter proved that the narratives on cybersecurity meetdhast features that
allow to qualify a cybersecurity sector: NATO is a key actor of security (although other non
military actors are identified) and its functions, structured around the concept of strategic
ambiguity**®, exceeds that of a traditional defare alliance. Combined to the two units
analysed in the previous chapterthe referent and threat objedtsthe narratives studied
allowed to test the cybersecurity sectoral approach by apptyioghe Alliance. If this sector

does indeed overlap withther sectors such as the military, it is nevertheless a very singular

and new kind of sectan light of its constitutive features.

434 LIFLANDER, ChristianMarc, «l nt er vi ew at NATO HQ on NAT»opsit engageme
435K LIMBURG, Alexander(dir.), National Cyber Security Framework Manuap. cit., p. 189.
436 « Defending the networks The NATO Policy on Cyber Defemamp. cit.
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Conclusion

Defining cybersecurity is a complex question, siticere are currently many conflicting
conceptions throughout the wottd Does the engagement of NI® in this domain mean that

it is transforming int@n enlarged security organisatioff?is is the viewpoint dNATO Deputy
Secretary General Alexander Vershh who is renaming h e o r g AATOS.&%ilno n i
order to see if the pegiold War Alliance can be qualified as such, the following steps were

followed.

The first tapter focusesn providing the elements necessary for a clear understanding of the
subject. Given the very specific researmghestion and hypothesis of the presiesis, ithas
beemecessary to delineate concegotsl providea b ackground approach of
as well as an overview of hogyberspace became a fashionable andtébpssue in Security

Politics. This section highlightthe existing IRtheorisationsonthetramgs | ant i ¢ part ne
identity, leading udo opt for atheoretical basianddevelop an adequate methodology. In this
regard, it was decided to adopt the@agach to security promoted by the Copenhagen School

and analyse the cybersecurity sector following the spaectheory. This included opting for

a method of text analysis enabling us to study the ohi#malysis of the cybersectarontent

analysis Given the nature of this research, it was interesting to seek the views and opinions of
the persons directly concerned by cybersecurity and cyberdefence. InteofieMATO
personnetoupled withtext analysis of NATO official documentati@mabledus toproceed to

the practical application of our theoretical framework.

The second chapter focusas the definition that NATO gives to cybersecurity through the
narratives of our three primary sources: the political actors of cybersecurity, the technical
expers of cybersecurity and the official documentation relative to cybertg. Each
discourse reflecta different, yet close approach to what the referent objects and threats of
cybersecurity arelhe results drawfrom this first part confirnthe presencef a constellation

of referent objects and threats in the narrativekeftlifferent sources. Overalljstargued that

the Alliance gives a rather large definition of what cybersecunitp@passes

The thirdchapterseeks 0 enqui re about NATOOGs acceptatio

The objective was to analyse the narratives of the exact same three sources as in the second

43T BENATAR, Marco,«<Cy ber oOoWarfared: I n Sear ch,omdit an Appropriat
4% HeERD, Graeme P KRIENDLER, John,Understanding NATO in the 21st Centuop. cit.
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chapter in order tmvestigatehe last two constitutive units of the cybersecurity settarKey
actors and the functions of these actors) and to conclude on the detféeTfO6 s We ol e
observed that is indeedmore limited than the definition given above, but that the organisation
is perceived as a cybersecurity actor with functioesching beyondtraditional military

defence.

Paradoxically, NATOsecuritisesa constellation of referérobjects andconstructs various

threatss n t he new security environment t Hatt we |
this discourseon cyberseurity is far from the dminant mission the Alliance envisiomar

itself. In other words,\en though the acceptatibATO hasof cybersecurity is rather large,

the organisatiostresse#s role as limited tacyberdefencetHowever, it has been argued ttha

this is not the only mésion the organisation envisiof itself. Indeed, in the discursive
productions of the Alliancene can perceive the subtle evolution towards a larger acceptation

of its role. This is mainly the cabecause the new security @wment is requiring more than

a purelymilitary approach to the problem, thus extending beyond the strict framework of the

military sector of security.

Therefore, thehypothesis that NATO isnutating into arenlarged security organisation by
approachig cybersecurity through a constellation of referent objdets through the
framework of the cybersecurity sect)confirmed.In a nutshell, the Alliance can be seen as
slowly undertaking it¢ransformation into an enlarged security organisafldre ®nstitutive
units of the cybersecurity sectbreferent objects, threats, actors and their functiongre

identified in the narratives of the Alliance

1. NATO presents a rather large accemiatf what cybersecurity encompassekich is
unveiled ly the constellationfaeferent objects and threats
2. NATOO6s role in relation to cybersecurity

very limited and is not officially promoted as such.

One should however be careful with this assumption, becaugéhe future evolution will tell

us if the Alliance is ready to fil embrace its role as an enlargegturityacta. However, it

may also restrict its narrative and remam forum of discussion mainly concerned with
tradtional military considerationguch as national security isshdsshouldalsobe noted that

the lack of consensus inside the Alliance limits this evoludiodthat cyberspace has been
securitised only recently, thus giving rise to a lot of uncertainty abeutole that should be
allocatedto NATOT he Al |l i anceds identity i syettfkeds cons

andits evolutiongreatly depenslupon how it approaches the international system and its
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security environmenfiN A T O 6 sCold War transformation is the ntosotable European
example of a shift from a posture of collective defence to one that is increasingly closer to

collective securit§/*°

The present researchsearchrings concrete added value.chn be seen as having made a
practical application of the y ber securi tyds sector al framewo
Nissenbaum, which igselfi nspi red by the Copenhagdhhe Schoo
content analysis proveshe utility of investigating security discourses through this
cybersecurity sectdramework.In the samevein, a systematic comparative study of NATO
member statesd position on the subject could
of thought. There are currently very few IR studies on cybersecurity and even less 00 SATO
engagement in this Afif tphrcediians inh & qubliiatevd pblécy Foct
oriented analysis of NATO and cybersecurity hence contributes to security studies and research

by taking a new look at étopic. The realisation of the preséhesis was, however, subject to

many difficulties for it has been quitardto access all relevant data ahtbok almost three

months to schedule all the interviews. Indeed, most ohfeemationwaseither classified or

too sensitive to get access #lso, a source suggested thhae ttechnical experts were also
probablyvery occupied with the cyber incident handling of the Ukrainian crisis at the time of

the completion of this thesis and their seevimdergoing a reorganisation as wielladdition,

it was harder to schedule a meeting with the technical experts than it was with any of the
political officials. But my aim was tavrite a thesisn the complex and intertwining issues of
NATOO s iiaits erigagément m cybersecurity and making it accessilbhe tayman

and the IR specialist at the same tif@m this pointonly the future stance of the Alliance on
cybersecurity will tell us if it has indeed become NATO Auder Fogh Rasmussenrsounced

that discussions on NATOS g0 bé hold onrtred™ amd 'df be he
September 2014,

439 DANNREUTHER, Roland International Securityop. cit., p.243.
440« NATO Secretary General announces dates for 2014 SumMATQ available at:
http://www.nato.int/cps/en/natolive/news 104982.twnsulted: 10 Aprik014).
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Glossary

Commercial Off-The-Shelf (COTS):term for goods available in the commercial marketplace
that can be bought and used by anyone.

Computer Emergency Response Team (CERTunit composed of ICT specialists and aimed
at handling computer incidents.

Distributed Denial of Service (DDoS):an attack in cyberspace whereby the targeted system
iIs made inaccessible or inoperable by generating a great amount of traffic on its servers or
bandwidth.

Espionage:employing any means possible to obtain confidential or secret information from an
adversary.

Hacking: the act of willingly accessing a computer system or network without authorisation.
Hardware: the physical components that makgea computesystem.

Functional actors: are,according to the Copenhagen School of security studies, actors that
influence the decisiemaking process in the field of security without being securitising actors

or referent objects.

Intersubjectivity: redity is conceived as neither objective, nor subjective but issued from the
shared understandings of the actors. Security is also intersubjective for the Copenhagen School

of security.

Malware:s hor t f or A maahdiscanykindsof seftwére thparforesimalicious
activity on a system.

Phishing: the act of trying to obtain confidential or personal information over the Internet under
false pretenceand ismostly done by luring the victim viamail.

Referent object:the subjects that are existentially threatened by a particular issue.

Sabotage:the act of willingly and deliberately destroying something or hindering an action to
obstruct another.

Self-referential practice: a concept used by Waever to explain howusgy is rendered
possi ble through wuttering the word Asecurity

Software: the nonphysical part of a computer system in other words, anprogram running
on a computer.

Virus: a type of malware, which copies itself into another file or progfauinthatdoes not
have automatic replication capabilities and is, in general, never used alone.
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